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About me

With close to two decades of experience in the technology sector,
Yashaswi is a cybersecurity leader and DevSecOps advocate with a
profound understanding of the intricacies of software delivery and
security. He is passionate about cloud security and threat detection
and works tirelessly to integrate robust security measures throughout
the software development lifecycle.

Currently, as the Senior Director of Solution Engineering at JFrog for
the APAC region, Yash is instrumental in driving JFrog's mission to
transform software security and resilience across the APAC landscape,
ensuring organisations can confidently navigate the complexities of
modern software development.
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Let's Dive In



What's Maklng News?
The Hacker News

Comact Q =

20+ »w n f

yher Attacks Vulnerabilibes Webinars

New Attack Technique 'Sleepy Pickle' Targets Machine Learning Models

= 1 4 & Ravie Lakshmana

Pickle Bytecode +
malicious bytecode

User sernalizes model to file

pickle.dump(“model.pkl"™)

ML model

User loads model back from file

Malicious model xecute bytecode e \
A pickle.dump("model.pkl")

model.pkl

Malicious bytecode
compromises model
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t-of SSC Attac

SolarWinds 2020 Trojanised Software Backdoor in government $100M+ in damages
(SUNBURST) Update and enterprise networks
Kaseya VSA 2021 Remote Exploitation of = Ransomware spread via $70M+ in ransom
Ransomware Update Mechanism IT management demands
software
Codecov Bash Uploader 2021 Compromised Open- Stolen credentials from Undisclosed financial
Source Script thousands of CI/CD losses
pipelines
Apache Log4j 2021 Vulnerable Open-Source RCE attack vector $10+ billion in mitigation
(Log4Shell) Library across millions of costs
applications
3CX VolP Attack 2023 Backdoor in Official Trojanized version Unknown financial
Installer affecting 600,000+ impact
companies




OSS PACKAGES

99% FORTUNE 500
USE OPEN SOURCE Your Code

MODERN SOFTWARE IS
85-90% OPEN SOURCE

CVE GROWTH RATE
57% INCREASE FROM 2020
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Software Supply Chain Attacks

Gartner ®
Curate Create Package Promote Distribute Deploy Run
® ® ® ® ® ® ®
Malicious 0-Days CVEs Secrets Misconfigs Binaries Production
Packages

Growing Attack Surface

Gartner: Leader’s Guide to Software Supply Chain Security (June 24)
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https://www.gartner.com/en/documents/5524495#:~:text=Key%20Findings,to%20%24138%20billion%20by%202031.
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T You Can't Control It

Curate

Create

I

Package Promote Distribute

You Can't Secure It

Deploy



Software Supply Chain Attack Vectors
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Who's Responsible?
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What do Reports Say?

Surveyed:
ORGANIZATION SIZE
Global devs, dev team F
leaders/managers, and product i i
owners that use DevSecOps about 1,000-2,499 2,500-4,999 5,000-9,999 10,000+

the time spent on security-related _ ‘
activities in their daily work i , ‘ Ao m

To Understand:
« Business impact of security tasks

on dev time o;; O“?:‘O ﬁ
, LI ( & 22
« Tools and tasks ta klng the most : Product Owner Development
. Development Manager Senior Developer 1-2 d | t - Coad
time (multiple teams reporting) (5+ years experience) {l-<ideveiopmca ki

teams) (1 team reporting)

- Value of developer time spent on ‘ j |
e 3% | 25% | 20% | 8%

» Impact on dev flow & satisfaction

=

":rog IDC InfoBrief, sponsored by JFrog, The Hidden Cost of DevSecOps, doc #US52537524, September 2024




DEVSECOPS ISN'T FREE

Companies Spend Developers Estimate
$28,100 Per Spending 19% of Their
Developer Yearly on Weekly Work Hours on
Software Security Security-Related Tasks

N—A
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lFrog IDC InfoBrief, sponsored by JFrog, The Hidden Cost of DevSecOps, doc #US52537524, September 2024



IMPACT BREAKDOWN

Developers spend
the most time
on secrets scanning.

Big Picture:

Developers are spending an
average of 3-5 hours per week on
essential DevSecOps security scans

Where & What:
- Secrets - Interpreting results
laC - Every code change
- SCA - <60% code, binaries repos
- SAST - Just before prod deployment

N—A

lFrog IDC InfoBrief, sponsored by JFrog, The Hidden Cost of DevSecOps, doc #US52537524, September 2024
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BUT THEY ARE
OF SECURITY



Software Supply Chain Threats

0SS
Packages

[

(N

Run

Curate Create Package Promote Distribute Deploy
® ® ® ® ® ® ®
"\,’I::;::gus 0-Days CVEs Si t. Misconfig: Binaries Production
| | |
Prevent Detect Respond

=

JFrog

-------

On Prem




The |JFrog Software Supply Chain Platform

IDE Plugin
SCA, Advanced

Security, SAST

Curation & Catalog .

OSS package .

curation & catalog v

Frogl bot “---_

Scan Git repos
and Git pulls

JFrog CLI

Command Line
Interface

=
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JFrog Security
SCA, SBOM, Contextual Analysis,
SAST Secrets, laC, Misconfig Scans

Source Code Scans

v

Curate Create Package Promote Distribute
Artifactory
Universal Binary
Management

SCM | Enterprise CI/CD | Pipelines | Release Lifecycle
Management | Monitoring | Binary and Identity Federation

JFrog ML

Model Management | Serving | Monitoring |
Testing

Connect

Update, Control And
Manage lot Fleets

Runtime
Impact & Integrity

Deploy Run
Distribution

Distribute Releases
Across Endpoints

Public

On Prem

—_—
<
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JFrog At A Glance

a2

8000+

Customers as of FY24
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FORTUNE

83%

Fortune 100

n

1600

Employees

N Nasdaq

Nasdaq listed

FROG



The JFrog EveryOps Platform

& @

DevOps SecOps MLOps Jei

On Any Major Cloud (SAAS / Cloud /On-premises), Any Infra + Scales to Infinity

@ docker  ®ubuntu
& . e kubernetes OPENSHIFT O @

Cloud Infra ENV Integrated HA, DR, 99.9% Hybrid
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Powering Industries

10/10 9/10 9/10

10/10

9/10

Top Top Top Top Top
Finance Nl Healthcare Technology Transportation
Google EMC’ O Fidelity DAIMLER aiazen umﬁ[’;ﬁg PennState
comto rf' AIRBUS CﬁF aﬁ%\ag | (RRTEs RBC wt@:y. NETFLIX Yale
BOSCH cosrco & mwee Poypa (O e S *ICCYS Fico ©
{2\ airbnb | mERKELEY LB C.SCO Hr+ableau PSU s W BARCLAYS ING 2 @D ¢ oupzra oTo)
verizon’ .. { Ry Infuri vmware © BROADCOM

Uber MAnsys @

BR Microsoft

JFrog

Deutsche Bank
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A chain is
only as
strong as Its
weakest link!

Thomas Reid



Conclusion
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It's important to consolidate DevOps,
Security & AI/ML toolsets

Security is everyone’s responsibility

Automation of promotion is key to building
pipeline confidence

EveryOps is not one tool, not one approach...

it's a need, it's the future

Come meet us at our booth #11

L%, P -.'.1

Start for Free to learn more
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