upwind
The Runtime-Powered
Cloud Security Platform

Upwind Cloud Security Platform bridges intelligence from runtime to build-time, eliminating
friction & boosting the productivity of your developers, security engineers, and DevOps.

Upwind delivers comprehensive cloud security, precisely when and where it's most critical.

Cloud Security Posture

’-‘ Vulnerability Discover, prioritize and remediate vulnerabilities that are actually
Management exploitable in your unique cloud environment
e CSPM Detect, contextualize and remediate misconfigurations across
clouds, fueled by runtime insights
Discover human and machine identities across clouds. Understand
@' Identity Security who has access to what and enforce least privilege access across
your services

Runtime Workload Protection

Holistically secure containers & Kubernetes throughout the

@ Container Security development lifecycle from runtime to build time

Protect your workloads through continuous monitoring of network
&G CWPP activity, file access and process execution, and real-time threat
detection and response

Secure serverless functions and ensure compliance with intelligent
attack surface reduction and real-time function protection.

oo Serverless Security

Application Security

Discover, catalog and secure every APl you run in the cloud.

e .
%+ API Security Unified runtime protection for cloud infrastructure and applications



upwind

Unlock a New Operating
Model for Cloud Security

Prioritize & Eliminate Your Most
Critical Risks

Reduce alert noise by 95% and
reach root cause 10x faster. By
leveraging runtime intelligence
Upwind precisely identifies critical
risks which enables focused,
efficient and intelligent security.

Discover the Full Topology of
your Cloud Infrastructure

See everything you run in the
cloud in every layer — the
compute platform, network, data,
identities & running applications
across your hybrid-cloud
infrastructure.
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Bridge the Intelligence,
See the Full Story

Understand the app ownership
sprawl across your entire CI/CD
and software development
lifecycle. Know who is responsible
for fixing critical issues.

Automatically react to threats with
rich context from infrastructure,
networking (layer 3, 4) and APIs
(layer 7) and terminate threatening
behavior in real time.
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Prioritize & Eliminate
Your Most Critical Risks
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Baseline Your Full Network
Topology, Data Access and
Application Runtime
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Detect and Respond
to Attacks in Real Time

Uncover threats and attacks
by understanding your cloud
reality with Upwind's
topology map. Visualize
every network flow, data
access, infrastructure
change and application
behavior on a timeline-based
topology graph.

Proactive Response
& Automation
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A container is executing a reverse ¢

Automatically react to
threats with rich context
from infrastructure,
networking (layers 3 & 4),
and APIs (layer 7).

Terminate threatening
behavior in real time using
Upwind’s light-weight
eBPF sensor.
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Actions details
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Action time  Nov 1st, 2023 07:25
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