
The  

Cloud Security Platform

Runtime-Powered

Upwind Cloud Security Platform bridges intelligence from runtime to build-time, eliminating 
friction & boosting the productivity of your developers, security engineers, and DevOps.



Upwind delivers comprehensive cloud security, precisely when and where it’s most critical.

Cloud Security Posture

Vulnerability 
Management

Discover, prioritize and remediate vulnerabilities that are actually 
exploitable in your unique cloud environment

CSPM Detect, contextualize and remediate misconfigurations across 
clouds, fueled by runtime insights

Identity Security
Discover human and machine identities across clouds. Understand 
who has access to what and enforce least privilege access across 
your services

Runtime Workload Protection

Container Security Holistically secure containers & Kubernetes throughout the 
development lifecycle from runtime to build time

CWPP
Protect your workloads through continuous monitoring of network 
activity, file access and process execution, and real-time threat 
detection and response

Serverless Security Secure serverless functions and ensure compliance with intelligent 
attack surface reduction and real-time function protection.

Application Security

API Security Discover, catalog and secure every API you run in the cloud.  
Unified runtime protection for cloud infrastructure and applications



Unlock a New Operating  
Model for Cloud Security

Discover the Full Topology of 
your Cloud Infrastructure

See everything you run in the 
cloud in every layer — the 
compute platform, network, data, 
identities & running applications 
across your hybrid-cloud 
infrastructure.

Bridge the Intelligence,  
See the Full Story

Understand the app ownership 
sprawl across your entire CI/CD 
and software development 
lifecycle. Know who is responsible 
for fixing critical issues.



Automatically react to threats with 
rich context from infrastructure, 
networking (layer 3, 4) and APIs 
(layer 7) and terminate threatening 
behavior in real time.

Prioritize & Eliminate Your Most 
Critical Risks 

Reduce alert noise by 95% and 
reach root cause 10x faster. By 
leveraging runtime intelligence 
Upwind precisely identifies critical 
risks which enables focused, 
efficient and intelligent security.
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Issues Learn about Issues

Most common and critical toxic combinations All types

Issue

Java SnakeYaml Remote Code Execution vulnerability  (CVE-2022-1471) was found on 
 a resource

A container is executing a suspicious/malicious process

Pem private keys are found in a publicly exposed resource

Pem private keys are found in a publicly exposed resource

Resorces

32

24

12

10

New VS. resolved issues Last 6 hours All types

Open Resolved

20

15

10

5

0

Jul 03 Jul 04 Jul 05 Jul 06 Jul 07 Jul 08 Today

Issue type All (54) Vulnerabilities (10) Detections (3) Secret (14) Posture (12) Behavioral (3)

Toxic combination In use Exploiteble Fix available Public exposure Communicate with database Run on database Secret exposure Vulnerabilities

Search Issue type Severity Resource kind Cloud account Ticket Status Toxic combination More filters Clear

Policy Toxic combination  Issues Last seen

A Critical exploitable vulnerability (CVE-2018-12699) is found in a used package on a publicly exposed resource 2 issues 1 min ago

A Critical fixable exploitable vulnerability Tough-cookie CookieJar Protoyupe Pollution (CVE-2023-26136) is found in on a publicly... 2 issues 1 min ago

A Critical fixable exploitable vulnerability Zlib Buffer Overflow Code Execution (CVE-2022-37434) is found in a used package on a publicly... 2 issues 1 min ago

AWS credentials are found in a publicly exposed resource with critical vulnerability 2 issues 1 min ago

An Azure host with active internet ingress and critical vulnerability is communicating with Instance Metadata service -- 2 issues 1 min ago

A GCP host is querying a bad reputation domain or IP -- 2 issues 1 min ago

AWS credentials are found in a publicly exposed resource with critical vulnerability 2 issues 1 min ago

A Publicly exposed EC2 with critical network vulnerability is widely accessible through its management port and running a database 2 issues 1 min ago

Publicly exposed RDS instance 2 issues 1 min ago

A Publicly exposed EC2 with critical network vulnerability is widely accessible through its management port and running a database 2 issues 1 min ago

A Critical exploitable vulnerability (CVE-2018-12699) is found in a used package on a publicly exposed resource 2 issues 1 min ago

A Critical exploitable vulnerability (CVE-2018-12699) is found in a used package on a publicly exposed resource 2 issues 1 min ago

Proactively Reduce Your 
Attack Surface with 
Intelligent Risk Prioritization

Automatically identify “toxic 
combinations" of vulnerabilities, 
misconfigurations, excessive 
permissions, and exposed 
secrets that can be dangerous 
to your business.
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Vulnerability dashboard Learn about vulnerability insights

Cloud account Upwind Severity Status Resource type More filters Clear Custon reports

Current status

Total

445

Package in use

300

Active internet traffic

250

Exploit available

120

Fix available

15

NIST critical severity

6

Vulnerability funnel Critical High Other You have 6 Critical CVEs to solve

Vulnerabilities Resources Images

CVE-2022-2068

3 3

CVE-2022-1271

6 4

CVE-2022-1271

1 3

Vulnerabilities by severity Critical High Other

55 Total

80

60

40

20

0

Kubernetes workloads Scaling groups Hosts

Vulnerable assets by severity Critical High Other Top vulnerable container images

Vulnerabilities over time Last 7 days

Vulnerabilities by severity  Critical High Other New critical vulnerabilities (20)

Vulnerabilities Resources Images

CVE-2022-2068

3 3

CVE-2022-1271

6 4

CVE-2022-1271

1 3

80

New vulnerabilities

35 New

Critical High Other

Total

445
Package in use

300
Active internet traffic

250
Exploit available

120
Fix available

15
NIST critical severity

6

Vulnerability funnel Critical High Other

Fact-based  
Vulnerability Management

Scan for software 
vulnerabilities everywhere 
in your stack (VMs, 
Containers, Serverless). 
Automatically highlight 
vulnerabilities that pose 
actual risk to your 
environment and shift left 
to rapidly fix your most 
critical risks.

Prioritize & Eliminate  
Your Most Critical Risks
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Risk overview

Baseline Your Full Network 
Topology, Data Access and 
Application Runtime

Uncover threats and attacks 
by understanding your cloud 
reality with Upwind's 
topology map. Visualize 
every network flow, data 
access, infrastructure 
change and application 
behavior on a timeline-based 
topology graph.
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A container is executing a reverse shell Link to documentation

my-app-container
Container

my-pod
pod

nc
Triggering event

22
Spark
Resource

Sensitive Data
Context

2

Network analysis
Context

3

A container executed 
a compiler

Active detections

A container is querying a 
bad reputation domain or IP

Active detections

An AWS host is executing 
a reverse shell
Active detections

Shell command injection 
CVE-2022-26112 

GNU Gmon Code Exe..
CVE-2023-0687

Delivery
Code change

Build

Detection details Respond
Map Timeline

Response details

 Actions details

Action Process termination

Action time Nov 1st, 2023 07:25

Performed byOri Eliyahu

Prevention Active

00 Days 06 Hours 20 Minutes Remaining time

Response audit

Search Time Process name Args Container name Status More filters Clear

Response

07:00 07:30 08:00 08:30 09:00 09:30 10:00 10:30 11:00 11:30 12:00 12:30 13:00 13:30 14:00

Successful response

Nov 1st, 2023 07:27

Timestamp

Nov 1st, 2023 
07:27

Nov 1st, 2023 
07:27

Nov 1st, 2023 
07:27

Process name | ID
nc

409014
/bin/nc

410354
/bin/nc

429327

Args

nc-I9999

nc-I9999

nc-I9999

Container

netcat-container

8a40eeb50ef68f8297cb3594fb...

netcat-container

7fd5c48d492e2866a684377449...

netcat-container

7b59caf34de23f7106e42a8596cd...

Action status

Success

Success

Success
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& Automation

Automatically react to 
threats with rich context 
from infrastructure, 
networking (layers 3 & 4), 
and APIs (layer 7).   

Terminate threatening 
behavior in real time using 
Upwind’s light-weight  
eBPF sensor.

Detect and Respond 
to Attacks in Real Time
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