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Our Findings

In March 2023, we asked more
than 5,000 DevSecOps
professionals to share their
opinions on the current state of
software development, operations,
and security.

70

of developers said they are
using artificial intelligence and
machine learning in testing
efforts or will be in the next
three years.




Our Findings

How can we secure the
Software Supply Chain
considering security budget
constraints?

62%

have shifted left or are
planning to shift left
this year.

85%

of the security
professionals have the
same or less budget this
year than they did in
2022.
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Key Questions

@ How to identify security inefficiencies and bottlenecks in

the business value delivery and DevSecOps pipeline?

How to measure the flow of value from ideation to production,
O

focusing on DevSecOps effectiveness?

@ How to visualise and optimise end-to-end DevSecOps workstream?
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A value stream is an

end-to-end set of activities
What is a Value Stream? which collectively creates

value for the customer.
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Cafe Shop

Value Stream Cappuccino
Example




Cafe Shop Value Stream Example
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DevSecOps Value Stream Example - Security Inefficiencies
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“If you can’t describe what you are doing
as a value stream, you don’t know what
you're doing.”

Source: book Martin, K. & Osterling, M. (2014). Value Stream Mapping. McGraw-Hill



What is your current and future DevSecOps state?

and how you measure your progress

O Value Added Time
O Non-Value Added Time
Idle Time

Current DevSecOps State

Plan Code Build Test Secure Release Deploy Operate Monitor

Desired DevSecOps Future State

Plan Code Build Test Secure Release Deploy Operate Monitor
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Value Streams can be hard to measure ...
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Multiple Value Streams & Security Management
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GitLab Value Stream Management (VSM) enables executive
visibility across value streams.

Value streams dashboards and metrics to
identify security bottlenecks and deficiencies
resulting in improved visibility into the
organization's security posture.

@ Holistic visibility and platform approach allows

allows security leaders to gain a comprehensive
understanding of security performance,
facilitating informed decision-making.

Improved collaboration to align security goals with
@ other teams, fostering a shared understanding of
security objectives.
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Key Software Delivery Performance DORA Metrics




70%
Deployment Frequency o

deploy at least once
every few days, up 11%
How often does your from 2021.

organisation deploy code to
production?

27%

deploy multiple times a
day.




DevSecOps Value Stream Example
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DevSecOps - Value Stream Example

UTILISATION
UTILISATION

SECURITY REVIEW
- APPROVE
U  20H . 2H T o 2
DEPLOYMENT

FREQUENCY A



https://lucid.app/lucidchart/c1689cc9-3571-48e8-9004-abb85a2d56c6/edit?page=0&v=447&s=661.4236436228114

Inefficient DevSecOps Value Stream Example
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Value Stream Manhagement

1. Visualize DevSecOps
workstreams

. Identify Measure
2. ldentify risk through

DevSecOps inefficiencies

3. Take action to optimize Visual Ootimi
DevSecOps workstreams to ISualise ptimise

deliver the highest possible
velocity of value



Securing
The Speed
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Software Supply Chain Security Complexity
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How to secure the speed and
improve DevSecOps efficiency?

Current DevSecOps State

Plan Code Build Test Secure Release Deploy Operate Monitor

Desired DevSecOps Future State
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Other Findings

1,300 CISOs were surveyed in
2022, including 100
respondents from Australia, in
large organisations.

70

CISOs responded that the
prevalence of team siloes and
point solutions throughout the
DevSecOps lifecycle made it
easier for vulnerabilities to slip
into production.




GitLab is the most comprehensive
enterprise DevSecOps platform

Empower development, security, and operations

teams to build better software, faster Secure

Better insights: End-to-end visibility across the
software delivery lifecycle

Greater efficiency: built-in support for automation
and integrations with third-party services

Improved collaboration: One workflow that unites
developer, security, and ops teams

Faster time to value: Continuous improvement
through accelerated feedback loops

Govern

Ease of Adoption: Integrates with your existing
toolchain; adopt at your own pace

LONONORONGS



Securing The Speed - DevSecOps & VSM & Al




Securing The Speed - DevSecOps & VSM & Al
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Securing The Speed - DevSecOps & VSM & Al

|
1 Plan Code Build Test Release Deploy Operate Monitor |
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Securing The Speed - DevSecOps & VSM & Al
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Securing The Speed - DevSecOps & VSM & Al
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Securing The Speed - DevSecOps & VSM & Al

Governance and
Scan Enforcement

Vulnerability
Management

Secure

Software Bill of

Materials (SBOM)

Al Powered DevSecOps

Release

Pre-Build
Secret Detection

—— Static Application Security Testing

y Infrastructure as Code (laC) Dependency
Scanning

License Compliance

N

J

-
Post-Build
Container Scanning

Dynamic Application Security Testing
~ b Fuzz Testing
API Security Testing

Code Quality

G

Value Stream Management




Efficient DevSecOps - Value Stream Example
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@
Al is central to GitLab’s
DevSecOps platform v

- — Q;

@ Throughout the Software Delivery Lifecycle N )
Improve DevSecOps workflow efficiency by 10x by :’ Improved
applying Al assisted workflows to all teams involved Y / ﬂU security y \
in delivering software value y/ O - - \

y Predlc.tlve | ,,/// Faster \
. ) ) '/ analytics /\ //// deployments
v ) Privacy-First, Enterprise-Grade ; / “ \ =
Lead with a privacy-first approach allowing enterprises 1 N
and regulated organizations to adopt Al assisted workflows | @ @
\\ U II
R e . . \\\ Intelligent Intelligent /I
Single Application \\_ monitoring B alerting
~ Leverage the benefits of GitLab'’s single application to Enhanced
deliver more software faster, enabling executive visibility quality
g o 9 / N assurance ¢
across value streams and preventing context switching ' 10X ; N
Improvement T .

v
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Call to Action

e What metrics do you currently use to
identify DevSecOps (and business)
bottlenecks and deficiencies?

e What does your DevSecOps B
Governance current state and future STﬁRT e
state look like? e

e How do you track end-to-end Y

visibility of the value streams in your

organization?
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Thank you



