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Why is fraud detection important?

e An important topic now more than ever

e Consumers and businesses increasingly expect seamless access to digital

integrated financial services
o Real time online payments, digital deposits, mobile banking, digital wallets
e [he same technology that powers this convenience is also exploited to craft

increasingly sophisticated fraud schemes

FTC: $12.5 billion
over fraud losses

Payment fraud:
~$2.1 billion



Different kinds of fraud?
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Traditional approaches may not work?

Manual Reviews
e Struggle to keep up with the volume of digital activity

e Prone to human error, oversight, and fatigue

Rule based Systems
e Hard to maintain as fraud tactics evolve and miss novel fraud patterns, if static

o Generate excessive alerts and false positives, eroding customer trust

Fragmented Data and Lack of Context
e Isolated signals and siloed data points fail to analyze patterns across the
entire transactional journey of a user

e Hinders real-time, adaptive fraud detection


https://www.paypal.com/us/brc/article/fraud-prevention-with-rules-vs-machine-learning#:~:text=Whereas%20rules%20are%20created%20in,form%2C%20and%20using%20models%20based
https://stripe.com/resources/more/how-machine-learning-works-for-payment-fraud-detection-and-prevention#:~:text=Machine%20learning%2C%20a%20subfield%20of,their%20customers%2C%20revenue%2C%20and%20reputation

How can Al help?
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Analyze a huge
volume of data -
Much faster
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Computational
power to get
decisions in real
time

AV /

Detect outliers

and deviations

from normal
patterns

Personalizable
‘normal” for each
customer

Al + Human in the loop
= Risk Alerts + Careful
Reviews




Techniques/ Algorithms
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e Trained on labeled historical data -

Supervised
Learning
Algorithms

“fraud” or “legitimate”

e Logistic regressions, tree based models,

neural networks

e Models can classify new activity/

transactions as high risk or relatively safe

Great at (real time) transaction
monitoring

e Can analyse hundreds of features related

to a transaction at the same time



Techniques/ Algorithms / \

e Can help to find patterns on unlabeled

Unsupervised data and pick up outliers or “deviations”
Learning

Algorithms

from “normal” behavior

e Fraudsters may not have knowledge of

past activity - unusual activity can be

flagged

Can work for catching “emerging” or “new’

fraud techniques

e Can be early warning signs for possible

@ Typical activity

A Possible fraud

risky behavior




Techniques/ Algorithms

Deep Learning
Approaches
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NLP models:
Email phishing/
chat logs/ KYC
details

CNNs and vision
based models:
|dentity
verification

Graph neural
networks: Fraud
rings/ collusive

fraud/ money
laundering



Challenges?

How real
time can
you get?

Feedback?



Adoption

Dota needed
Consortium?
proprietary?

Cost benefit
analysis

Control
over
solution

Complexity
of Solution



Ethical use of Al

Bias
Data Data and
Security Privacy / PlI discrimina-

tion

Human in
the loop!

Transpare
-ncy




Thank you!
Questions?
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