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• Court and Tribunal Services

• Corrective Services

• Registry of Births, Deaths and Marriages

• Equal Opportunity Commission

• Office of the Public Advocate

• Public Trustee

• Parliamentary Counsel’s Office

• State Solicitor's Office

• Office of the Commissioner for Victims of Crime

• WA Office of Crime Statistics and Research 











Patch Applications

o List your software assets

o Scan for vulnerabilities

o Automate patching from a 

centralised repository



Patch Operating Systems

o List your Operating Systems

o Scan for vulnerabilities

o Automate patching from a 

centralised repository



Multi Factor Authentication

o We’ve all done this.

o Right?

o What about situations 

where you can’t take a 

phone?



Restrict Administrative Privileges

o Role-Based Access Control

o Start with Tier 0

o Use PAM and PAWs

and MFA!



Application Control

o Start with a Standard 

Operating Environment

o List your approved Apps

o Manage changes and updates



Restrict Microsoft Office Macros

o Identify all Macros in use

o Give up trying to find them all

o Sign your trusted Macros and 

block all others.



User Application Hardening

o Start with a SOE

o Lock it down

o Have robust and rapid support 

in place, especially at the 

start



Regular Backups

o 3-2-1

o Test and validate.

Business Continuity and 

Incident Exercises.

o Can you restore as quickly as 

the “business” expects?









Server Application Hardening

o Minimise Attack Surface

o Patch Apps and OS

o Implement Strong 

Authentication and Access 

Controls



Block Spoofed Emails

o DMARC

o Monitor it



Network Segmentation

o Good Idea

o Can be hard to achieve



Continuous Incident Detection and Response

o Have a SIEM

and IPS, IDS, EDR, XDR, ETC

o Monitor it



Personnel Management

o Use Human Resources Data

o Establish a solid off-boarding 

procedure



Blueprint for

Secure Cloud

Foundations for modern 

defensible architecture

• Better practice guidance

• Configuration guides and templates

• Zero trust principles

• Secure-by-design practices



Thank You
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