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Sarah Lim
Senior Solutions Engineer

● Based in Singapore

● 25 years in IT, 10 years in Cyber Security & CDN 

across South East Asia

● The opinions in this presentation are my own

Come have a free coffee and 
chat with us at our Fastly booth!

Hi, I’m Sarah!



©2025 Fastly, Inc. Confidential 3

Who had security incidents in the last 12 months?
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What is the impact and how long does it take to recover?
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Revenue Loss

Reputation damage

Customer satisfaction drop

Legal action

Trust Loss

Regulatory Fines

Customer Churn

Cyber Incident Impact
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Who is responsible for cybersecurity incidents?

5

“You can delegate authority, but you cannot delegate responsibility.” 
– Former U.S. Senator Byron Dorgan.

Who is 
responsible 
for Security?
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The talent crunch

In 
House 
Team, 

61

External 
Vendors

, 39

Who is actually resolving cybersecurity incidents?
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What are the areas of concern?

36%
Lack of talent with 

relevant skills

35%
Generative AI

36%
Sophisticated 

threats

33%
Securing Remote 

Workers

26%
Damaging result of 

inadequate 
investment
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Security spending in the next 24 months

feel they overspent in 

the last 12 months

feel their spend was 

inadequate

will increase 

cybersecurity spending 

in the next 12 months
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The complex landscape of cyber technology

Of security alerts in the last 

12 months are a result of 

false alerts, a slight 

decrease from 38% in 2022

Tools are deployed by the teams that 

use them, an improvement from 39%

in 2022

Overlap among the cybersecurity 

tools in the protection they provide
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Key priorities that will dictate cyber security policies

Ransomware (29%)
DDoS (28%)
Open Source 
Vulnerabilities (25%)

Financial impact up to 
9% of revenue due to 
cyber attacks

Attack impacts 
revenue!

Increased spending –
76%

Is this enough to keep you 
secure?

Complex footprint
increased spending

Positive impact – 77%
Major threat driver –
35%

Both the organization 
and bad actors are going 
to leverage Generative AI

Generative AI impact

Decreased spending 
– increased time to 
recover by ~48%

Time to recover
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Why is cyber security so difficult?

• SecOps & Process improvementSlow Change Management

• SecOps & AutomationLack of Defense & 
Automation

• Tools Consolidation
• Upskill TalentTechnology Complexity

• Choosing the right Tools
• Security by Design

Automated Attackers & 
Sophisticated Attacks

• Talent DevelopmentTalent Drain & Gap

Improve Process

Better Tools

Improve Skills
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What can be done?

Improve Process

• Automation
SecOps

• Have risk / incident 
framework

• Improve cross functional 
collaboration

• Understand your third party 
risk!

Get Better Tools

• Avoid integration by invoice

• Target security solutions that 
are easily integrated into 
existing stacks

• Tools that can be employed 
flexibly alongside existing 
systems

• Leverage Machine Learning

Decrease Expertise Gap

• Education: mentoring

• Education investment / upskill

• Outsourcing with trusted 
advisors

• Managed services

• External talent
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Fastly resources
Download our e-books
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https://learn.fastly.com/security-esgresearch-
balancing-requirements-for-application-protection

3 application security 
trends to monitor in 
2025

https://www.fastly.com/blog/three-application-security-
trends-to-monitor-in-2025

An illustration of a hand holding a megaphone with shield and lock icons blaring out

The Economic 
Advantages of Fastly's 
Application Security 
Solutions

https://www.fastly.com/blog/economic-advantages-

fastly-application-security-solutions

https://learn.fastly.com/security-esgresearch-balancing-requirements-for-application-protection
https://learn.fastly.com/security-esgresearch-balancing-requirements-for-application-protection
https://learn.fastly.com/security-esgresearch-balancing-requirements-for-application-protection
https://www.fastly.com/blog/three-application-security-trends-to-monitor-in-2025
https://www.fastly.com/blog/three-application-security-trends-to-monitor-in-2025
https://www.fastly.com/blog/three-application-security-trends-to-monitor-in-2025
https://www.fastly.com/blog/economic-advantages-fastly-application-security-solutions
https://www.fastly.com/blog/economic-advantages-fastly-application-security-solutions
https://www.fastly.com/blog/economic-advantages-fastly-application-security-solutions
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Making the internet a better place, where all 
experiences are fast, safe, and engaging
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Fastly’s Secure Edge Platform

Edge Delivery / CDN Services  

100% API-Driven | CI/CD Integration (Terraform) | 
Unparalleled Observability 

TLS Management

DDoS Protection

Intelligent Edge Routing

Comprehensive Security

NextGen WAF

Bot Security

App Security

API Caching/Acceleration API Security

Edge Compute

Origins

Customers

FASTLY PoP

Rate Limiting
Internet 
Facing
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● 377 Tbps global network, POPs in 35 countries (Dec ‘24)
● Over 95% CSAT score
● About 1100 Fastlyans, local team in Singapore

430Tbps of connected global capacity

98% Customer Satisfaction Score for Fastly Support

>90% of Customers use WAF full-blocking mode

Fastly’s global network
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Public Sector Healthcare eCommerce
Financial Services SaaS Digital Publishing

Streaming Media Travel & Hospitality
eCommerce Gaming Airlines

Digital Publishing
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The values that guide us.

We have a curious spirit.

We focus on our customer.

We are trustworthy.

We act with passion.

We operate with integrity.

We are competitive.

We embrace transparency.

We are good people.
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Recognised by analysts and customers

LEADER & CUSTOMERS’ 
CHOICE

WorldwideEdge 
Delivery

Highly Innovative

CUSTOMERS’ CHOICE

Web App/API 
Protection

6 years in a row

LEADER

Edge Development
Highest Security Score

CUSTOMER VALUE

Network Services
ROI 189%
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1. What is the average revenue impact 

from cyber incidents across the 

Fastly Survey?

1. How many percent of incidents are 

handled by external vendors?

1. What is the percentage of Fastly’s 

customers that use WAF in full-

blocking mode?
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https://bit.ly/4jExIaT

Download your 
copy here!
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Join us at 
Booth #5 for a 
chat and have 
a coffee on us!

22
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