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AWS, the Trusted Cloud Platform for Secured Regulated Workload in Indonesia
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AWS Security Maturity Model
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Security Capabilities Security Maturity Phase

The AWS Cloud Adoption Framework (CAF) offers 
capabilities to achieve confidentiality, integrity, and 

availability for data and workloads.
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1. Identity and Access 
Management

5

Secures identities 
(human and machine) 
and permissions to AWS 
resources, enforcing 
least privilege access 
and automating access 
control.
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Identity and Access Management

[1] Provision Access [2] Grant Permission [3] Review Permission Usage

Operation Workflow

Provision Access using  Single Sign On

Review Permission using IAM Access 
Analyzer
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2. Security Assurance

7

Monitors, evaluates, and 
validates security 
controls to ensure they 
work as intended and 
meet security standard.
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Build Security Posture using AWS Security Hub

8

AWS Security Hub
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Remediate Weak Configuration

9Prowler - Open Source Alternative
Failed Compliance Check

• Security Hub provides granular visibility 
into non-compliant resources, 
highlighting exactly which security 
groups have unrestricted access to high-
risk ports. 

• This detailed resource-level reporting 
enables targeted remediation efforts.
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3. Threat Detection

10

Monitors, analyzes, and 
alerts on potential 
security events to 
detect malicious 
activities.
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VPC Flow Logs, DNS logs
CloudTrail events

Foundational 
data sources

• Amazon S3 data plane events
• Amazon EKS audit logs 
• Amazon Aurora login events
• AWS Lambda network activity
• Runtime activity

GuardDuty - Security analytics

AI/ML Threat 
intelligence

Continuous 
learning

Security 
findings

Threat Detection on AWS

AWS workload 
protection sources

Who?

What to do?

How long it 
take?

Operation Workflow
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Threat Detection Strategy

12

Success Metrics:

• Number of finding

• Severity of finding

• Time to resolve finding

GuardDuty 
detection Findings
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4. Infrastructure 
protection

13

Confirm that systems 
and services within your 
workload are protected 
against unintended and 
unauthorized access 
and potential 
vulnerabilities.
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Infrastructure (L3-4) Protection with AWS Shield

RegionAWS Edge PoP

Elastic Load 
Balancing

AWS Shield 
Mitigation

Attacker

Legitimate 
traffic

• SYN Proxy

• Continuous inspection (inline)

• Packet validation

• Distributed scrubbing capacity

• Automated routing policies to absorb 
large attacks 

AWS Shield @Edge

AWS Shield DDoS mitigation systems are present at the AWS network border and at AWS edge locations. 
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Application L7 Protection with AWS WAF
AWS WAF Access Control List
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5. Data Protection

16

Maintains data security 
through classification, 
encryption, access 
controls, and 
availability.
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Data Protection on AWS

AWS Backup Report

AWS Blueprint for Ransomware Defense: 
https://d1.awsstatic.com/whitepapers/compliance/AWS-Blueprint-for-Ransomware-Defense.pdf 

Vault Lock – Immutability*

*Immutable, meaning the data within a backup 
cannot be altered or deleted once created.

https://d1.awsstatic.com/whitepapers/compliance/AWS-Blueprint-for-Ransomware-Defense.pdf
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9. Incident Response

18

Reduce potential harm 
by effectively 
responding to security 
incidents.
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Detection Workflow
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Example Playbook: Compromised AWS Credentials
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Security Maturity Initial Phase - Outcome

21

• KPI example: 100% user using MFA

Access to AWS environment is based on Least Privilege Access.

• KPI example: 95% compliant to NIST Framework

Configuration on AWS complies with Security Framework.

• KPI example: Average resolution time is 1 hour

Threats against AWS environment are quickly resolved.

• KPI example: 100% WAF coverage

Public application endpoint is protected.

• KPI example: 100% backup coverage

Data in AWS environment is actively backed up.
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Thank you
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