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2024 top 10 CISO priorities

User Access/IAM/Zero Trust

Cloud
Security/Strategy/Architecture

Third Party Risk Management

Measuring & Communicating Risk

Generative & Traditional Al

Incident Response / Ransomware

Security Operations

OT / Cyber-Physical Security

Security at the Pace of Business

Data Governance

Source: Evanta - A Gartner
Company
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Breaking Down Silos with Exposure Management

“By 2026, organizations prioritizing their security
investments based on a continuous exposure
management programme will be 3X less likely to suffer
from a breach.

“Security and risk management leaders should...pivot
from traditional technology vulnerability management
to a broader, more dynamic continuous threat and
exposure management practice."

Gartner
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Identity Attacks are on the RISE
“ 840/0 of identity

What kind of identity-related incidents has your company had in the past year?

Sl C UGl stakeholders said incidents
directly impacted their
Phishing, including broad based campaigns or spear phishing _ bUSI ness ”
Stolen credentials 37%
- IDSA Survey

Brute force attack, including password spraying or credential stuffing

4
g

Compromised privileged identity

W
N
»®

Social engineered password

“ 91%of

Third party or supply chain attack

N
©
xR

Man in the Middle Attack _ 23% companies invoked
insderietiock: [N | 2<* incident response for
We have not had any identity-related incidents in the past year % an identity-related
incident in the past
year.”
- IDSA Survey

Source: https://www.idsalliance.org/white-paper/2024-trends-in-securing-digital-identities/
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https://www.idsalliance.org/white-paper/2024-trends-in-securing-digital-identities/

How Identity Sprawl
Fuels Attacks

|dentity is challenging and dynamic!

Rapid adoption of Cloud, SaaS, and remote
work is fragmenting and expanding the
attack surface.

How identity sprawl manifests:

1. Blind spots—too many identities to monitor across
multiple providers (AD, Entra ID, Okta...)

1. Hygiene—too many weaknesses to discover and

track (misconfigurations, excessive permissions).

1. Risk—too much risk to assess and remediate in time

JeR $30M

in financial

impact

L=< =

— ~ —

Storm-0501 Ransomware Groupﬂ

Identity Sprawl Aides Attacks

®, Blind Spots > Unseen Attack Paths

@ Weak Hygiene - Exploitable Misconfigurations
A Unquantified Risk > Delayed Response

& Slow Remediation > Extended Dwell Time

Otenable



Today: Proactive security is siloed - with varied levels of maturity....

How does this align
with your reality?

Optimized

VM WEB IDENTITY CLOUD oT

Otenable



Challenge: Attackers don’t honor silos...

© Vulnerability  : ©  Permission = Misconfiguration -

Attacker

‘ Power Plant Disruption

Otenable



UNIFY INSIGHTS - Share context and prioritize true exposure

Otenableone | Attack Path Analysis « R Aot

=] apasih itu Isa secrets
. ) e |
Dashboard Discover Findings ATT&CK =3
"LSA Secrets" (T1003.004) adalah teknik yang
digunakan dalam serangan dunia maya untuk mencuri
% kredensial dengan menargetkan Local Security
< Backto Attack Paths . . . Authority Subsystem Service (LSASS). LSASS adalah
~ tools reached Public Internet via domain controller DCOT Al ‘ .
proses sistem di Windows yang bertanggung jawab
untuk menegakkan kebijakark(eamanan dan
@ splunk.tcorp.local to Internet- An attacker gained access to tools, a Windows server. They then used PowerShell and Exploitation for Pt mengelola kredensial pengguna, termasuk kata sandi
i i . . . o - g hash.
exfiltration Escalation to discover and exploit a vulnerability on the server. This allowed them to access the credenti
domain administrator, SVC WAZUH. The attacker then used Domain Groups to discover the groups that § Pada skanario Jnl; Seknlkt 52 Secrete digunakan
WAZUH was a member of. They then used Remote Desktop Protocol to access the domain controller, DCI

splunk.tcorp.local to Internet- they used Exfiltration Over Symmetric Encrypted Non-C2 Protocol to exfiltrate data from the domain cor

exfiltration the internet, Public Internet.

B &P

splunk.bbOac24c-d8d7-4237-al18-
2cb9433dc8a8 to Internet-exfiltration

Q1 System Service Discovery

@ splunk.bbOac24c-d8d7-4237-al18-
2cb9433dc8a8 to Internet-exfiltration

(@)
9

' f}
splunk.tcorp.local to Internet- Wazuhve TestingGroup Tomporary Adrins DA-ADM Accounts

exfiltration




Total Impact: S30 Billion

Type: Supply Chain Compromise

Material Impact: 11% of annual
revenue, Espionage, Exfiltrated Data

Domains: Identity, VM, Cloud

Sponsor: APT29, Russia

: On Prem to Cloud Compromise

Important Note: Pure play cloud security
can not detect or prevent this attack, because
it lacks Identity & VM context on premises.

Initial machine
privileges via
compromised
Orion software

I Comprrmue Sofraare tapoty Crun.

Target discovery
using System
Service
Discovery

 openacion to inlege Cscumine
L L At camuon Pachage

@ Prwarec

Elevate privileges by
accessing admin
credentials via LSA
Secrets

Use admin
privileges to create
a rogue domain
controller

Elevate permissions
to compromise Active
Directory Federated
Services

U Doksen Lickat

Generate SAML
tokens to
become Azure
admin

Gain trusted
admin access to
Azure Cloud




Total Impact: $10 Billion
P S Key Takeaway:
Type: Malware Pure-play OT security cannot detect
Material Impact: Destroyed Data, or prevent this attack because tools
Disrupted Operations/Critical Infra lack Identity & IT context.
Domains: OT, I[dentity, VM
Sponsor: Sandworm, Russia GRU
Initial_ac_cess \YE! Escalate pri_vileges Lateral movement _Escalate privileges_ Exploit Vl_JIn mo\l;::re];ilt to Lcjrrw]:rl:;zouriszir?g
phishing or with credentials from as admin with access to domain to automatically endineerin downloaded
brute force LSASS memory controller spread malware wogrkstatiog code

) (2) Path Intercepticn by PATH Environment Variable

Otenable



Octo Tempest (2023)

Financially-motivated ransomware group (= Scattered Spider = UNC3944 = Muddled Libra)

‘L'—l" “For , Octo Tempest targets _ using
(=)  toolslike to federate existing domains, or spoof legitimate domains by

adding and then federating new domains. The threat actor then abuses this federation to

enerate forged valid security assertion markup language (SAML) tokens for
_, atechnique knownas

Similar techniques have _ as their source of truth identity

provider, leveraging Okta Org20rg functionality to impersonate any desired user
account.”

Otenable

Octo Tempest crosses boundaries to facilitate extortion, encryption, and destruction (Microsoft, Oct 2023)


https://www.microsoft.com/en-us/security/blog/2023/10/25/octo-tempest-crosses-boundaries-to-facilitate-extortion-encryption-and-destruction/

Storm-0501(2024)

Financially-motivated ransomware group

I/ “Following a successful BiVotffomtheon=premises environment totheicloud through

{0 : : )
the compromised Microsoft Entra Connect Sync user account or the cloud admin
account compromised through cloud session hijacking [...]

Once Global Administrator access is available for Storm-0501, we observed them

creatinglaipersistentbackdooraceess for later use by creating a fieWifederated domair in

the tenant. This backdoor enables an attacker to sign in as any user of the Microsoft Entra
ID tenantin hand [...]"

Otenable

Storm-0501: Ransomware attacks expanding to hybrid cloud environments (Microsoft, Sep 2024)


https://www.microsoft.com/en-us/security/blog/2024/09/26/storm-0501-ransomware-attacks-expanding-to-hybrid-cloud-environments/

Storm-0501(2024)

Financially-motivated ransomware group

LA “The threat actor used the open-source tool _ and its Microsoft Entra ID

{0 B =
capabilities to create the backdoor. [...] If the tarcI;et domainis manaied, then the attackers

need to convert it to a federated one and
upon user authentication and authorization processes. If the target domain is already
federated, then the attackers need to *

[...] The threat actor uses the AADInternals commands[...] which can be used to

[..]”

Otenable

Storm-0501: Ransomware attacks expanding to hybrid cloud environments (Microsoft, Sep 2024)


https://www.microsoft.com/en-us/security/blog/2024/09/26/storm-0501-ransomware-attacks-expanding-to-hybrid-cloud-environments/

To scale, we must approach security from an attacker’s perspective...
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Discover the
Attack Surface

1

Identities

Assets

Identify external & internal
facing assets & identities

Identify
Preventable Risk

2

Vuln | Misconfig | ExcessPermissions

Detect 3 forms of risk used to
gain access & move laterally

Align with
Business Context

3

Business Service A

Link assets, identities & risk to
business to focus on what matters

Remediate
True Exposure

Assess attack path viability and
choke points for remediation

o Excessive

Machine
Permissions

¥

Enforce Least
Privilege

Continuously
Optimize Investments

5

Process

P Tech

eople &
m T

Al ©
A
Risk Innov.
Compl.
Measure and prioritize

resources for /@téﬁabsl e



Tenable One

exposure management platform

UNIFY VISION

See all your assets & risks
across the attack surface

UNIFY INSIGHT

Gain critical contextto
prioritize true exposure

UNIFY ACTION

Mobilize response across
teams to eradicate risk

= e R 3

£S5 iz B =

Multi- Federated Hybrid Unmanaged oT Private cloud
cloud identities applications devices and loT and IT

Otenable



Gartner defines CTEM as a program (not a platform)...

Continuous Threat Exposure Management (CTEM)

5 Steps in the Cycle of Continuous

Set of processes and capabilities that allow enterprises to
Threat Exposure Management

continually and consistently evaluate the accessibility, exploitability
and exposure of an enterprise’s digital and physical assets.

5 (1]

Mobilization Scoping

1 Scoping: Align on what is important to the business.

<
o
.9
S
<

. 2. Discovery: Identify assets and risk across the attack surface.

Validation Discovery

(3]

Prioritization

3. Prioritization: Determine risks likely to be exploited for impact.
4. Validation: Verify whether attackers can exploit existing controls.

gartiarcsin 5. Mobilization: Communicate and remediate risk
Gartner

Gartner’s first published use of EM was in 2022

Otenable



UNIFY VISION - Streamline hygiene and investig

Al - Natural Language Search

Cross-domain Inventory + Normalization () Assets

) 100% ©) 100% D ox
Assets +

Assets Recently discovered assets with no agents ,O

Weaknesses

Class Last Updated Sources See Details
win-vuln-dc

se-win-auto &b Device August 20, 2024 See Details
webapp-jf.duckdns.org
logrhythm & Device August 17, 2024 ! Details
administrator
Resource August 22, 2024 ! See Details

Ic #34
plc #3: About this asset

The asset se-dcl is a domain controller that plays a critical role in the organization's Active Directory S Itis for users, managing 3
D il group policies, and replicating directory data across the network. The asset has a high relative exposure (AES) of 399 and an ACR of 10, indicating its criticality to the Recent/y d/SCOV@I’ed
ockerfile vice g 4 S ek S : - o
business. However, it is not directly exposed to the internet, reducing the likelihood of external attacks. Despite this, the asset exhibits several critical vulnerabilities that
ity - > assets with no agent
pose significant risks to the organization's security.

993/1000 10110 3746

Properties Attack Paths Weaknesses Exposure Cards Relationships C Users

)

ex-empire-06 /

Administrator 3 e samd (8S-N

@ Key Properties @ Key Properties @ Key Properties

Asset Details, Users

ACCOUNT ACCOUNT ACCOUNT

& Relationships sources

Created Date Created Date Created Date
Jun 26, 2024 at 00:09 Apr 05, 2024 at 05:33 Jun 26, 2024 at 02:03
Last Observed At Last Observed At Last Observed At

Aug 22, 2024 at 01:53 Aug 22,2024 at 01:53 Aug 15,2024 at 20:44

Otenable




Inventory |

~ Included Assets

Search for asset name or asset 10

Digital Commerce Portal $51Million

BACK TO TOP A~

Name Sources Class AES T Weaknesses Choke Points Attack Paths Associated Tag... Last Updated See Details
Administrator U @ 2, Account N 958 R 7 18 N 3.2m pal November 1, 2024 See Detalls
Administrator e 2, Person - 950 -—— 7 0 0 17 November 1, 2024 See Details
admin ® 2. Person o 957 - 7 0 0 15 October 30, 2024 See Details
admin e & Account - 957 e 7 13 aaEEmm——— 73 n October 30, 2024 See Details
srvl (=] S Device - 535 aE—— 7k 1.9k e—— 16m 12 October 30, 2024 See Details
qa-user U @ =, Person - 917 N & ] o 13 Dctober 31, 2024 See Detalls
qa-user /e 2, Account - 917 E—— 4 27 oSS 730k n October 31, 2024 See Details
ga-kerb e £, Account - 2 oaEEmm—— 17 —— 1.4m 12 October 30, 2024 See Details
qa-kerb e 21, Person - 912 - 5 (] 0 14 October 30, 2024 See Details
oc1 (=] A Account - 503 0 0 aass—— 1 0 October 31, 2024 See Details
del U @ &4 Device L | Tek IS 1.8k & NS 1.3m 12 November 1, 2024 See Detalls
tenable-ad-sen e &) Device - 698 Emee—— 1.8k m 2 Bk 12 October 30, 2024 See Details
tenable-ad-di e £ Device - 881 aEmmmm— 1.7k 535 6T, T 12 October 30, 2024 See Details
wsl e & Device - 584 — 56 375 N 2.2k 12 October 30, 2024 See Details
modi [ed<)] 2, Account - 420 —— 4 10 oEsss——— 103 o October 30, 2024 See Details
modi U @ =, Person - 20 N & ] o 0 Dctober 30, 2024 See Detalls



= (tenableone | Inventory

ol Exposure Signals = Inventory

< Back to Asset Inventory

ACCOUNT

Administrator

Sources: O) Tenable Vulnerability Management @ Tenable Identity Exposure (AD) [7 | # HideSummary ~

About this asset

The asset ‘Administrator' is a privileged account in the Active Directory
the computer/domain. This account has a high asset criticality score, indicating its importance to the organization. The asset hal

Itis a built-in

used for

Weaknesses
The asset is vulnerable to several critical risks, i ing: 1. **L

which i the risk of ized access if the

2 ®s

: The account has a non-expiring

such as weak passwi

2. **Weak F

y high asset exp score, ing thatitis top threats. Some of the key vulnerabilities associated top attacks due to ial p
with this asset include the use of a non-expiring weak ices, and the ial for g 3. **Kerberos Delegation Abuse**: The asset allows
abuse. privilege escalation if the service allowed to delegate is compromised.
Access
Properties Score Breakdown Attack Paths Weaknesses Tags Members Exposure Cards Exp

©x Search for an attack path or priority...
Name Path Priority Rating .- Nodes
A service account ga-user takes full control of a group to gain to a service and then the Al ® High 2,0 AR By
Attacker exploits CVE-2024-21440 to gain access to srvl Al ®  Medium G Gr» & 28 By
Attacker exploits CVE-2024-21440 to gain access to srvl Al ® Medium Cg* o+ & 2 By
Attacker exploits CVE-2024-21440 to gain access to srvl A ® Medium Ca* or* & % B
Attacker exploits CVE =2024=21440 to aain access to sryv) Al ® Madium C, » Far» B2 v s » B

Signals

F ices**: The

which could lead to

Search

ord complexity or reuse across

Filter “/

Seein APA

Seein APA

Seein APA

See in APA

Caain APA




UNIFY INSIGHTS - Share context and prioritize true exposure

Otenable cioud Security

Dashboard
Inventory
Findings
Activity Log
IAM

Data
Workload
Kubernetes
laC

Policies
Compliance

Reports

Organization v

Q‘
> Al

+ Compute

> Containers
> Data
IAM
Kubernetes

Management

Labels is Pr

Name

AnotherAwesomeReque

AwesomeRequesterWet

webapp-asg-ec2-instar

webapp-asg-ec2-instar

webapp-asg-ec2-i

<O

AnotherAwesomeRequestMaker
£ nstal C

Org2A )N
AWS @ | Sensitive
@ Overview
@ Findings (7)

IAM Open Time
&% Network May 22, 2023 3:31:19 AM
{} Workload Mar 16, 2022 8:23:24 PM
E:é ActivityLog Sep 14, 2021 8:06:46 PM
May 30, 2023 3:04:09 AM
May 23, 2023 6:04:35 PM

May 22, 2023 3:04:36 AM

Jun 19, 2024 2:15:43 AM

Severity

Critical

Critical

Critical

High

Informational

Finance8 Vulnerable

Group By v @ O

Policy

Virtual Machine has vulnerabilities that should be addressed

Public EC2 Instance

Overprivileged IAM Role

EC2 Instance metadata service supports insecure version

EBS Snapshot is not encrypted with KMS

EBS Volume is not encrypted with KMS

EC2 instances must have an "Owner" tag

Account

aws Org2Account2

aws Org2Account2

aws Org2Account2

aws Org2Account2

aws Qrg2Account2

aws Org2Account2

aws Org2Account2

Public Privileged

Resources

AnotherAwesomeR

AnotherAwesomeR

EC2InstancesWeb/

AnotherAwesomeR

vol-01¢3044a6715

vol-01c3044a6715

AnotherAwesomeR

Otenable




UNIFY INSIGHTS - Share context and prioritize true exposure

AWS )

O\ Tl rp”V'IeQed IAM Role +4 | Sensitive Vulnerable Compute Public Compute Privileged

Nam X ID c
ame ! C2InstancesWebAppRole has = high severity permissions that can be re ed

Region > Labels is Pr  critical @ | = Org2Account2 (226366691213) | (O Opened at Sep 14, 2021 8:06 PM | (1) Open (Existing resource)

Reso Permission Categories

Name =

AnotherAwesomeReque @ Overview

AwesomeRequesterWek éb Remediation All permissions are excessive

. Some permissions are excessive +
@) Activity

webapp-asg-ec2-instar No permissions are excessive

tes-test-bad-bucket
webapp-asg-ec2-instar N
. g — G =

webapp-asg-ec2-i | r
- AmazonS3FullAccess 53 Bucket ACL

Launch

44 53 Buckets

Containers

Data
Amazon 53 Object Lamt

1AM 3 EC2 Instances
EC2InstancesWebAppRole
1AM Roli | Org2Account2 .

Kubernetes
Management

> Network

if — & (o] st-org2accout
Security 3 ECS Services - w A
AmazonS3FullAcces 53 Bucket Palicy




UNIFY INSIGHTS - Share context and prioritize true exposure

Open Findings

Group By Policy v O @ @

Category Policy Findings Accounts Compliance Severity

Overprivileged Microsoft Entra ID User in subscription 5 Accounts A e 62% Critical
IAM Overprivileged IAM Role 6 Accounts A 11% Critical
Workload Protection Virtual Machine has vulnerabilities that should be addressed 11 Accounts A 17% Critical
IAM Overprivileged IAM Group 4 Accounts A 67% Critical
Workload Protection Virtual Machine has an operating system which is at or nearin... 9 Accounts A 15% Critical
IAM Overprivileged Managed Identity in subscription 4 Accounts A 35% Critical
Kubernetes Overprivileged publicly accessible group or user in Kubernete... 6 Accounts s A 86% Critical
Workload Protection Virtual Machine has an unpatched operating system 8 Accounts A e 16% Critical
1AM Overprivileged IAM User S Accounts A 11% Critical
Custom These principals should not have these permissions on these ... 2 Accounts 8% Critical
Network Public EC2 Instance 4 Accounts A 4% Critical

Public KMS Key 2 Accounts 100% Critical

Workload Protection Virtual Machine has a suspected malicious file 2 Accounts -, 100% Critical

Secrets Cloud Run Service is exposing secrets 1 Account - 100% Critical




UNIFY ACTION - Optimize risk posture and investments

Focus on Critical Apps, Locations, Processes Communicate compliance posture
Standard Summary

+~ Digital Commerce Service

> ‘E’\ PCIDSS v4.0
1000 . . ] i
Your score is inside target. Web Applications is AWS Well-Architected Framework
most exposed.

CIS Benchmark for AWS v1.5.0

Benchmarks

Total Populati
g  TotalPopulation GOPR

0 ~ Digital Commerce Service

B > % HIPAA
1000

257/1000

IS0 27001

Score ©

Risk Posture

Risk Posture g

by Domain

domain exposure e | ' N Otenable




UNIFY ACTION - Optimize risk posture and investments

_ Compliance
Cyber Risk Posture

Digital Commerce Service L sossu

AWS Well-Architected Framework

~ Qverall score X
Is CIS Benchmark for AWS v1.5.0

outside

~ Trend

nnnnnnnnnn

IS0 27001

Change

PorTag

~ Remediation SLA
|

Risk Posture
by Domain

Key Performance Indicators Otenable
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Otenable
Research

Otenable

Vulnerability
Management

Lumin
Exposure View

S Attack Path
€ Q > s

Insights
& Context

© 45 1T 1B 60B |

I Customers Threat, vuln and Assets Threat -

TSN
[
Otenable

Web App
Scanning

assetdata points Artifacts

SENSORS

Otenable  Otenable (Otenable
Operational Attack Surface Identity
Technology Management Exposure

VULCAN.
3rd Party Data

Otenable

Cloud
Security
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Tenable One Case Study: Expected Security Operations Outcomes

Requirements Current Outcome
Scenario Target

Time to Assess and 1-2 Days Less than 6
Correlate all Risk Findings Hours

Time to prioritize on Risk 5 hours 10 Minutes
Treatment

Forensics Capacity 6 10C/day 120 10C/day

Consoles More than 1-2
3
Support Handling/Respond 1 Days Less than 3
hours

EFFICACY

>

>

Average Time assess all digital assets reduces
dwell time to less than 6 hours.

Full use of Threat Intel and Artificial Intelligence
gives customer a higher confidence that security is
effective with very low false Positive rate

EFFICENCY

>

>

66% reduction in technology components reduces
that cost of security.

85% decrease in manual effort allows customer to
repurpose the analysts to harder tasks.

350% increase in I0C handling capacity with
Attack Path analysis

Otenable
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Your Exposure Ends Here
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