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we're all playing
“Risk Whack-A-Mole”

It seems like today (e %



You will never have

Zero Risk.
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& Ifeverything is
¥ critical, nothing is.

Too many threats.

Too many patches.

Too many alerts.

00 many vulnerabillities.




Top 5 Cloud Risks Today

Uphill Battle for Security Team to Reduce Cloud Security Risks

Exploitable Exposure, Not
© Just CVEs

Alert Overload and
sl=je Fragmented Tools

y Code to Cloud Blind Spots

Y Multi-Cloud
Misconfigurations at Scale

@ Identity Misuse and Over-
Privileged Access
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Contextual risk scoring based on exposure, reachability, and threat
intelligence

Unified risk visibility and correlation to prioritize what matters

Integrated code-to-cloud visibility and runtime risk correlation

Continuous configuration monitoring and automated remediation

Identity risk analysis and least privilege enforcement with continuous
monitoring




The Numerous Sources of Cyber Risk

New and Evolving Risk Sources
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The Numerous Sources of Cyber Risk

New and Evolving Risk Factors
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The Numerous Sources of Cyber Risk

...ahd New Stakeholders to Communicate With
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The Numerous Sources of Cyber Risk

...ahd New Stakeholders to Communicate With
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Rapidly Expanding Attack Surface & Tool Sprawl
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Secrets & Certificates 1
Al/LLM VM CSPM
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Commercial Software
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Q Workloads
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Infrastructure Software 2;2::; - specialized
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tools
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*Enterprise have 70+ security tools on average
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Custom Applications
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Identity
<>
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In 2025, Qualys Research Unit identified that 70% of
01 the Azure resources are misconfigured, leading to a
potential open attack surface.

And

breaches

are on Iy Attackers injectegl ma.Iicious code intp 1000s
increasing O e e e
for this security vulnerability

vector of

attack.

FTC fined a consumer DNA sequencing company
03 after determining 1000s of customer’s DNA
information was stored in public S3 buckets
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What is My Cloud Risk?

Cloud Accounts Overall Cloud Resources Vulnerable Public Instances

o4 2352 182 Gt

Critical Misconfigurations Threats Perimeter Vulns Container Images with Malware

297 o W 4 o | 92 1238
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Millions of Findings, 100s of Attack Paths, Not Risk!

Cloud Accounts

o4

o)

» =}
-
AdminAccessEc2 Access Role Permissions.
Overall Cloud Resources
CVE»%%»QSS{S
»"
Internet amzn2-aml-hvm-2.0.20210308...
Internet
Vulnerable Public Instances O
AWS Demot
Default Gat AW Account
1 8 2 A~ +10 (0.10%) ol Galeway
High Risk
Default VPC
Critical Misconfigurations - E
© e 0 0 O
High RiSk Default Subnet Access Key Dev(lips User Storage Admin SenaitivelData Backup. _parquel-Emui\
0 @ A o . . Y
Container Images with Malware Compute NIC Acme Application CVE-2022.31660 . 9 v

°

1 8 Internet o o °
: Wepeidond? 4& ,@ OguakserntyCHP Brazi
v 2023052021022 \ Findings T

POfoctswz b J018 e OCP Pond, Wite, Manage, HL..  model-ovaséats

Threats Perimeter Vulns

4592
Very High Risk

\:..DE-RISK YOUR BUSINESS

\



Step 1 Risk Based Vulnerability Prioritization

@ o5

% @ Critical

+10 .
Darkweb POC Kit Remote R|5k.
Trending or vs Local Detection

Pattern Wea por.iisation Threat Actor/Malware/
Kit Ransomware

D
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Risk Exposures

Combines Asset Environmental Factors
Considers Only

+ Active Service/Process
+ Attack Path

* Public Exploit
* Public Asset Exposure

Medium = CVE-2023-44487
— M High CVE-2020-1147
| -
_8 B critical  CVE-2021-41303
C
O B ow CVE-2023-42282
B High CVE-2025-0411
Medium  CVE-2020-11023
Medium = CVE-2023-44487
@\l B Low CVE-2023-42282
(-
_8 M High CVE-2020-1147
Q B High CVE-2025-0411
Medium = CVE-2020-11023
B cCritical CVE-2021-41303

—
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Threat DB of Vulnerability

25+ Threat Intel Researchers .
Environmental
Sources

I McAfee WELEESS packet
storm  GitHub
B s VDE

Threat Sharing
=

AEVERSING” ot W MITRE
B Grmetasplo - ATT&CK.

CRLVNG

Kasparsky
Industsisi
Cybersecurhy

TaLos || Google

Dark web chatter

Trending patterns

POC vs Weaponization

Easy vs complex exploitation (remote vs local)

Threat actors associated

Exploited by Malware, Ransomware?

Celebrity
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CVE-2023-44487

.
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POC of Exploit Exists

Unattributed Threat Actors

Trending In Mar & Apr 2025

CISA Known Exploited Vulnerabilities
CVSS - 7.5 & EPSS - 0.94437

CVE-2020-1147

.

.

.

POC Exists and Weaponized

CISA Known Exploited Vulnerabilities
Trending in Mar & Apr 2025

CVSS - 7.8 & EPSS - 0.92695

CVE-2020-11203

.

.

.

.

.

POC of Exploit Exists

Threat Actors - Emissary Panda,
Comment Panda

CISA Known Exploited Vulnerabilities
Trending in Mar & Apr 2025

CVSS - 6.1 & EPSS - 0.11526

CVE-2021-41303

Last Trending in Mar 2025
CVSS - 9.8 & EPSS - 0.65449
CVE Is Not Exploited and No

Other Significant Contributing
Factors Observed



Comprehensive Risk Scoring is Critical

w
Vulnerabilities Malware Exploit Type :
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Top Risk Factors

TruRisk™
Score

Total Assets

TOK

Total Findings

1.5M

1000

CISA/NCSC Vulnerabilities
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Misconfigurations
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Internet Exposed Assets

20.4K

Incidents
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Step 2 : AI/ML-Threat Detections

Leverage Al/ML to detect & prioritize critical risk with maximum efficiency

Al-Powered Threat Detection 7 CLOUDETORE Security Threats

Summary

Identify threats in real-time with deep learning

MALWARE (99) COMMAND & CONTROL (6) CRYPTOJACKING (4) UNAUTHORIZED ACTIVIT
Al-based detection

Network Interfaces

Associations

COINMINER 19 Coinminer
Tags
EICAR 1
Malware c2  NVBITORY
—_ TIMESTAMP SEVERITY THREAT FAMILY
Asset Summary WORM 5

System Information Sep 5, 2023 L [ || coinminer

Unauthorized Activity .....o. | e

Jul 27, 2023 L [ [ ] coinminer

Sl TROJAN 33 08:33 PM

Installed Software

) )
C ry th m I n I n g Business Information INFORMATIONSTEALER (1 Jul 27, 2023 L[ coinminer

08:33 PM
~ SECURITY VIRUS 37 Jul 27, 2023 HEN coinminer
Suspicious
TruRisk Score
p RANSOMWARE L Jul 27, 2023 | [ | coinminer

Cloud Detection and Respon...

Communicaticns UNKNOWN 1 prse
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@ Qualys. cioud Platfarm
TotalCloud

Amazon Web Servi

Fiello Avinash Sarode -
TotalCloud 2.0 with TruRisk™ Insights 7 8
Your Cloud. De-risked.

A\ Powered Cloat Naive AGpcason Protecton Patfor [CNAPP) or Ooue nfrastrucuse s SauS Emrceement

ACCOUNT
qualys-demo-sol_ 324K
qualysdemacvs. 263K
qualys-demo-test.. 696
qualys-dev-mast 586
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Zmore
INVENTORY TYPE
Your Cloud Inventory At-A-Glance
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onia 165
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i, search for inventory discovered

?

INVENTORY TYFE

1AM User

EBS Vok'ghe
Lambda Function
EKS Cluster

EKS Node Group
EKS Fargate Profile
VPC Endpoint

VPC Endpoint Service
1AM Group

1AM Policy

1AM Role

Sagemaker Notebook

REPORTS

SERVICE

1AM

EC2

Lambda Function

EKS

SageMaker

RESPONSES

TATAL INVENTORY

235

1276

1-500f 78

i Platform

2013

@ Last24Hrs

INVENTORY FAILED
0

396
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Step 5 Kubernetes and Container Security (KCS)
Containers Never Rest. Neither Should Your Risk Strategy

Build Release

Scan Your Dev Builds Scan Your Repositories

Deploy

Scan Your Production Environments

JFrog

. () |
& GitLab Z ~— CONTAINER REGISTRY
GitHub sonatype
( repositor RedHat = HARBOR
00 o e ‘ O?Jay 2 @
OO

CI/CD Scanning Registry Scanning

Vulnerability & Secrets Scanning Vulnerabilities

Shift-Left Policy Controls Zero-Day Malware

Secrets Detection

Remediate with
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VMDR for Containers With Attack Path Analysis
Policy Audit (CIS for Kubernetes, PCI 4.0)
Admission Controls - Zero-Trust Deployments

Runtime Security - Threat Detection & Response
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Risk Insights Risk Multipliers

One prioritized view of risk, so you can fix what matters most...FIRST

NERESTRTE O Critical vulnerability with
O VULNERABILITIES a known exploit found on
. Publicly Exposed VM

DOMAIN /

SUBDOMAIN A . -
| : Asset with Vulnerability
~ Risk Score \ and C2 beaconing to
-Iooo / malicious IP
M&A / needs to be i
SUBSIDERIARIES fixed on priority
. ® High permission publicly
e X exposed critical
SUSPICIgUS 0n0L O
COMMUNICATION vulnerabilities
EOL/EOS ASSETS , LOUD ENTITLEMENTS = dpoints i
vulnerabilities, EOL
SECRETS EOL/EOX software, and cloud

secrets
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A

Vulnerabilities

(-X-1-]

G

Misconfigurations

Contextual Intelligence

{3 V4
* (
@ .
Malware VMDR Score TruRisk Score TruRisk Insights
6 ’ —

Cloud |dentities
Entitlements

Business Risk
Context Prioritization

Threat
Intelligence

Port Scans

s

Kubernetes and
Containers

Publicly exposed VM
Critical exploitable vulnerability
Unencrypted EBS volumes

RDP brute-forcing on Windows VM
Critical/high vulnerability
C2 beaconing to malicious IP

DNS exfiltration/tunneling
Publicly exposed VM
EOL software, and cloud secrets

Privilege Escalation

lateral movement risk

Public VM

Arbitrary Code Execution via Windows
Themes vulnerability
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Focus On The Findings That Actually Matter

Total Exposures Risky Exposures Business Critical With Attack Paths

2M 500k 30k 300

© -

VMDR Score TruRisk Score TruRisk Insights

——

< 1 Month
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From Attack Surface to Risk Surface
Operationalize Container Risk to Reduce Noise, Cost, and Time

el Gl el Prioritize Risk With Multi-Dimensional Context Sr."ft'l'eft V\."th
Attack Surface Runtime Intelligence

Vulnerabilit
5M Images Scanned S \"
. : Response
Total Containers Risky Exposures Business Critical With Attack Paths
Scanned Reduce MTTR < 48 hr
_ 2M 500k 30k 300
3M images P s
Blocked in CI/CD = =
VMDR Score TruRisk Score TruRisk Insights Th reat

2M secure )
images deployed

(g% Response
»'_ Reduce MTTD <10 min

1Month

Focus on what's actually . Enforce Zero Trust by
running—not just what's Burn down the noise. Focus on the few turning runtime

scanned risks that lead to real impact. learnings into compliant
guardrails.
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Prioritizes Risk,
Leveraging Attack Paths...

Network Interface Vulnerabilit
VM-NIC-PubliclP Virtual Machine
AzureVM-App01
A

. -
>

Security Group
Allow-All-inbound-SSH

Chris Lopez GitHub main.tf
acme-org/azure-cloud-terraform
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Auto-Remediations

* Fully automate patch deployment based on attack paths

* Full support for any host, on-prem or cloud

« Automatic Playbooks For CISA KEVs
2 Patch +

* Leverage Playbooks to apply compensating

CI?Ud controls while waiting for patch
Risk > Mitigate + * Includes ability to limit privileges, restrict network
access, and any API supported by your CSP

Remediations
* Apply Admission Control Policies in Kubernetes

» Allow exceptions to ensure workloads and images can

be patched and managed

« Isolate hosts/VMs to ensure vulns cannot be exploited
@ Isolate +

'\ DE-RISK YOUR BUSINESS
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Cloud Workflow Automation

) Cloud Workflow Automation

® Workflow automation enables the creation of automation

workflows to enable custom controls, enrichment and
remediations.

® The workflow system should be no code low code system,

that allows rapid creation for workflows through a visual
interface.

No Code / Low Code Workflow Automation
Through Visual Interfaces
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Remediation Workflow To FIX A Misconfiguration
Fix A Failed CIS 3.0 Recommendation 5.2/5.3 Benchmark Control

Problem - EC2 Instances Exposed to Public on SSH Port

Workflow Actions - Automatically Quarantine without impacting running
applications and report the findings.

Previous Output

Input
| |
Trigger & List EC2 instances 2 SSH Port via Public ... & [
Trigger Added Configuration added Filters Added
@ Manual Trigger e Q Service:EC2 e v Expressions: ( (c1) & (c2) ) 6
Method:Instances Filter(s): param,sg-rule
e Addons:Security Groups 0 No. Of Filters: 2 °
I I I
Success 10 Instances found 6 Instances filtered

Remediation Report .. ¢ [

N Configuration added
Report Type: Passthrough

Quarantine EC2 Inst.. & 11
Conﬁguration added

Method:Revoke Security Grou...

Keep Library of Cloud Playbooks

Automate to Reduce MTTR (Meant Time to Remediate)




Shift Left in Cloud and Supply Chain Security
Evaluate Code before deploying to the Cloud

Shift-Left Security W - Runtime Security
Proactive Approach @v@ Reactive Approach
Pre-Deployment Post-Deployment
Infrastructure Repository Ccl/cb Cloud :
as Code (laC) and Registries ‘ EI Do @ Instance/Containers/

m u A ﬁ @ e @ Resources

7 Serverless/WebApp

v ) s

‘|\E
‘; Azure

) ¥

@)
) ) () — Identities
Terraform GitHub Jenkin
Cloud Formation Bitbucket Bamboo @
ARM Template Gitlab
Pipeline
AMI Scanning Composition
Analysis
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What about Al Risks

Single platform for a unified view of LLM risk, Al-Workloads, and Al-vulnerabilities

Know where Al is running ) 2 Know the risk of Al Infra vulns
» Discover all your Al-Workloads e + 1000+ Al-specific vuln detections correlated
« Getinventory of Al packages, Al-software s A with threats for TruRisk
and Al-hardware (GPUs) » Patch vuln risks to harden Infra from
+ Risk and Business context model and data theft
* Monitor latest Al threats & Threats to Al
LLMs
A V
Know the risk of Model Be Audit-ready for using Al
and Data Thefts S « Prevent fines due to compliance violations

i
i

+ Scan LLM and Application endpoints (e.g., GDPR, PCI)

- Prompt your LLMs for OWASP TOP 10 to * LLMsecurity report for management
ensure they are not leaking data, showing
bias, or can be jailbreak.

o)

Leverages existing Agent and Scanner
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Supply Chain Risk from Open Source

.. And OSS Packages are Ubiquitous in First-Party and Third-Party Software

Installation Numbers

9 60/ o 11000000
o 10153540

90%

Codebases Organizations use 7000000

contains OSS OSS Software 8000000

7000000
6000000
5000000

4000000

48% 56 -

3149749

1184586
917124

Codebases Average Vulnerable e - 525470 Lo
have hlgh-I’ISk OSS 0SS packages per ’ Python Ruby .NETcore Nodejs Java PHP Rust Go
vulnerabilities asset Runtime

2 1 1 1 7 4 0 1
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Q OQualys.

Bring your cloud into focus
with one prioritized

view of risk. Your Cloud. De-risked.

TotalCloud 20

with TruRisk Insights

Start your Free Trial

Speak to an Expert

Schedule a Demo
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YEARS OF

REDUCING
CYBER RISK
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Thank you

g, Nirav Kamdar
= Security Solution Architect, APAC, Qualys Inc
E: nkamdar@qualys.com
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