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Evolution of Corporate Networks
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[ 1990s: Perimeters were well-defined ]
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[ 1990s: Perimeters were well-defined ]
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1990s: Trust Model expressed in Hardware
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1990s: Trust Model expressed in Hardware ]
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2000s: Perimeters got extended ]
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[ 2010s: Perimeters got even extended further ]
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2020s: Perimeters reimagined ]
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Challenge with Network-based Security
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[ Digital Transformation inverted traffic mode/]
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Insights from DBIR REPORT 2025 ]

verizon

business

2025

Data Breach
Investigations

1. Verizon DBIR Report 2025: https://www.verizon.com/business/resources/reports/dbir/
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[ Security Challenges posed by users/networks ]

60% 44%

of breaches involved of breaches involved
human element’ ransomeware’

22% 22%

verizon

business

2025

Data Breach
Investigations

of breaches involved of breaches involved exploitation of
credential abuse’ vulnerabilities on VPN/Edge devices’

1. Verizon DBIR Report 2025: https://www.verizon.com/business/resources/reports/dbir/
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Security Blind spots
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Zero Trust to the rescue!
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Zero Trust Principles

ity 1. Never Trust, Always Verify

No implicit trust; every user, device, app, and request must be
authenticated and authorized, regardless of location.

E] 2. Enforce Least Privilege Access

Users and devices should be granted only the minimum access
necessary to perform their function and nothing more.

A 3. Assume Breach
Operate with the mindset that your network is already compromised.

CISOMelbourne2025
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[ PRINCIPLE ONE : Never trust Always verify ]
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[ PRINCIPLE ONE : Never trust Always verify ]
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[ PRINCIPLE ONE : Never trust Always verify ]
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[ PRINCIPLE ONE : Never trust Always verify ]
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[ PRINCIPLE ONE : Never trust Always verify ]
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PRINCIPLE TWO : LEAST Privilege

PRIVILEGE
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PRINCIPLE TWO : LEAST Privilege
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PRINCIPLE TWO : Least Privilege

~ Local Admin
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PRINCIPLE TWO : Least Privilege ]
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PRINCIPLE THREE : Assume Breach ]

> Reduce Blast Radius
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PRINCIPLE THREE : Assume Breach ]

> Reduce Blast Radius
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PRINCIPLE THREE : Assume Breach ]

> Reduce Blast Radius
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PRINCIPLE THREE : Assume Breach ]

> Reduce Blast Radius

» Analytics for Visibility & Detection
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ZERO TRUST ARCHITECTURE (ZTA) as per NIST ]

Control Plane

Data Plane

Figure 2: Core Zero Trust Logical Components

[ NIST SP 800-201: Pg-9 ]
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NIST Special Publication 800-207

Zero Trust Architecture

Scott Rose

Oliver Borchert

Advanced Network Technologies Division
Information Technology Laboratory

Stu Mitchell
Stu2Labs
Stafford, VA

Sean Connelly

Cybersecurity & Infrastructure Security Agency
Department of Homeland Security

This publication is available free of charge from:
https://doi.org/10.6028/NIST.SP.800-207

August 2020
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ZERO TRUST USE CASES

Data Protection

Prevent loss and
exfiltration of sensitive
enterprise data
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[ Threat Protection: Legacy vs Zero Trust Networks ]
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[ Threat Protection: Legacy vs Zero Trust Networks ]
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Threat Protection: Legacy vs Zero Trust Networks
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Data Protection with Zero Trust ]
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Data Protection with Zero Trust
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Data Protection with Zero Trust
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Segmentation with Zero Trust

> Attack Surface Elimination

Policy
Enforcement
Point (PEP)

O

User-App Segmentation

CISOMelbourne2025

40



Segmentation with Zero Trust ]
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ZTNA vs VPN

Authenticate first,
Connect later

Granular access,
constrain later movement

Inside-out connectivity,
hides assets

Connects users to specific
resources
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Threat Protection: Legacy vs Zero Trust Networks
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How ZTNA works ?

User Authentication

Session Established

Eliminate Attack Surface

Connect to Provider Register Apps

ZTNA Broker
(SSE Cloud)

ZTNA Gateway - 6
(Publisher)

Private Apps

Identity Validation

N

IdP

(Azure Entra ID / Okta)

Improved end-user

Limit Lateral Movement :
experience
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How to Get Started with Zero Trust?
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How to get started with Zero Trust?
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Scan Me to access Zero Trust White Paper

&
Y

Reference: CLOUDFLARE Whitepaper on Roadmap to Zero Trust Architecture

CISOMelbourne2025 46


https://cf-assets.www.cloudflare.com/slt3lc6tev37/5ZpKYUIZJnZezJgWVdevwi/ca995883d72fa871f8588e5b53aacb88/White-Paper-Zero-Trust-Roadmap-v2.pdf?_gl=1*z9p2ln*_gcl_aw*R0NMLjE3NTI5MzI3NTguQ2owS0NRandoTzNEQmhEa0FSSXNBTnhyaFRvNWltWmxpYlRmMXctTzJfTEN1N1BVTWIyZDlSekdaY1BvTmNYQTdTNGpSTE5ycFVueXpEa2FBcWVkRUFMd193Y0I.*_gcl_dc*R0NMLjE3NTI5MzI3NTguQ2owS0NRandoTzNEQmhEa0FSSXNBTnhyaFRvNWltWmxpYlRmMXctTzJfTEN1N1BVTWIyZDlSekdaY1BvTmNYQTdTNGpSTE5ycFVueXpEa2FBcWVkRUFMd193Y0I.*_gcl_au*MTk0Nzg0NjY0Mi4xNzUyOTMyNzU3*_ga*NjZkMjMzNzMtN2Y3OS00NGJlLTg3ZDQtMDUwNTg4NGE4Yzll*_ga_SQCRB0TXZW*czE3NTI5MzI3NTckbzMkZzEkdDE3NTI5MzI4MDIkajE1JGwwJGgw

How to get started with Zero Trust?

Level of Effort

Level
Component Goal of Effort

& Internet traffic Deploy global DNS filtering
Applications Monitor inbound emails and filter out phishing attempts
% DLP & logs Identify misconfig and publicly shared data in SaasS tools
& Users Establish corporate identity .
% Users Enforce basic MFA for all applications
Applications Enforce HTTPS and DNSsec
@ Internet traffic Block or isolate threats behind SSL [ |
Applications ZT policy enforcement for publicly addressable apps
Applications Protect applications from layer 7 attacks
E Networks Close all inbound ports open to the Internet for app delivery
Applications Inventory all corporate applications [ |
Applications ZT policy enforcement for SaaS applications [ |
W Networks Segment user network access ] |
Applications ZTNA for critical privately addressable applications
— Devices Implement MDM/UEM to control corporate devices .
% DLP & logs Define what data is sensitive and where it exists .
g Users Send out hardware based authentication tokens .
@u DLP & logs Stay up to date on known threat actors

Users Enforce hardware token based MFA [ |

QOFFREIN®M o

Applications
DLP & logs
Devices
Devices
Networks
DLP & logs
DLP & logs
Steady state
Steady state

ZT policy enforcement and network access for all applications
Establish a SOC for log review, policy updates and mitigation
Implement endpoint protection

Inventory all corporate devices, APIls and services

Use broadband Internet for branch to branch connectivity

Log and review employee activity on sensitive apps

Stop sensitive data from leaving your applications

DevOps approach for policy enforcement of new resources
Implement auto-scaling for on-ramp resources

CISOMelbourne2025

- Small effort; this can be done by an individual or small team
Il - Medium effort; this will require a team and advanced preparation
Il - Large effort; this will require multiple teams and a project plan

Scan Me to access Zero Trust White Paper
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How to get started with Zero Trust?

Level
Component Goal of Effort
5 Internet traffic Deploy global DNS filtering [ |
Applications Monitor inbound emails and filter out phishing attempts [ |
@l sz & logs Identify misconfig and publicly share:data '|ng SaasS tZoIs [ ] Component Goal Level Of Effort
2. users Establish corporate identity @ Internet traffic Deploy global DNS filtering i
8. Users Enforce basic MFA for all applications —
Applications  Enforce HTTPS and DNSsec Applications Monitor inbound emails and filter out phishing attempts l
-] Internet traffic Block or isolate threats behind SSL
Applications  ZT policy enforcement for publicly addressable apps & DLP&logs Identify misconfig and publicly shared data in SaaS tools |
Applications Protect applications from layer 7 attacks
Networks Close all inbound ports open to the Internet for app delivery
Applications Inventory all corporate applications
Applications ZT policy enforcement for SaaS applications
E Networks Segment user network access
Applications ZTNA for critical privately addressable applications
1 Devices Implement MDM/UEM to control corporate devices
[22 DLP&Ilogs Define what data is sensitive and where it exists
% Users Send out hardware based authentication tokens
@l DLP & logs Stay up to date on known threat actors
2, users Enforce hardware token based MFA
Applications ZT policy enforcement and network access for all applications
Ll%l DLP & logs Establish a SOC for log review, policy updates and mitigation
[l  Devices Implement endpoint protection
1 Devices Inventory all corporate devices, APIs and services
‘E Networks Use broadband Internet for branch to branch connectivity
%l DLP & logs Log and review employee activity on sensitive apps
% DLP & logs Stop sensitive data from leaving your applications
(@) steady state DevOps approach for policy enforcement of new resources
® Steady state Implement auto-scaling for on-ramp resources
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How to get started with Zero Trust?

Level
Component Goal of Effort
5 Internet traffic Deploy global DNS filtering [ |
Applications Monitor inbound emails and filter out phishing attempts [ |
@l DLP & logs Identify misconfig and publicly shared data in SaaS tools [ ] Component Goal Level Of Effort
8 Users Establish corporate identity g UserS ESta b|ISh COI‘pOl'ate |dent|ty II
8. Users Enforce basic MFA for all applications O
Applications  Enforce HTTPS and DNSsec ~ Users Enforce basic MFA for all applications |
el Internet traffic Block or isolate threats behind SSL ﬁ e
Applications ZT policy enforcement for publicly addressable apps Applications Enforce HTTPS and DNSSQC I
Applications Protect applications from layer 7 attacks . . .
Networks Close all inbound ports open to the Internet for app delivery @ Internet trafflc BIOCk or ISO|ate threats behlnd SSL II
Applications  Inventory il corporate applications Applications ZT policy enforcement for publicly addressable apps |
Applications ZT policy enforcement for SaaS applications Applications Protect applicatio ns from Iayer 7 attacks I
g Networks Segment user network access
Applications  ZTNA for critical privately addressable applications Networks Close all inbound ports open to the Internet for app delivery |
1 Devices Implement MDM/UEM to control corporate devices
[22 DLP&Ilogs Define what data is sensitive and where it exists
% Users Send out hardware based authentication tokens
@l DLP & logs Stay up to date on known threat actors
2, users Enforce hardware token based MFA
Applications ZT policy enforcement and network access for all applications
Ll%l DLP & logs Establish a SOC for log review, policy updates and mitigation
[l  Devices Implement endpoint protection
1 Devices Inventory all corporate devices, APIs and services
‘E Networks Use broadband Internet for branch to branch connectivity
%l DLP & logs Log and review employee activity on sensitive apps
% DLP & logs Stop sensitive data from leaving your applications
(@) steady state DevOps approach for policy enforcement of new resources
® Steady state Implement auto-scaling for on-ramp resources
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How to get started with Zero Trust?

Level
Component Goal of Effort

el Internet traffic Deploy global DNS filtering [ |
Applications Monitor inbound emails and filter out phishing attempts [ |
@l DLP & logs Identify misconfig and publicly shared data in SaaS tools [ ]
8 Users Establish corporate identity [ ] ]
8. Users Enforce basic MFA for all applications [ |
Applications Enforce HTTPS and DNSsec [ |
-] Internet traffic Block or isolate threats behind SSL [ ]
Applications ZT policy enforcement for publicly addressable apps [ |
Applications Protect applications from layer 7 attacks [ |
E Networks Close all inbound ports open to the Internet for app delivery [ |
Applications Inventory all corporate applications [ ]
Applications ZT policy enforcement for SaaS applications ll
g Networks Segment user network access ...
Applications ZTNA for critical privately addressable applications [ |
1 Devices Implement MDM/UEM to control corporate devices [ [ ]
[22 DLP&Ilogs Define what data is sensitive and where it exists [ ] ]
% Users Send out hardware based authentication tokens ..
@l DLP & logs Stay up to date on known threat actors [ |
2, users Enforce hardware token based MFA [ ]
Applications ZT policy enforcement and network access for all applications [ [ ] ]
Ll%l DLP & logs Establish a SOC for log review, policy updates and mitigation ll
[l  Devices Implement endpoint protection [ ] ]
1 Devices Inventory all corporate devices, APIs and services [ |
‘E Networks Use broadband Internet for branch to branch connectivity [ [ ]
%l DLP & logs Log and review employee activity on sensitive apps [ ] ]
% DLP & logs Stop sensitive data from leaving your applications [ [ ]
(@) steady state DevOps approach for policy enforcement of new resources [ ] ]
@ Steady state Implement auto-scaling for on-ramp resources ...

Component

Applications
Applications
Networks
Applications
Devices

DLP & logs
Users

DLP &logs

B Do 0% M

CISOMelbourne2025

Goal

Inventory all corporate applications

ZT policy enforcement for SaaS applications
Segment user network access

ZTNA for critical privately addressable applications
Implement MDM/UEM to control corporate devices
Define what data is sensitive and where it exists
Send out hardware based authentication tokens

Stay up to date on known threat actors

Level of Effort
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How to get started with Zero Trust?

Level
Component Goal of Effort

5 Internet traffic Deploy global DNS filtering
Applications Monitor inbound emails and filter out phishing attempts [ |
@l DLP & logs Identify misconfig and publicly shared data in SaaS tools [ ] Component Goal Level Of Effort
o e Fetanien corporate identty - L. users Enforce hardware token based MFA il
=N sers nforce basic or all applications
Applicati Enf HTTPS and DNS [ | ] . . . . .
o pplloations | rorce T IES and DHssec Applications  ZT policy enforcement and network access for all applications |1
el Internet traffic Block or isolate threats behind SSL [ ] ]
Applications ZT policy enforcement for publicly addressable apps [ | . . . e .
Applications  Protect applications from layer 7 attacks 1 @u DLP & logs Establish a SOC for log review, policy updates and mitigation il
E Networks Close all inbound ports open to the Internet for app delivery [ | . . .

1 Devices Implement endpoint protection II
Applications Inventery all corporate applications [ ] . . R
Applications  ZT policy enforcement for SaaS applications m 1 Devices Inventory all corporate devices, APIs and services i
E Networks Segment user network access ... L.
Applications  ZTNA for critical privately addressable applications (] ﬁ Networks Use broadband Internet for branch to branch connectivity lll
1 Devices Implement MDM/UEM to control corporate devices [ [ ]
I%- DLP & logs Define what data is sensitive and where it exists :: @ DLP & logs Log and review employee activity on sensitive apps II
= Users Send out hardware based authentication tokens
[ DLP&logs  Stayuptodate on known threat actors " = DLP& logs Stop sensitive data from leaving your applications il
S Users Enforce hardware token based MFA - © Steady state DevOps approach for policy enforcement of new resources il
Applications ZT policy enforcement and network access for all applications [ [ ] ]
[® DLP&logs Establish a SOC for log review, policy updates and mitigation [] | @ Steady state Im plement auto_scaling for on-ram p resources III
[l  Devices Implement endpoint protection [ ] ]
1 Devices Inventory all corporate devices, APls and services [ |
‘E Networks Use broadband Internet for branch to branch connectivity [ [ ]
%l DLP & logs Log and review employee activity on sensitive apps [ ] ]
% DLP & logs Stop sensitive data from leaving your applications [ [ ]
(@) steady state DevOps approach for policy enforcement of hew resources [ ] ]
@ Steady state Implement auto-scaling for on-ramp resources ...
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Thank You!

)

[/

Muzamil Rashid

Head of Cyber Security
Mazda Australia
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