
Breaking the firewall:
Navigating security in a world without borders!

Keynote by:

                                

                                Muzamil Rashid
                             Head of Cyber Security 
                                                Mazda Australia
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Evolution of Corporate Networks
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1990s: Perimeters were well-defined

Internet
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Untrusted Zone
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Castle & Moat



1990s: Trust Model expressed in Hardware
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1990s: Trust Model expressed in Hardware
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2000s: Perimeters got extended

Enterprise

Apps

VPN + Mobility

Users Data

Branch Offices +
WAN

Internet
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2010s: Perimeters got even extended further

Internet
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VPN + Mobility

Users Data

Branch Offices +
WAN

Enterprise
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2020s: Perimeters reimagined
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Challenge with Network-based Security
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Digital Transformation inverted traffic model

Yesterday
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Digital Transformation inverted traffic model

Yesterday Today
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Insights from DBIR REPORT 2025

1. Verizon DBIR Report 2025: https://www.verizon.com/business/resources/reports/dbir/  
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Security Challenges posed by users/networks

60%
of breaches involved 
human element1 

44%
of breaches involved 
ransomeware1 

22%
of breaches involved 

credential abuse1

22%
of breaches involved exploitation of 
vulnerabilities on VPN/Edge devices1 

1. Verizon DBIR Report 2025: https://www.verizon.com/business/resources/reports/dbir/  
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Security Blind spots
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Zero Trust to the rescue!
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Zero Trust Principles
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 1. Never Trust, Always Verify
No implicit trust; every user, device, app, and request must be 
authenticated and authorized, regardless of location.

 2. Enforce Least Privilege Access

Users and devices should be granted only the minimum access 
necessary to perform their function and nothing more.

 3. Assume Breach
Operate with the mindset that your network is already compromised.



PRINCIPLE ONE : Never trust Always verify
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=  NO TRUST



PRINCIPLE ONE : Never trust Always verify
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=  NO TRUST

CREDENTIALS DEVICE LOCATION



PRINCIPLE ONE : Never trust Always verify
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DEVICE LOCATION



PRINCIPLE ONE : Never trust Always verify
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PRINCIPLE ONE : Never trust Always verify
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CREDENTIALS

MFA

UP-TO-DATE OS

ENDPOINT PROTECTION

DEVICE LOCATION

Continuous 
Verification



PRINCIPLE TWO : LEAST Privilege
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PRINCIPLE TWO : LEAST Privilege
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PRIVILEGE

TEMP PRIVILEGE TEMP PRIVILEGE

TEMP PRIVILEGE
TEMP PRIVILEGE



PRINCIPLE TWO : Least Privilege
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Local Admin

Malicious 
Commands



PRINCIPLE TWO : Least Privilege
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Lateral Movement

Lateral Movement

Domain Controller



PRINCIPLE THREE : Assume Breach
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➢ Reduce Blast Radius
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PRINCIPLE THREE : Assume Breach
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➢ Reduce Blast Radius



PRINCIPLE THREE : Assume Breach
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➢ Reduce Blast Radius

➢ Analytics for Visibility & Detection 



ZERO TRUST ARCHITECTURE (ZTA) as per NIST

[ NIST SP 800-201: Pg-9 ]
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ZERO TRUST USE CASES

Threat Protection

Reduce Attack Surface & 
Blast Radius

Data Protection

Prevent loss and 
exfiltration of sensitive 

enterprise data

Network 
Segmentation

Prevent lateral movement
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Threat Protection: Legacy vs Zero Trust Networks

Legacy Networks
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Threat Protection: Legacy vs Zero Trust Networks

Legacy Networks

CISOMelbourne2025 35



Threat Protection: Legacy vs Zero Trust Networks

Legacy ZTA
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Data Protection with Zero Trust

In-Line DLP Polices
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Data Protection with Zero Trust

In-Line DLP Polices
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Manage 3rd Party Access



Data Protection with Zero Trust

In-Line DLP Polices
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Manage 3rd Party Access BYOD



Segmentation with Zero Trust

User-App Segmentation
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➢ Attack Surface Elimination



Segmentation with Zero Trust

User-App Segmentation
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App-App Segmentation

➢ Micro Segmentation



ZTNA vs VPN

• Connect first, 
Authenticate later

• Coarse access,                      
All or Nothing

• Open Ports,                  
visible to  attackers

• Virtually place device 
on the network               
(IP-based routing)

• Authenticate first,   
Connect later

• Granular access,                      
constrain later movement

• Inside-out connectivity, 
hides assets 

• Connects users to specific 
resources

ZTNAVPN
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Threat Protection: Legacy vs Zero Trust Networks

Legacy ZTA
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How ZTNA works ?

ZTNA Gateway
(Publisher)

ZTNA Broker
(SSE Cloud)

Register Apps1Connect to Provider2

IdP
(Azure Entra ID / Okta)

User Authentication3

Identity Validation4

Session Established5

Eliminate Attack Surface Limit Lateral Movement Improved end-user 
experience

Private Apps
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How to Get Started with Zero Trust?
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How to get started with Zero Trust?

CISOMelbourne2025 46

Reference: CLOUDFLARE Whitepaper on Roadmap to Zero Trust Architecture

https://cf-assets.www.cloudflare.com/slt3lc6tev37/5ZpKYUIZJnZezJgWVdevwi/ca995883d72fa871f8588e5b53aacb88/White-Paper-Zero-Trust-Roadmap-v2.pdf?_gl=1*z9p2ln*_gcl_aw*R0NMLjE3NTI5MzI3NTguQ2owS0NRandoTzNEQmhEa0FSSXNBTnhyaFRvNWltWmxpYlRmMXctTzJfTEN1N1BVTWIyZDlSekdaY1BvTmNYQTdTNGpSTE5ycFVueXpEa2FBcWVkRUFMd193Y0I.*_gcl_dc*R0NMLjE3NTI5MzI3NTguQ2owS0NRandoTzNEQmhEa0FSSXNBTnhyaFRvNWltWmxpYlRmMXctTzJfTEN1N1BVTWIyZDlSekdaY1BvTmNYQTdTNGpSTE5ycFVueXpEa2FBcWVkRUFMd193Y0I.*_gcl_au*MTk0Nzg0NjY0Mi4xNzUyOTMyNzU3*_ga*NjZkMjMzNzMtN2Y3OS00NGJlLTg3ZDQtMDUwNTg4NGE4Yzll*_ga_SQCRB0TXZW*czE3NTI5MzI3NTckbzMkZzEkdDE3NTI5MzI4MDIkajE1JGwwJGgw


How to get started with Zero Trust?

CISOMelbourne2025 47

Level of Effort



How to get started with Zero Trust?

CISOMelbourne2025 48

GoalComponent Level of Effort



How to get started with Zero Trust?

CISOMelbourne2025 49

GoalComponent Level of Effort



How to get started with Zero Trust?
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How to get started with Zero Trust?
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GoalComponent Level of Effort



Thank You!
Let's make Australia Global Leader in Cybersecurity by 2030 – Australian Cyber Strategy 2030

Connect with me on

                                   Muzamil Rashid
                     Head of Cyber Security 
                                      Mazda Australia
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