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● Metrics of a High-Performing DevOps Team

● Common Problems in the SDLC

● The Way of the Frog!

● EveryOps with JFrog!



[Metrics] DevOps Team’s Performance

Metric What it measures Why it is important

Deployment 

Frequency

How many times you 

successfully change 
production.

Identify problems with inefficient process, 

staff shortage, need for longer testing 
time. Track a team's velocity to delivery.

Lead time for 

Changes

How long it takes to go from 

code committed to code 
successfully running in 

production.

Helps analyse the teams response time to 

needs and fixes. Indicates efficiency of the 
process, code complexity, and team's 

capacity.

Time to 

Restore 
Service

How long it takes to restore 

service when an incident 
occurs.

Indicates a team's response time and 

development of efficient processes. 
Reveals inadequate team structure. Helps 

ensure availability of software.

Change 

Failure Rate

The percentage of 

deployments causing failure 
in production

Depicts time spent on fixing bugs vs. 

delivering new code. Indicates the team's 
capabilities, process efficiency, and the 

lack of testing before deployment.



Common Problems



Common Problems 

● Strategic Misalignment

[R&D-Product conflict, Lack of visibility, 
Monitoring, feedback loops]

● Balancing Speed & Quality

[Confidence to deploy quicker]

● Multiple Security Solutions

[Lack of consistent coverage]

● Resources and Tool options

[So few vs so many dilemma, Integration issues, 
Tools overload]

● Deployment failures

[Testing results, Lack of evidence]



The Way of the Frog! 



Software Supply Chain Security

IDE PluginCuration

Shift Left Shift Right

CREATE PACKAGE PROMOTE DISTRIBUTE DEPLOY RUNCURATE

CODE BINARIES

Catalog FrogBot Runtime
SCA with Context

Container Scan

ML Model Scan

Secret Detection 

IAC

Library & Services

Complete End-to-End Security from Left to Right



Edge & IoT 

Public

On Prem

Curate Create Package Promote Distribute Deploy Run

The JFrog Software Supply Chain Platform

Frogbot
Scan Git repos and 

Git pulls

IDE Plugin
SCA, Advanced 
Security, SAST

Curation & Catalog
OSS package 

curation & catalog

JFrog CLI
Command Line 

Interface

Distribute Releases Across 
Endpoints

DistributionUniversal Artifacts Repository

MLOps Management

Release Lifecycle 
Management

Xray
SCA I  SBOM

Advanced Security
Contextual Analysis, 

Secrets, IaC, Misconfig Scans

SAST
Source Code Scans

Artifactory

Open API

SCM | Enterprise CI/CD | Monitoring |  Testing

Runtime
Image and Process Visibility, 
Workload Prioritization and 

Traceability



Siloed Solutions v/s Consolidated Approach

Cost Optimization Single Source of 
Truth

Automate 
Everything

Single point of 
Support

Right Data Capture Enhanced Depth and 
Breadth



HOW CAN WE RELEASE FAST WITH TRUST?

TrustContextual 
analysis

Operational 
remedies

Code 
injection 
remedies

SBOM 
generation

Security 
Research

Evidence 
management

Meeting 
Regulations



SDLC End-To-End Evidence

SBOM

Signature

Jira Ticket Committer

Reviewer Build Env 

Promotions Approvals

Test Result Distributions

EVIDENCE

Code change Code merge Distribute / Deploy

IDE VCS CI CD 

Build Promote

TOOL

ACTION

JFrog Platform JFrog Platform 

STEP

Code Build DeployPromote



JFrog 
What’s New!



JFROG Runtime 

• Prioritize & Focus on What Matters 

Most
Running images, with critical/high severity CVEs 

that are applicable

• Get Real-Time Visibility
Into runtime environments

• Verify Image Integrity
In runtime, with images from Artifactory

• Bi-Directional Lineage
Triage and mitigate risk Immediately



Runtime Integrity 

JFrog Runtime Uncover Hidden Risks

Workload risk prioritization and traceability

Process visibility

Process risk prioritization and traceability

Runtime Impact 

Image visibility

Image integrity

Image risk prioritization and traceability

Workload visibility

- Cloud (AWS, Azure, GCP), REST API, and SH Kubernetes deployments 

- Tech/Language: OS Binaries, Go and Java

Support 



JFrog & Github Integration

Actions Artifactory
Binary

Management

Actions +
Distribution

K8s + Runtime
Security

Curation Catalog

Copilot 
Extension

Source
Control

IDE

JFrog Advanced SecurityEnd-to-End 
Advanced Security

GitHub Copilot

GitHub Advanced Security



Seamless Code & Binary Development Experience

• Unified Software Supply Chain Experience 
Unify SSO, roles, and projects across platforms - swift context 

switching

• Bridge Code, Actions, and Binaries
Trace production binaries back to their code source, simplifying 

compliance and provenance

• Code to Cloud Contextualized Security
Code and binary security results in one place with unified 

security scans shared between platforms

• AI-Powered Software Supply Chain
Extend Copilot interactions to the package and binary level 

across the SDLC including security insights

(Private Beta)



JFROG ML
Full E2E Model Workflow 

- from development to runtime -
connected to the JFrog Platform



JFROG ML: Unified Solution

Take Trusted AI/ML to 

Production Fast! 

✔ Model training, 

deployment, and 

monitoring

✔ Fine tune models and 

build from scratch

✔ LLM applications and 

prompt engineering

✔ Feature lifecycle 

management

Business 
Apps

Model 
Serving

(Cloud | Self Hosted)  

Model
Monitoring

Hugging Face Cache

Model Registry

Python Packages

Container Registry

Feature Store | Vector Store

Training & 
Fine Tuning

Experiment 
Tracking

AI & 
Data 

Science  
Teams

Curatio
n

Xray
Adv 
Sec

Runtime

JFrog Security

JFrog Artifactory

Public
Repositories

External Data 
Sources

JFrog MLJFrog ML

JFrog ML



Summary

● It’s important to consolidate
DevSecOps toolset

● Security is a must at every step

● Automation of promotion is key to 
building pipeline confidence

● DevSecOps is not one tool, not one 
approach… it is a mindset

● Come meet us at booth #3 and get a 
demo

Start with JFrog



Thank you!
Questions?
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