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You don’t have X * 10 vulnerabilities

You have X. That persists



The job cuts reflect
worries about the
economy after years
of rapid cyber growth

By CATHERINE STUPP
Anp JamES RUNDLE

A trio of cybersecurity com-
panies said this month that
they plan to lay off hundreds of
employees, adding to concerns
of further squeezes on an in-
dustry that has already been
rocked by changing economic

conditions.

The most recent layoffs pile
onto several other cyber com-
panies’ announcements that

T this et
Cybersecurity companies have
largely been seen as shielded
from economic turbulence, and
high-profile hacks have spurred
investments in startups offer-
ing protective tools and con-
sulting services. But the new
layoffs reflect how cyber com-
panies’ rapid growth has met a
harsh climate as the economy
has worsened, analysts say.
Rapid?, a Boston-based cy-
ber_secunty company, said it is
laying off around 18% of its
workforce, affecting over 400
employees, Chief Executive
Corey Thomas said on an earn-
ings call last week that the lay-
offs are critical for Rapid7 to
become more profitable in
2024, even as the company
broadly met Wall Street expec-
tations this quarter,
“While it may be surprisi
to take this measure when we

told employees Monday that it
is laying off around 15% of
employees, or over 300 staff
bers. The said
in a regulatory filing that the
layoffs are part of a broader
plan to cut costs and focus on
over time.” Expenses includ-
ing severance pay and termi-
nation benefits could run up
to $14.2 million, the Dell-
owned company said, adding
that it was also looking at how
it could reduce its physical lo-
Caﬁ,lg:s to save money,

uptick in cybersecurity
Job seekers gained steam late
last year and is continuing, saic
at Pinpoint Search Group, a re.
are

cruiting firm in cyberseousi

n 4
Whﬂetederalandlomgw.
ernments have made significant
pushes to 5
ing the release of a national
workdorce strategy by the Biden

are meeting performance ex-
pectations, making decisions
from a place of strength allows
us the opportunity to restruc-
ture intentionally,” Thomas said

: and the incly-
sion of workforce goals in New
York state’s cyber plan, the
commercial side of the
has been battered by the econ-

in a memo sent to employ
last week. Rapid7 declined to
comment beyond its public
statements.

Atlanta-based Secureworks

omy in recent years,
The d n has

made a dent in the cybersecy.
rity industry after years of
rapid expansion due to lofty
stock prices, easy access to in.
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Reference: The Wall Street Journal, 17t August 2023



Trivy: All in One
Scanning

Qqua

trivg

Jonathan Yu
@jawnsy

I'm really loving

how @AquaSecTeam's
open source Trivy tool
scans the dependency

manifests embedded
*inside* Go binaries to
detect vulnerable
transitive dependencies.
Really well-designed and
underrated tool, IMO!

“Trivy takes container
image scanning to higher
levels of usability and
performance. With frequent
feature and vulnerability
database updates and its
comprehensive
vulnerability scanning, it is
the perfect complement to
Harbor. In fact, we made it
the default scanner option

for Harbor registry users.”

Michael Michael, Harbor
maintainer, Dir. of Product

Management
VMware

daqua

"It was a comparison between
docker scan, trivy and the IBM
scanner. Trivy and docker scan
caught quite a bit more than
the IBM scanner and Trivy was
significantly faster with output
that was quite a bit more
readable. | also had some rate
limiting issues with Docker
which won't occur with Trivy
given that it runs locally."

Brian Avery
Istio

"Trivy was a clear leader in
the market as far as
features, functionality, and
capabilities"

Sam White, Sr. Product

Manager
GitLab



Cloud Native security solutions Jaqua

// DEV CLOUD \\

See it

Stop it

\S -/




Cloud Native security solutions

DEV CLOUD

SEE what others don’t

what others can’t




Cloud Native security solutions
Organizations are using 7-10 different security tools
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Cloud Native security solutions
Organizations are using 7-10 different security tools
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Cloud Native Application Security Jaqua
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Cloud Native Application Security
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Where can you start?

Have you heard about Aqua Security Opensource projects?
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Aqua Nautilus
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Let’s connect

20+ years ICT Industry experience.

Passion for technology and personal
finance - grab me for a chat.

Security is not something you do,
it’s way of thinking.

A family man and a human being first,
everything else comes after.

Words | live by:

¢ Stay True, Stay Humble!

Scan QR to connect
with me on LinkedIn \
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Madhul Sachdeva

Cloud Native Security Specialist

Certified in Kubernetes, AWS, Azure, Splunk, Red Hat..
Email: Madhul.Sachdeva@aquasec.com
Blog: https://technicallysimple.me

Protecting applications from Code to Prod

www.aquasec.com
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Thank You!

If you have questions, please come visit us at our booth ©

www.aguasec.com
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