Stopping Bad Bots: A Data-Centric Approach

Data Integrity ensures Accurate Al for Managed Risks /

Tricentis

Data Integrity

End-to-end data testing
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A bit about me
Jonathan Morar R

Lead Solution Architect,
Tricentis

« 20 yearsin Tech, across BFSI, Telco,
Government, and Healthcare sectors

« Help businesses solve data integrity issues
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IT Executives response to Al
The hype train has left the station
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Integrate Gen Al ERP cloud migration Build custom apps  Improve productivity

of enterprises will integrate of executives are using will integrate Gen Al in USD contributed by 2030 from
gen Al into their Al strategy generative Al in app building, managing and increased productivity, 80% of
modernization projects delivering new apps total benefit*


https://www.pwc.com/gx/en/issues/data-and-analytics/publications/artificial-intelligence-study.html

Al / ML Why Now?

» Datasets move up in
Size to astronomical
levels Data Explosion
for training data
catalyst #1

« Neuron connections
has exponential levels

Deep Learning

by Aaron Courville, Yoshua Bengio,

lan Goodfellow

Dataset size (number examples)

Connections per neuron

Human
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Mouse
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https://www.thriftbooks.com/a/aaron-courville/2743820/
https://www.thriftbooks.com/a/yoshua-bengio/2743822/
https://www.thriftbooks.com/a/ian-goodfellow/2743821/

Massive Data, Massive Models, Massive potential

Model Sizes Dataset Sizes
Classical Intelligence: Standard 2010’s:

80bn Neurons 15k data

2020 Al: 2020's Fraud: 400million ChatGPT
1.5bn Neurons 2 million records users

2024 Al; 2024 Al;

1.35T Neurons 15 Trillion tokens
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Top 5 Investment Trends in the Next 2-3 Years

AI D a ta I\/I a n a ge m e nt W sumofTop5 M 1st Choice A High statistical differences between regions
I nve St m e nt by C I O S Investments in Al-Ready data initiatives

Data quality and governance 64%

77% — A APAC
vs NA

Building an architecture that supports the delivery,
management and maintenance of data as a product

Data integration and data preparation

"What do you think are the S e
‘ ctive metadata tools and practices
z-OIO 5 /nvesz-m enz— tren dS fOr Renovating the_data management infrastruct.ure
OIOZ.O managem enz. /eaders /n by migrating to the cloud (cloud adoption)
7/ Active metadata tools and practices
the next 2-3 years?

Upgrading the data management

o/ |
architecture to the data fabric ST i EMEA V= TIA

Operating the data management discipline
through the data mesh principles

Renovating the data management
. g g A NA vs EMEA
infrastructure through the lakehouse
0% 50% 100%
n = 247; All Respondents excluding Not Sure
Q10: What do you think are the top 5 investment trends for data management leaders in the next 2-3 years?

Source: 2024 The Evolution of Data Management Survey
821077 C

Gartner
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Data Management Practices - is your data ready?

 Good Data Management looks like.... DATA'ENGINEEF ,

« Addressing potential risk early and often . o 4

« Effectively preparing for AI/ML journeys
 Establishing Robust data practices

 But are you there yet?
« (Canyour data keep up?

« (Can you trust accuracy of your data and thus your Al?

* |syour data compliant?

X Tricentis™™ -




Data Quality Needs Data Governance

e Data errors can negat]\/e|y impa ct How would you rate the maturity of data quality
mission delivery, constituent trust, In your organization’
and increase costs - Aware -
: 2 - Reacti 57%
- Without a data governance program e
in place, your organization runs the
3 - Proactive 24%

risk of utilizing poor quality data
across the organization leading to
fines, poor constituent experience,
and failed initiatives.

4 - Managed 4%

Data quality - vital to optimizing GenAl: A Survey of state chief information officers and chief data officers

* Tricentis 8



But it can also go pretty badly wrong...

Air Canada must pay damages after chatbot lies
to grieving passenger about discount e

Airline tried arguing virtual assistant was solely responsible for its own actions EEOC Secures First Worl(place Artificial Intel]igence
A Katyanna Quach Thu 15 Feb 2024 2150 UTC Settlement

Related Professionals Lily M. McNulty

Capabilities In

Offices

Zillow to exit its home buying business,
cut 25% of staff

@ By Anna Bahney, CNN Business Google Ioses $96B in value On
) 3 minute read - Published 5:36 PM EDT, Tue Nover Gemini fallout as CEO does damage
- &
bx control

CEO Sundar Pichai says Google working ‘around the clock'’ to fix Al tool's bias issues

X Tricentig® - = “u8 7 .'f{ . ‘I“I




Al is not Magic
't is high quality parrot
't needs high quality training data




What if your data isn't ready?

1. Errors introduced early result

in biased or poorly trained Black Box
models Models
2. Inthe worst case, we cannot costiof
detect it until production explainability
3. Compliance issues surfacing ; R Sugggaate
!ate can be fatal to Al g Models
initiatives S
< Cost of Beneﬁt .of
comprehensibility Explaining
v Native
...................................................................................................................................... Wi
Models

Comprehensiblity

Source: Harvard Business Review




Business data

sources
e
T -
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The race is on to find the data errors

Enterprise data
warehouse

W, an

----0---0O-0--

EXTRACT

TRANSFORM LOAD

?

Did the problem
originate in the
source data?

Was there an issue
with a data load?

Reports,
dashboards,

V|suaI|zat|ons

Data marts/
cubes
) Google Cloud Platform
M

o€ snowflake —~

- @ --O--@----- G———Q———-C

AGGREGATE i TRANSFORM REFINE | REPORT
[ [
| |
| I
| |
? ?
L °
Did a transformation Is the report pulling
job go wrong? from the right

data mart?

Did a job fail to run or

run too many times? Is there a problem with
the report logic?

Were there
issues with the Is the report rendering
transformation logic? incorrectly?




Modernize your data infrastructure

Compliance &

Modernization

Example scenario—migrating your data warehouse to the cloud

ORACLE 1 Run environments in parallel
@ Source @ Data @ Data marts
systems ingestion and methods

ISSUES ISSUES ISSUES
FLAGGED FLAGGED FLAGGED
Security, schema, Validity check, multiple Detailed and consistent
metadata, dataset columns within tables, numeric field calculations
completeness - availability, referential integrity across primary/secondary

fields, validity check, cross
table, detailed results

record counts, size
consistency, null values,
duplicates

G
®
G
o)

o b s
3 snow ake

™ Google Cloud Platform

Analytics/Bl &
application
ecosystems

2 Cut over to cloud 3 Run ongoing tests

" Google Cloud Platform

X Tricentis™ -




Improving your data quality improves your dev time

Accuracy by element type and technique

Before:
« 2 Months dev effort
+ Limited progress
Actions
dCleanse input data
dRe-categorise and

validate
After:
v'1 week from 46% to | |

93% ™ " ustheoom  ooms +image  Sorted DOM + fomer - simuae Removs GPT . mproved uttons Addiconimages  Nonmax .

X Trcerdige: L RN - Jl




Listening to an
interesting talk on Al
and Data

Realising thereis a
vendor pitch

* Tricentis



We are Tricentis.
A global leader in quality engineering

Driven by growth and innovation M

2004 Al-powered quality intelligence @

X % % + ( ,

Mobile test automation

Faster Risk Cost 2023 fo C
. ustomers
releases coverage reduction Developer test automation
2022 Digital compliance

PARTNERS ANALYST RECOGNITION

2021 Continuous performance testing
.—

accenture i@ Cognizant .
Capgmm 9 SAP Partnership G a rt n e rc:)

2020 o —

ttc Infoss IEE wiprolt 5079 |, Avbased risk assessment FORRESTER
s Agile test management = ID C

|

Insight Venture Partners
2016

A ATLASSIAN 38Ws  E§ Microsoft . Named leader in industry
2015 |, Data Integrity analyst vendor ratings
w servicenow. 2007 Founded
Codeless test automation
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Deliver quality at speed with Tricentis

It's all here.

Any app on any infrastructure, and for everyone on your team

Tricentis
Enterprise test management & orchestration gTest D:L@d

Business value
calculator

End-to-end data Digital validation

Change intelligence Next generation Continuous
for Life Sciences

for SAP quality intelligence performance testing § testing

Tricentis Tricentis Tricentis

NeolLoad Data Integrity Vera Maturity assessment

|

Enterprise app & business process testing Custom Web, Salesforce & Mobile testing Continuous Testing
Framework

Tricentis Tricentis

LiveCompare Sealights

Tricentis

Testim

Tosca

@ Fully Al Cloud é i ﬂ Risk Enterprise \Q Open and Tricentis
@ @ Q} enabled ~L — optimized OO DevOps Q extensible Academy

automated powered

Tricentis
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Deliver trustworthy data through a Complex Process
Integrate with the tools you already use

2 Flyte

Apache

Airflow

Zbme

Orchestration Engines

Control-M
Enterprise Manager

% % 'J_ﬂ:f +ableau
: Microsoft: % - Mitfomlt'\' N q P F 1

ORACLE SQL Server SQL Server :Sflf snowflake
. ERP .']m Power BI
Infor MP Qtalend Qtalend dtalend Analytics Cloud

(‘ Informatica (‘ Informatica (‘ Informatica
Source
Extract
Raw Data Staging Silver / Hub Gold / Marts
= workd ay. databricks databricks
servicenow
N\ 4 N\ ( N\ 4 N\ ( ) 4 N\
PRE-SCREENING VITAL CHECKS FIELD TESTS CONTINUOUS RECONCILIATION REPORT & APP
Metadata Completeness Aggregation MONITORING TEST_S B?gtltlggation
Tricentis Format Uniqueness Value range Row counts Detailed source to Visual checks
Data |ntegr|ty Nullness Referential Transformation Jgabt;u dri]s'Eclrrinbeustion Ear%eg(cgmpa"l!zog Content checks
| Range )| integrity L ) . ) I validationy | ‘security checks
CSV Files Single Database Cross technology Any analytics application
JSON Files File to Database (Database, CSV, AVRO, PARQUET, (by means of
XML Files Database 10 Database JSON, OLAP, COBOL/EBCDIC, ...) Ul and APl testing)
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Heterogeneous ) == :
Reconciliation Reporting % Iricentis

« Pinpoint Data errors faster with concise source to
target reconciliation reports.

« Highlight missing rows in source and target as well
as column level mismatches.

« Compare millions of rows in minutes using in SUTIER BIEETEES ey

- Export Reconciliation Reports as HTML, PDF, or overve
detailed SQLite database for Audit review.

1500004 s

- Compare heterogeneous data sources; including :
Parquet, AVRO, ODBC, JDBC, and OLAP.

HOLMES REGIONAL MEDICAL CENTIER 1350

42
HOLMES REGIONAL MEDICAL CENTER 1320 S HICKORY ST
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Tricentis Vertical and Enterprise Segmentation
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Banks Trust Us

« Bank of America - Wealth Management Team

* Credit Suisse - Bank Platforms and Data Analytics
« TD Bank - CACS / CCP and Patriot Groups

« WorldPay - Payment Data and Analytics

* RBS - Enterprise Data Solutions

A

m"(?;!sdpay BankofAmerica(./,>/‘ CREDlTSU]SSE

wwwwwwwwwwwwwww
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TD Bank Streamlines E2E Regulatory Compliance

BEFORE SITUATION

» Per money-laundering and anti-terrorism regulations such as the Bank Secrecy
Act, banks conducting business in the United States are required to identify,
monitor, and report “suspicious activity” in a timely manner

» Existing, predominantly manual, procedures could check a maximum of
1,000 scenarios per hour

Business Case Summary Using Tricentis DI

§>§> Critical Checks 70k validations in 15 min.
Execution

THE NEED

Potential Fines Avoided
in 90 Days $2,600,000

» Complex validations across different data sources and layers - previously could
not be automated with vendor-specific “data quality” tools
* Increased use case coverage to accurately automate 70k suspicious

transactions scenarios Wr  |dentified Suspicions

1600% Increase

Transactions

“We knew that automation was key for proactively

ramping up our compliance ... we just didn’t believe it was
possible to automate something so complex. Now, we're
much more confident that threats are being identified
and reported almost as soon as the transactions occur. “

» |Improved scenario coverage to all identified use cases
= Automated validation to decrease manual overhead

» Increased identification of suspicious transactions across multi-faceted
technology and business verticals

- Director of Compliance

* Tricentis



Visit Tricentis Booth 22

Thank You! » Tricentis
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