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- Karl Keirstead, UBS Research

All [Microsoft] partners noted 
that security and privacy
concerns continue to be the 
primary issue to [Copilot] 
adoption



How do Copilot security 
controls work?

+ User inputs a prompt in an app like 
Word, Outlook, or PowerPoint

+ Microsoft gathers business content 
based on the user’s M365 
permissions

+ Modified prompt is sent to the LLM to 
create a response

+ Microsoft performs post-processing 
responsible AI checks





What can someone 
really do?





Why does this happen?



Data

23%Annual data 
growth rate

17M
Files open to 
every employee

40MUnique permissions 
to manage

The graph is growing relentlessly



Employees have access to far too much data

Sensitive data is often not labeled or mislabeled

Attackers can find secrets for privilege escalation and 
lateral movement

Right-sizing access and enforcing least privilege is 
impossible to do manually

Generative AI can create net new sensitive data extremely fast

Insiders can quickly find and exfiltrate dataSecurity
Challenges in 
the Age of AI



These are the same 

problems we’ve had for 

years!



Safely Enabling Copilot 
with Varonis



Anat Gil, Partners Lead, Microsoft

Varonis' integration gives customers 

the added security and compliance 

controls necessary to quickly and 

confidently adopt Microsoft Copilot 

for M365.



Real-time understanding of risk

Data-centric detection

Continuously reduced blast radius

Simplified compliance, labeling

Varonis delivers 
real outcomes.

Blast radius



Phase 1: Before Copilot



1. Deploy and Complete Initial Scans

Data sensitivity

Configuration and security 

posture

Access controls and shared 

links

Connected third-party apps

Existing labels



+ Automatically identify and fix 

files with missing labels

2. Add/Fix Purview Sensitivity Labels

+ Automatically identify and fix 

misapplied labels

+ Automatically identify files 

that are missing or don’t have 

accurate labels



3. Remediate High Risk Exposure



4. Review Access to Critical Data



5. Enable Downstream DLP

Encrypt sensitive data

Prevent risky sharing

Block attempted exfiltration

Apply file-level controls

Enforce residency and 

retention



Enable Copilot



Phase 2: After Copilot



6. Monitor Copilot activity

+ Collect and enrich Copilot 

audit sources

+ Compliance audit log

+ Content Search

+ eDiscovery

+ Communication compliance

+ Collect and analyze all Copilot 

interactions — prompts and 

responses







7. Alert on abnormal Copilot behavior

+ Detect inappropriate or risky interactions 

+ Detect sharing of confidential information

+ Track files accessed and relevant labels

+ Apply labels as a response to alerts



8. Automate Policies for Access Control

Revoke excessive access

Fix misconfigurations

Fix labels

Disable third-party apps

Data lifecycle

Data residency



Operational Plan Summary

Before Copilot: After Copilot:
+ Deploy Varonis

+ Complete Initial Scans

+ Add/Fix Data Labels

+ Remediate High-Risk Exposure

+ Review Access to Critical Data

+ Enable Downstream DLP with Purview

+ Ongoing Monitoring and Alerting

+ Automate Access Control Policies



Copilot Readiness in 10 days

Proactively notified 
M365 admins of the 

remediation plan. The 
team heard zero 

complaints.

Starting point

Used Varonis to identify 
exposed PHI, PII, 

credentials at risk of 
being exposed via 

Copilot.

Automatically 
eliminated ~2K sharing 

links and right-sized 
access to 57K files 

with Varonis policies.

992K
files

~1M files across the 
org’s SharePoint, 

Teams, and OneDrive. 
Varonis quickly 
classified 120K 
sensitive files.

Identifying 
Copilot risk

10-Day 
Difference

Zero customer 
impact

Varonis reduced a financial institution’s Copilot exposure by 99.8% in 10 days. 

Zero impact on the business using 20 automation policies to lock down ~1 million files.

57K
exposed 

files

99.8%
exposure 
reduction

0
tickets  

complaints



Microsoft 365 Copilot Readiness Assessment

Classify and label 
data Copilot creates.

Reduce Copilot’s 
blast radius.

Monitor Copilot 
activity in real-time.

Enable downstream 
DLP controls.



SCAN TO ENTER

Ferrari Daytona SP3 
LEGO

SCAN ME



Thank you.

VISIT US AT BOOTH# 2 FOR A 

COPILOT DEMO
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