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DIGITAL EVOLUTION

Digital innovation is creating
tremendous opportunity, but
more risk

ENVIRONMENTAL,
SOCIAL & GOVERNANCE

Consumers and boards are
putting more pressure to deliver
on ESG initiatives
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TECHNOLOGY
DISRUPTION

More companies are rapidly
implementing Al to transform
business operations

REGULATORY AND
COMPLIANCE

Companies are reacting to
more frequent reporting and
regulatory changes

@ The Big Picture — Business Factors

.

ECONOMIC
HEADWINDS

Budget changes and skills
shortage are resulting in more
delays and more risk

THREAT
LANDSCAPE

Attacks are growing in
sophistication and frequency

SKILLS SHORTAGE

With 3.4M unfilled jobs, the struggle
to recruit and retain cybersecurity
talent creates additional cyber risks

Long-lived Exploits

Industrial Ransomware
Supply Chain Attacks

Cloud Risks

APT Threat Actors

New Vulnerabilities

Targeted Attacks On The Rise

Insider Risk
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% The Business Risks Are Obvious

Recent Examples

Blue Screen of Death Supply Chain Attacks

You cannot protect what you don’t know....
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% The Business Risks Are Obvious

Recent Examples
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You cannot protect what you don’t know....
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C Evolution of Networks
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.| Evolution of Threats

Threat Landscape Changes
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@ The 20th Century of Networking

125+
8 4 o/o Distributed applications

) ) used by enterprise
Companies are hybrid y P
) 2022 Gartner: Market Guide for

SaaS Management Platforms

/< : >

Forbes: Remote Work
Statistics and Trends

: 90%

a NI Of enterprises will have experienced a security
&/ 1 ..
= incident related to the edge network by 2026
IDC: World-Wide IDC Forecast 2022 Gartner: 2022 Strategic Roadmap for Edge (loT) Networking
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The Real Question is...

“What are we trying to
PROTECT?”
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@ The Threat Landscape is More Complex Than Ever

LONG-LIVED EXPANDING ATTACK TARGETED ATTACKS ABUNDANT 0-DAY
EXPLOITS SURFACE ON THE RISE MALWARE

$ a5 |

INDUSTRIAL CLOUD RISKS GROW SUPPLY CHAIN INSIDER RISK RISING CRITICAL
RANSOMWARE ATTACKS THREATS

Source: 2H 2023 Global Threat Landscape Report, Outbreak Alerts Annual Report 2023 & The 2024 Cloud Security Report
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Insights — Tactics, Techniques and Procedures
FortiGuard Labs Research 2023 - 2024

Observed Initial Access Techniques

T1078 - Valid Accounts

T1190 - Exploit Public-Facing Application
T1078.002 - Valid Accounts: Domain Accounts
T1133 - External Remote Services

T1078.003 - Valid Accounts: Local Accounts
T1566 - Phishing

T1566.002 - Phishing: Spearphishing Link
T1566.001 - Phishing: Spearphishing Attachment
T1195 - Supply Chain Compromise

T1189 - Drive-by Compromise

T1091 - Replication Through Removable Media
T1078.004 - Valid Accounts: Cloud Accounts
T1078.001 - Valid Accounts: Default Accounts
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@ 1 Moving Goalpost*
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@ The Moving Goalpost?

do | build risks do |
a Capable Outsource /
Team? Accept?
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Multifactor
Authentication
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Invest in Threat
Hunting Tools

System

Recovery Mature SecOps
Operations

Cloud Risk Cybersecurity
Assessment Awareness

Source: Defend Patch Modern
https://www.nsa.gov/portals/75/documents/what Privileges Management Hardware

-we-do/cybersecurity/professional- & Accounts Security
resources/csi-nsas-top10-cybersecurity-

mitigation-strateqgies.pdf
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@> Cybersecurity Focus in NZ

5 million Internet users presents opportunities and risks

e ; Te Kiawanatanga o Aotearoa
“&s_f. New Zealand Government
R

Figure 1: Simplified overview of New Zealand’s regulatory approach to infrastructure resilience
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‘= AU Institute of Company Directors - Checklist

SME and NFP
Director Checklist

Key Takeaways:

Clear Roles & Responsibilities

Develop a Comprehensive

Cyber Strategy

Embed Cybersecurity in
Business Risk Management

Practices

= Srouce: https://www.aicd.com.au/content/dam/aicd/pdf/tools-resources/director-tools/board/CCT-106-4-sme-and-nfp-checklist-snapshot-v1B.pdf © Fortinet Inc. All Rights Reserved.
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FortiGuard Outbreak Alerts

. ~

Subscribe today

Keep up to date with all the
latest outbreaks by subscribing to
FortiGuard Outbreak Alerts today!







®) _F’ A Recap of Business & Cybersecurity Risk

&

Evolution of Networks Real World Techniques, Top 10 Mitigation
and Threats Tactics and Procedures Strategies
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Useful Resources
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