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“There are only 
  two types 
  of companies:

Those that have been hacked,
And those that will be.”

3

Robert Mueller
FBI Director, 2001-2013
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The Big Picture – Business Factors 

Budget changes and skills 
shortage are resulting in more 
delays and more risk

ECONOMIC
HEADWINDS

TECHNOLOGY 
DISRUPTION
More companies are rapidly 
implementing AI to transform 
business operations

DIGITAL EVOLUTION

Digital innovation is creating 
tremendous opportunity, but 
more risk

SKILLS SHORTAGE

With 3.4M unfilled jobs, the struggle 
to recruit and retain cybersecurity 
talent creates additional cyber risks

ENVIRONMENTAL, 
SOCIAL & GOVERNANCE
Consumers and boards are 
putting more pressure to deliver 
on ESG initiatives

REGULATORY AND 
COMPLIANCE
Companies are reacting to 
more frequent reporting and 
regulatory changes

THREAT 
LANDSCAPE
Attacks are growing in 
sophistication and frequency

Industrial Ransomware

Supply Chain Attacks

Cloud Risks

New Vulnerabilities

Targeted Attacks On The Rise

Insider Risk

APT Threat Actors

Long-lived Exploits
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You cannot protect what you don’t know....

The Business Risks Are Obvious
Recent Examples

Supply Chain AttacksBlue Screen of Death
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The Business Risks Are Obvious
Recent Examples

Threat Actor Malicious 
Code

Software Vendor 
/ Technology 

Company

Update 
Repository

Software 
Download / 

Update

Builds/Updates Customers

Supply Chain Attacks

Blue Screen of Death

You cannot protect what you don’t know....
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Telephone

Internet

LAN
WAN

Public Cloud

SDN / OT

SDWAN

Multi-Cloud

ML / AI based
Networks

Quantum Computing

Evolution of Networks 
From LAN/WAN to Intelligent Networks

Calls
Fax

1st Gen
Connectivity

Communication

3rd Gen
Internet

WWW

SMB
Email

2nd Gen 
LAN/WAN

File Sharing

4th Gen
Intelligent Network

ML / AI based
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2014 10 Years 2024

Evolution of Threats
Threat Landscape Changes

-10 -9 -8 -7 -6 -5 -4 -3 -2 -1 Today

Virus
DDOS

Ransomware
Supply Chain 
attacks

Intrusions Worms
IIOT

DarkWeb

Botnet

AI based 
Threats

???
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The 20th Century of Networking 

Networks

84% 
Companies are hybrid

Forbes: Remote Work 
Statistics and Trends 

42B
IDC: World-Wide IDC Forecast

IoT devices

125+
Distributed applications 

used by enterprise
2022 Gartner: Market Guide for 

SaaS Management Platforms

Users

Devices 90%
Of enterprises will have experienced a security 
incident related to the edge network by 2026
2022 Gartner: 2022 Strategic Roadmap for Edge (IoT) Networking 

Apps
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The Real Question is…

“What are we trying to 
PROTECT?”

“Where is the 
VALUABLE information?”
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The Threat Landscape is More Complex Than Ever

Source:  2H 2023 Global Threat Landscape Report, Outbreak Alerts Annual Report 2023 & The 2024 Cloud Security Report

APT THREAT ACTORSEXPANDING ATTACK 
SURFACE

LONG-LIVED 
EXPLOITS

ABUNDANT 0-DAY 
MALWARE

TARGETED ATTACKS 
ON THE RISE

CLOUD RISKS GROW SUPPLY CHAIN 
ATTACKS

INSIDER RISKINDUSTRIAL 
RANSOMWARE

RISING CRITICAL 
THREATS
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Insights – Tactics, Techniques and Procedures
FortiGuard Labs Research 2023 - 2024
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The Moving Goalpost?
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The Moving Goalpost?
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Who 
can I 

Trust?

How 
do I 

Keep Up?

Which 
risks do I 

Outsource / 
Accept?

How 
do I build 
a Capable 

Team?

What 
can I 

Trust?
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Incident
Response Plan

Mature SecOps 
Operations

Modern
Hardware
Security

Cybersecurity 
Awareness

Patch 
Management

Defend 
Privileges 

& Accounts

Cloud Risk 
Assessment

System 
Recovery 

Plans

Invest in Threat 
Hunting Tools

Multifactor 
Authentication

Source:  
https://www.nsa.gov/portals/75/documents/what
-we-do/cybersecurity/professional-
resources/csi-nsas-top10-cybersecurity-
mitigation-strategies.pdf
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SCAN ME!

https://www.nsa.gov/portals/75/documents/what-we-do/cybersecurity/professional-resources/csi-nsas-top10-cybersecurity-mitigation-strategies.pdf
https://www.nsa.gov/portals/75/documents/what-we-do/cybersecurity/professional-resources/csi-nsas-top10-cybersecurity-mitigation-strategies.pdf
https://www.nsa.gov/portals/75/documents/what-we-do/cybersecurity/professional-resources/csi-nsas-top10-cybersecurity-mitigation-strategies.pdf
https://www.nsa.gov/portals/75/documents/what-we-do/cybersecurity/professional-resources/csi-nsas-top10-cybersecurity-mitigation-strategies.pdf
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Useful Resources
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Cybersecurity Focus in NZ
5 million Internet users presents opportunities and risks 

Key Takeaways:

• Defining Critical Infrastructure

• Align People, Economic and 

Replacement Value

• Shared understanding of System 

Resilience fundamentals
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SCAN ME!
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AU Institute of Company Directors -  Checklist 

Srouce: https://www.aicd.com.au/content/dam/aicd/pdf/tools-resources/director-tools/board/CCT-106-4-sme-and-nfp-checklist-snapshot-v1B.pdf 18© Fortinet Inc. All Rights Reserved.

Key Takeaways:

• Clear Roles & Responsibilities

• Develop a Comprehensive 

Cyber Strategy

• Embed Cybersecurity in 

Business Risk Management 

Practices

https://www.aicd.com.au/content/dam/aicd/pdf/tools-resources/director-tools/board/CCT-106-4-sme-and-nfp-checklist-snapshot-v1B.pdf
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FortiGuard Outbreak Alerts

https://www.fortiguard.com/outbreak-alert

Subscribe today
Keep up to date with all the 
latest outbreaks by subscribing to 
FortiGuard Outbreak Alerts today!
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A Recap of Business & Cybersecurity Risk

Collaboration Readiness Resilience

Evolution of Networks 
and Threats

Top 10 Mitigation 
Strategies Useful ResourcesReal World Techniques, 

Tactics and Procedures
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