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1. Why we need a robust Cyber Security strategy?

Direction Agreement Accountability

Independence Competitive Edge Credibility

Prioritisation Financial SupportLink

Compliance
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2. Linking a Cyber Security strategy to the Business

Operational Example

Vision

N
a

v
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a
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To be the best global education provider in the world for our students, partners and people

Prioritise risk 

mitigation efforts 

appropriately

Alignment of Information 

Security activities with 

business and IT functions

Vision

Objectives

To build and maintain an Information Security environment that aligns with business objectives and 

regulatory requirements

Respond to Information 

Security incidents in a 

timely and holistic manner

Alignment to industry 

standards and practices

Values Respect Drive Adventurous Genuine Rigour

QUALITY 

EFFICIENCY

QUALITY

EFFICIENCY

QUALITY

GROWTH

Conviction

Objectives Global EFFICIENCYWorld Class QUALITY Sustainable GROWTH

QUALITY 

EFFICIENCY
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3. Embedding credibility into a Cyber Security strategy

Operational Example
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Strategies

Outcomes

Asset Management

Governance

Risk Assessment

Business 

Environment

Risk Management 

Strategy 

Identity 

Management and 

Access Control

Data Security

Information 

Protection 

Processes and 

Procedures

Awareness and 

Training

Maintenance

Protective 

Technology

Anomalies and 

Events

Detection 

Processes

Security 

Continuous 

Monitoring

Response Planning

Analysis

Mitigation

Communications

Improvements

Recovery Planning

Communications

Improvements

Identify Protect Detect Respond Recover

Supply Chain Risk 

Management.
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4. Presenting Cyber Security maturity to the Board

Example #1: Capability Maturity Model

Level 2 

Managed

Level 3 

Defined

Level 4 

Quantitatively 

Managed

Level 5 

Optimizing

Level 1 

Initial

Current State Maturity Future State Maturity

Example #2: Overall Maturity

75%

Current Information Security Maturity 

Work required to uplift Information Security Maturity to an acceptable level
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3. Establishing a dynamic Cyber Security strategy

Operational Example
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3. Setting expectations in the delivery of a Cyber Security strategy

Operational Example

Y1

LAY THE FOUNDATION

Focus on laying the foundation

required to successfully execute  

subsequent initiatives

BUILD THE HOUSE

MAINTAIN THE HOUSE

1

Y3

3

Y2
2

Focus on mitigating high risk 

areas of exposure.

• Build on the foundation to 

mitigate the remaining areas of 

exposure.

• Incorporate the concept of 

continual improvement.

• Review and confirm the 

alignment with Business 

Objectives. 

• Confirm the effectiveness of 

the control environment.

• Review and confirm the 

alignment with Business 

Objectives. 

• Focus on mitigating high risk 

areas of exposure.

•

•



Q & A
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