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Sonatype recognized as a LEADER on the The 

Forrester Wave for Software Composition Analysis 

in Q4, 2024.

Sonatype is TOP RANKED for both 

Current Offering and Strategy.

The Forrester Wave 

and Forrester Wave

is copyrighted by Forrester Research, Inc. Forrester 

are trademarks of Forrester Research, Inc. The

Forrester Wave is a graphical representation of Forrester’s call on a market 

and is plotted using a detailed spreadsheet with exposed scores, weightings, 

and comments. Forrester does not endorse any vendor, product, or service 

depicted in the Forrester Wave . Information is based on the best available 

resources. Opinions reflect judgment at the time and are subject to change.



Open source adoption

is skyrocketing

2021

3,100,000,000,000

3.5 TRILLION
3,500,000,000,0002022

2023

2024

Sonatype Proprietary
Estimated request volume for the 4 largest open source ecosystems
Maven Central (java), NPM (js) , PyPI (python), NuGet Gallery (C# .NET

6.5 TRILLION
6,500,000,000,000

4.5 TRILLION

2.2 TRILLION
1,500,000,000,000



Sonatype 10th Annual State of the Software Supply Chain



Evolution
of Software Supply 

Chain Exploits

Sonatype 10th Annual State of the Software Supply Chain

2017:
The Rise of Targeted Supply Chain attacks

2020:
The Expansion of Supply Chain Attacks

EARLY YEARS:
Struts, Heartbleed, and Shellshock (2014–2016)

2021–2022:
The Vulnerability that Set the Internet on Fire

2024:
The Attempted XZ-Utils Supply Chain Attack



Cybercrime Ecosystem

Source: ncs/ukModified from Original Source: NCSC- 
UK

Ransomware 

as a service 

(RaaS)

Data

Exfiltration

Downstream

supply chain
attack



dependency)

180 Dependencies (avg Java project)

x 10 Releases Per Year (avg per

1800 Updates To Consider



The software supply chain is 

overwhelming engineering 

and security teams.



A whole new AI supply chain has emerged



267% growth in 
traditional AI

870% growth in 
Generative AI usage 
over 18 months

AI Usage

LLM (Generative AI) Usage

The gold rush of AI/ML: World changing, disruptive technology



3 out of 5 DevOps Leads 
expressed concerns 
regarding impact
of GenAI on security 
vulnerabilities



OWASP LLM Top 10

What do they mean?

2. Sensitive Info 

Disclosure.

1. Prompt Injection

3. Supply Chain

4. Data & Model 

Poisoning

5. Improper Output

Handling.

9. Misinformation

8. Vector & Embed 

Weaknesses

7. System Prompt 

Leakage.

6. Excessive Agency

10. Unbounded 

Consumption



Knowing what the foundation “models” are

The risks of AI/ML in Enterprise

Data Exfiltration

Security

License

Quality

Legal

Culture

Lineage

The security risk of using LLMs, security risk in context of the app

Loss of IP and sensitive data

LLM and Dataset usage have license obligations

Not safe for work (NSFW), popularity, determinism, serialization….

Automated code creation, IP loss

AI website usage at work



AI mutation and licensing risk



Policies and Decisions 
on usage will vary based 
on the type of AI used 
throughout the 
organization



AI/ML Supply Chain Management
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