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E-crime is not new: A brief History
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Cybercrime & State-Based Actors
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As a Service Offerings – Subscriptions
Lumma Stealer



Cyber Crime Ecosystem



State of 

Cybercrime
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Global Scale Espionage & Layers of Cybercrime

• Derivative Attacks

• Supply Chain Compromise

• Critical Infrastructure

• Human Based Exploits

• Ransom Attacks

• Compromised Credentials

• BEC, Scams & Crypto

• Deep (MFA) Phishing/Bots



Up 7.1% since May 
2024

90 Incidents 
(June 2024)

Down 19% since Q4 2023

1537 Incidents 
(Q1 2024)
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2017 2020 >

The trend to Chat Services



• Spreading malware

• Hosting malicious content

• Sharing phishing tutorials

• Controlling malware

• Facilitating credit card theft

• Exposing user information

• Developing AI-powered tools for cybercrime
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Chat Services & Cyber Crime

Immediate  - Secure - Real-Time - Communities 





The Credential Economy

Base Collection

Cred Stealers
Combo lists

Test and Package

Account Checkers, 
Brute force 
Software, 
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Proxies/VPS
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RedLine Takedown and Arrests (Maxim Rudometov)



From Targeted to Automated



Autonomous 

SOC



Evolution of Security Operations
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Early 2000’s

Basic Log Visibility

Tool Explosion and Complexity

2015

Ad-Hoc Automation

Rules Libary

2010

Log Platforms and Scripts

Very little detections

2016 to Today
Security Automation

Playbooks and Integrations



Triage Investigate Respond Remediate Proactive Threat 
Hunting

Very Happy

Happy

Neutral

Frustrated

Very Frustrated

The Frustrating “Day in the life”
of a Security Analyst

5+  HOURS

1 HOUR

5+  HOURS 2+  HOURS

DAYS?



Triage Hunt & Investigate Respond Remediate
Proactive Threat 

Hunting

Very Happy

Happy

Neutral

Frustrated

Very Frustrated

Auto-Triage Auto-Investigate Auto-Respond Auto-Remediate

3 hours

Minutes to hours

The Better “Day in the life”
of a security analyst



SOC Challenge and AI Assistance
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Data Ingestion

▪ Incomplete 
Visibility

▪ Normalisation

Analysis Investigation Action Improvement

▪ Rogue Detection of 
data sources

▪ Intelligent Parsing

▪ Anomaly Detection

▪ Multi Signal 
Detection

▪ Behavioural 
Analysis

▪ Automated 
Correlation

▪ Threat Intelligence

▪ Ambiguous Alerts

▪ Query Complexity

▪ High Skill 
Threshold

▪ Poor Prioritisation

▪ Limited Hunting

▪ Contextual Awareness

▪ Natural Language 
Queries

▪ Guided 
Investigations

▪ Risk Assessment

▪ Guided Hunts

▪ Slow Response

▪ Limited Automation

▪ Decision Support

▪ Automated Response

▪ Groundhog Day

▪ Self-Improvement



Reimagining the Way the SOC Works 
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Automated Workflows
Reduces manual intervention 

Incident Response
Accelerates incident responses 

with automated playbooks

AI-Enhanced Alerts
Identifies patterns and 

anomalies

Dashboards
Provides comprehensive views 
of events

Ingestion
Detect threats on ingestion. 
Use connectors for expanded 
visibility. OCSF Native 
support.

Threat Intelligence
Stays up-to-date on the latest 
threats and vulnerabilities



● One Security Operations Platform 
streamlining daily operations with converged 
SecOps capabilities delivering comprehensive 
protection and efficiency.

● One Data Architecture, unifying every 
endpoint, identity, cloud, 3rd party data 
source for seamless integration, 
comprehensive visibility, speed, and scale.

● One User Interface with centralized security 
operations workflows to enhance security 
posture and enable rapid threat detection 
and response.

Singularity AI SIEM
Simplified, Autonomous Security Operations





Sentinelone.com
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