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Cybercrime & State-Based Actors

Operators

Tool Creation,
Negotiations,
Experts

t I o $500-$10 . 000

Partners/Affiliates Money Launderers

Exploitation & Attack Execution
Revenue Sharing

Distribution &

“For health and safety reasons, we'll be Dep 1oyme nt
transitioning to cyber crime.”
| s
Recruiters Forums/Markets Support Staff Monetise Forum Access
- Services Remote Access
& Services/Offerings

Providers Products
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Operatives/Mules Initial Compromise

Technical
Specialists
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"%EE Brokers
Buyers Channels
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As a Service Offerings — Subscriptions

Lumma Stealer
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Tariff plans

$250

For mass spills
Viewang and uploading logs
Log analysis 1ools
Tratfic analysis tools

Proactive Delense Bypass

Choose a plan

Answers on questions

cvial s your Lakeaway ¢

$500

To strait with Googla

Lag analysis 1o

Viewing and uploading logs

(RS
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$1000

For point spills

Viewing and uploadmng logs

Log analysis 1o0s
Tratfic analysis tools

Proactive Defense By pas:

Lhoose a plan

% Report a bilig

$20000

Styler and panel source coda
Styler source coda
Fanel source code

source code f'or all plugins
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Cyber Crime Ecosystem

ACTORS
Those who lurk beyond the shadows of the Darknet

Public

000 /—0 Politically Oppressed
——= Socially Disenfranchised
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Terrorists

Political
Government Dissent
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Directly connecting users from Australia
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Delivery & Denial of
Distribution

CRYPTOCURRENCY
Greasing the wheels of the Darknet
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Global Scale Espionage & Layers of Cybercrime

 Derivative Attacks  Ransom Attacks
 Supply Chain Compromise « Compromised Credentials
e Critical Infrastructure « BEC, Scams & Crypto
« Human Based Exploits « Deep (MFA) Phishing/Bots
E?El
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ACSC ertinz

Australian Signals Directorate Cyber Security Centre

90 Incidents 1537 Incidents
(June 2624) Q1 2024)

Up 7.1% since May ) s
2024 Down 19% since Q4 2023

Phishing and credential harvesting 699
Databreach
Scams and fraud 487
Wire Fraud
Unauthorised Access Unauthorised access 166
Other 101

Scanning or Reconnaissance

Ransomware Malware 31
Phishing Email Website compromise 25
Malware

Ransomware 12

Malicious Interaction o
Suspicious network traffic 4

Denial of Service (DoS) of .
Denial of service 3

Business Email Compromise

Botnet traffic 1

Brute Foroe Activity

C and C server hosting 1

o 200 400 Goo oo

o~ :
< SentinelOne






The trend to Chat Services

=  Telegram
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Wy = = 2wy Telegram reached 950 million monthly
ac:tive users — up from 900 million in the spring. On track
for ONE BILLION! =
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Chat Services & Cyber Crime

Telegram founder vows to tackle ‘illicit activities’
following French arrest

° S p r e a d 1 n g m a lwa r e Pavel Durov acknowledges criminal elements on Telegram and announces changes to moderation
on the platform.

- Hosting malicious content B vt - o 095ep 2001

- Sharing phishing tutorials Mlence ot tastweek promeing hanges o Telogrants

platform to fight “illicit activities that, he says, are
creating a bad image of the platform.

. Controlling malware
- Facilitating credit card theft
. Exposing user information

. Developing AI-powered tools for cybercrime

Immediate - Secure - Real-Time - Communities
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Posted on November 16, 2022 at 19:03:23 UTC

Q_ Search for a Product

] X | Username: P4 I8
. | Password: ||
Hot Products ' |
| Date: 2022-09-24 09:15:48am

: : sy stcen
| Browser: Mobile Safari
S | Os:ios
I K T THE ICONIC . | Location: Sydney, Australia
| IP Geo: http://www.geciptool.com/?IP=49."
R . | User Agent: Mozilla/5.0 (iPhone; CPU iPhone OS 14_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.0 Mobile/15E148 Safari/604.1 Suncorp [HITTING INSANE]

i i i ======== MyGov Details ========
Ticketek BeforePay The Iconic Chatime AU
| Full Name:

T T T | Email: s @live.com.au

| Phone:

|
swcore C

11208313

Lxmnce Class

c \
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© FRESH SUNCORP RESTOCK W/ PHONE

| DoB: UZ. #1998 NUMBERS "’
|
| AEEIEERT « LOGIN & HIT ON THE (APP)
BOQST goget ' | City: Gosford - USE THE PHONE NUMBER PROVIDED TO
’ CASHOUT §
Officeworks | Visa/Mastercard [20X] - price: 4.58 + Combugpe | Click Here
; ' 4:256¢ wll @ 3% - P Uska Covedol
Officeworks | Visa/Mastercard - price: 8.5$ _ : * Pay Using Crypto! PLEASE NOTE!!!
Off A Ex 158 If you are not ready to order then do not write us please, and all the
ceworks | American Express - price: < 128420 OTP BOT ] information on how to get a license or passport it is well detailed on the
Officeworks | $1000-$1500 Credit Limit - price: 140$ . bot = channel so we would not answer questions not related to the task. Find
o below what is required of you.
Officeworks | $500-$1000 Credit Limit - price: 808 /CALL E 4:24 PM v/
HOW TO PLACE YOUR ORDER
Officeworks | $1500-52000 Credit Limit - price: 2008 Awesome, Let's start ; )
Officeworks | $2000-$2500 Credit Limit - price: 2408 | JAll Payments via Cryptocurrency Bank Transactions
Officeworks | $2500-$3000 Credit Limit - price: 280$ Reply with the number of the service you would First name. &
_ ) like to get infos for? Second name. ¥
Officeworks | $4000-S5000 Credit Limit - price: 3808 Officeworks Date of birth. ¥
: . "? e ) N
Officeworks | $3000-$4000 Credit Limit - price: 3508 1. i1 BANK {3} dook : oy . o
Off ks | €900 _CEAN Fradis Lim! imas D ~CITI h - OTP BOT @ - Passport size photo.§
ceworks | : CITI Bank, Chase, etc < bot (=) Signature on a white shit of paper.. i
Officeworks | Maximum four working days for the license to be out. §
2. @ sMs BYPASS “§ Reply with the bank name i Contact
Officeworks | - ~ Email bypass ~ (e.g. chase ) Zelq_;lra— Afeanl, Aan 1e
: . i mail : bgms © 118:30 am
Officeworks | . . ~ Phone & Number ~ i
village Ginemas . A : ~ Bank~
3. ffl PAY =& Bank Of America , ., ., , . _—
~ Apple Pay, Google pay ~ : 3 A
Calling in 20 seconds .... % /}/’Z f”“
| | |
Back To Top m u
4. i ACCOUNT CaIIing*ﬂ +1 (41 _-9963 Signature of Holder /V.va\togu Kaipupuri

~ Coinbase, PayPal, Cash App, Instagram, Etc ~ From > 405Gaui7

Chase f .... = = \\wur""",
-

5. 4 CARD -
. , : On Call ( +1(408 EEENUES )
~ == Debit or credit details == ~ e ik ) =
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S i BANks (@, g
o £ o MYV ~pay~ { :
Rigesone, PIN is 3342 '
Reply with the Victim Number | ~pay~ Bt
| (eg: +1(205) 336-7698, +44 7360 272439 ) Ended.
(i Call again ? & s
| (Reply Y or N): e
I ~Bank~ | (Reply ) i
| 4 | ™
sy = = - =Y L B SET . . 3 e
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The Credential Economy

s SentinelOne
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Monetise

Base Collection
Test and Package

Packaged on
Automated Online
Marketplaces

Cred Stealers

Combo lists Account Checkers,

Brute force
Software,
Rentals/As a Service
Proxies/VPS
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REDGlade
Local
Feb 14, 2020
88
26
249

SECURITY RESEARCH

Predator Al | ChatGPT-
Powered Infostealer Takes
| would like to present you a stealer tailored for convenient work with logs. Collects the most popular information for v Ai m (]-t Cloud Platforms

' o N .

If you purchase HP FORUM OR WARRANTIES OF THE FORUM 20% DISCOUNT FOR ALL KINDS !
SERVICES

Write only, and only here i« and require confirmation by PM Forum

in all areas. The program was written taking into account all the wishes of people who are professionally involved in th

field of carding. e
& ALEX DELAMOTTE/ # NOVEMBER7, : N

f' 2N

Build features:

1) Collects from browsers:

a) Login and passwords

b) Cookies

c) Autocomplete fields

d) Credit cards

2) Supported browsers:

a) All Chromium-based browsers (Even Chrome latest version)

b) All Gecko-based browsers (Mozilla, etc.)

3) Collecting data from FTP clients, IM clients

4) Customizable grabber file by criteria Path, Extension, Search in subfolders (can be configured to the desired cold

wallets, steam, etc.) * A new malware #stealer known as "Ada
5) Sample by country. Configuring the blacklist of countries where the build will not work Stealer" has surfaced on multiple #Darkweb

6) Configuring anti-duplicate logs in the panel . .
7) Gathers information about the victim's system: forums in October 2024. It first appeared L

-
B

P the Cracked forum on October 1st, and then
Country on October 9th, 2024, it was spotted on other
City #darkweb forums. Here's a rundown of the

Current username features of the Ada Stealer as shared

HWID (Screenshot#1):
Keyboard layouts

Screenshot of the screen Screen .
e **Ada Stealer Overview**:

resolution

Operating system - "Ada" is an undetected stealer now public
UAC settings after a year of private use.

Is the current build running with rights administrator - Operations are currently managed via
User-Agent

Telegram, but a custom panel is under
development.

- Every stub is heavily obfuscated, and group
chat links are protected by a server to prevent
direct reporting.

- User data is stored in memory, leaving no
system logs behind.

- Supports both Chromium and Gecko-based
browsers, including lesser-known browsers.

- Captures browser logs that contain Cookies,
Passwords, Credit Cards, and Autofills.

- Steals data from over 80 crypto wallets,

Information about the components of the PC (video cards, processors)
Installed antiviruses




RedLine Takedown and Arrests (Maxim Rudometov)

OPERATION MAGNYS

On the 28th of October 2024 the Dutch National Police, working in close cooperation with the
FBI and other partners of the international law enforcement task force Operation Magnus,
disrupted operation of the Redline and META infostealers.

Involved parties will be notified, and legal actions are underway.

Maxim Rudometov

Figure 5: Comparison photos of Maxim; from VK profile (top-left), advertisement for C# stealer training (top-center), an Apple
account registered by the Yandex Email Account (top-right), and dating profile (bottom).

Makcum Pyapoméros (navi_ghacking)
nepconanewed ropoceon [
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Maxcum naiixnya 89 uenonex, ncero naixkuyn: 105 gorox

' Eie HUKTO He npiaHancs o asobnm, Gyere nephis
» 0:00/0:50 Moaywia: 668 Aaikon ot 481 Scroneka.

Jaxaaua 8 VK: 12.06.2015 10:02:40

oOHomHIL

Crpamsiya: hup://yourmoneyforppl.blogspot.com

J1€Hb pOAAEHHA - Juen

[Noamucunxos: 3737 yenosex

Mogmucancs: 175

Hpy3eii: 55

Npodmas saperncrpuposan: 11.04.2012 10:11:35
B cemn: 9 qer.
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P~ = o Potorpagiit: 9
purie @B (®) © .0 & HENCA . e

Federal Police National Crime Agency
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OPENBAAR MINISTERIE
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From Targeted to Automated
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Evolution of Security Operations

Early 2000's
Basic Log Visibility

Tool Explosion and Complexity

2016 to Today

Security Automation
Playbooks and Integrations

s SentinelOne

2010
Log Platforms and Scripts

Very little detections

2015
Ad-Hoc Automation

Rules Libary

19



Very Happy

Happy

Neutral

Frustrated

Very Frustrated

3 SentinelOne

Proactive Threat

Triage Investigate Respond Remediate Hunting
The Frustrating “Day in the life”
of a Security Analyst

17 HOUR DAYS?

! 5+ HOURS
o 5+ HOURS 2+ HOURS rimvm@r — — —
N
\\--”’ \.\ /’§\\\ ///
N 7”7



Auto-Triage Auto-Investigate Auto-Respond Auto-Remediate ProacHtulnvtelnTghreat

Minutes to hours

Very Happy '\
/\ /
\ /
Happy
The Better “Day in the life”
of a security analyst
Neutral
2N 3 hours -
N\ P ————
Frustrated > ~ . _ P 7
~ e \ y = ~ - _ -
N\ 7 S -
\ Vg
N 2

Very Frustrated
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SOC Challenge and Al Assistance

= Incomplete = Anomaly Detection = Ambiguous Alerts = Slow Response = Groundhog Day
Visibility :
= Multi Signal " Query Complexity » Limited Automation
= Normalisation Detection , ,
q } = High Skill
Threshold

= Poor Prioritisation

= Limited Hunting

Data Ingestion @ Analysis }é Investigation @ Action @ Improvement

= Rogue Detection of * Behavioural = Contextual Awareness = Decision Support = Self-Improvement
data sources Analysis
@ = Natural Language = Automated Response
J’ = Intelligent Parsing ™ Automated Queries
Correlation
" Guided
* Threat Intelligence Investigations

= Risk Assessment

~ _ * Guided Hunts
< SentinelOne 22



Reimagining the Way the SOC Works

Incident Response

Accelerates incident responses
with automated playbooks

Automated Workflows

Reduces manual intervention

AI-Enhanced Alerts

Identifies patterns and
anomalies

s SentinelOne

Ingestion

Detect threats on ingestion.
Use connectors for expanded
visibility. OCSF Native
support.

Dashboards

Provides comprehensive views
of events

Threat Intelligence

Stays up-to-date on the latest
threats and vulnerabilities

23



Singularity AI SIEM

Simplified, Autonomous Security Operations

e One Security Operations Platform
streamlining daily operations with converged
SecOps capabilities delivering comprehensive
protection and efficiency.

e One Data Architecture, unifying every
endpoint, identity, cloud, 3rd party data
source for seamless integration,
comprehensive visibility, speed, and scale.

e One User Interface with centralized security
operations workflows to enhance security
posture and enable rapid threat detection "
and response. nified Analyst

Experiences

3 SentinelOne



Singularity Plotform

SECURITY OPERATIONS

< Singularity Al SIEM

ENDPOINT

Gartner
A LEADER

s Singularity Endpoint
N
\ CROWDSTRIKE FALCON

SE MICROSOFT DEFENDER

DATA INGEST

—— HYPERAUTOMATION

CLOUD

2
s Singularity Cloud Security #C:N “

WIZ wiz (CODE, CLOUD, DEFEND)

......................

<‘ PRISMA CLOUD

---------------------

.........................................................................................................................................................

IDENTITY
A 2 B

< Singularity Identity

NETWORK
S b

UNSTRUCTURED
DATA & LOGS
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