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Why Threat Actors Like Domains
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DNS IS OMNIPRESENT

Use reputation of stolen domain to distribute emails
Mimic sites to extract credentials

Trick users into high-risk actions

Hide behind complex mesh of domain names and redirections

900/ of successful cyber-attacks start with a link or
O webpage that looks legitimate - CISA 2024
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HOW DNS GETS ABUSED

MALWARE, C2, DGAs, DoH

SolarWinds SUNBURST Backdoor DGA And Infected Domain
Analysis
AOAA

( Business Enterprise

Getting strange ‘missed call’ SMS messages?
Here’s how to avoid the Flubot

If you’ve been receiving some strange, garbled SMS messages mentioning a missed
call or voicemail recently, you’re not alone. The messages are generated by malware
called Flubot, which spreads via SMS and can infect insecure Android phones.
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C2 OVER DNS OVER HTTPS (DOH)

FLUBOT

Android banking trojan - Dec 2020 )

Masquerading as a courier delivery service app or
a voicemail app

Getting strange ‘missed call’ SMS messages?

Here’s how to avoid the Flubot

(DGA) tO reSOIVe I P If you’ve been receiving some strange, garbled SMS messages mentioning a missed
of C2 server call or voicemail recently, you’re not alone. The messages are generated by malware
called Flubot, which spreads via SMS and can infect insecure Android phones.

Time-based DGA generates 5,000 domain names,

7 11

all 15 characters long using“.ru”, “.su” or “.cn” TLDs

(DoH) used to establish

What you see:

yacwryqgiccwhlvm|[. ] ru

https://blog.f-secure.com/flubot_doh_tunneling/ infoblox



HOW DNS GETS ABUSED

DNS TUNNELLING, DATA EXFILTRATION

securityaffairs

B1TXOR20 LINUX BOTNET USE DNS TUNNEL AND
LOG4) EXPLOIT

BLEEPINGCOMPUTER

NEWS ~ TUTORIALS ~ VIRUS REMOVAL GUIDES ~ DOWNLOADS v

ty > Windows POS malware uses DNS to smuggle stolen credit cards

Windows POS malware uses DNS to smuggle stolen credit cards
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DATA EXFILTRATION OVER DNS

d Disruption

VISA
ALINA POS e

ALINA POINT-OF-SALE MALWARE CLASSIFICATIONS
Distribution: Visa Iss ors and Acquirers

Summal

File Name bcastdvs.exe / OneDriveUi.exe

Source Virus Total

MD5 d000bd7c56811eec4067a4b7401bcb38

SHA1 f5e89c72f62ea9a51161b2e1407c719903308e41

SHA256 c55b2f3b67108a58c4cb81¢3550115956cb07139e39a37ce9eb57ff4fb41d832

SSdeep 3072:VV3QHwn7YMzN5bkFxuy3U7qzxyeeiY5ddfkiuy4TwROrHB1O5NVyT8:D7f3kFwzqz8e/YHPuLTzOfVyg

Note Alina POS Malware (DNS Variant) ;

Sample 4

DNS zuzndv_EkO7I50X86-SH-umQm5DjxNney8bG.analytics-akadns[.Jcom - .

Request(s) yczA8vzDkO7|50X86-SH-umQm5D53svY3g.analytics-akadns[.Jcom e S R DS S
yczA8vzDkO7150X86-SH-umQm5D6w8TN.analytics-akadns[.Jcom
yczA8vzDkO7150X86-SH-
umQm5CQ2sXZhM_Sz5CQmZycmZ2dkpmTkpOemJ2cl5.iYm5uYmpuampgampgbk5Smam5qa
mpgampKdnZgamg.analytics-akadns[.Jcom

| |
encoded data in subdomain

https://usa.visa.com/dam/VCOM/global/support-legal/documents/visa-security-alert-alina-pos-malware.pdf ihfoblox



DATA EXFILTRATION OVER DNS

DNS QUERIES BYPASSING PERIMETER CONTROLS

yczA8vzDkO7150X86-SH-umQm5CQ2sXZhM_Sz5CQmMZycmZ2dkpmTkpOemdJ2cl5.iYm5uYmpuampgampgbkbmamSgampgampKdnZgamg.analytics-akadns[.Jcom

Download CyberChef ¥
Operations
Search...

Favourites

Data format
Encryption | Encoding
AES Encrypt

AES Decrypt

Blowfish Encrypt
Blowfish Decrypt

DES Encrypt

DES Decrypt

Last build: 3 months ago - Version 10 is here! Read about the new features here

N N

Recipe

From Base64
Alphabet

A-Za-z0-9—_

Remove non-alphabet chars

[] strict mode

Auto Bake

Options €& About / Support (@

Input + 028 =

yczA8vzDk07150X86-SH-
umQm5CQ2sXZhM_Sz5CQmZycmZ2dkpmTkpOemJ2c15. iYm5uYmpuampgampgbkSmam5qgampgampKdnZgam

g

mec 103 = 1 Tr Raw Bytes <« LF

B0 @E

cfjXVi:DONOVAN-PC:1::pos.exe:|366377839894276-221120100000019301000000877000

Output /x

AMERICAN EXPRESS

p——
3

LN \
3bb3 '(ﬁé%j 421k
o =
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HOW DNS GETS ABUSED

PHISHING, LOOKALIKES

. ghacks.net

Home VPNs Windows 2 Frank van der Meer (MSc)

\ 1)

S\ IMPORTANT coount
compare :
Goo g [ M bless parking v
alread' Spot the Difference? B
. Yllopqy

- .
\aybankZu.ggHm S not the same ;

Maybank2u.com

Citibank com isn
== R.LOm ot the same
Citibank.com "
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NEW DOMAIN CHALLENGE

"/ERO-HOUR PROTECTION AGAINST QUICK-STRIKE ATTACKS'

Attacker registers many domains in
advance

Strategic timing and parking of domains

Uses a domain for malicious purposes for
a few hours or a day and then switches

Lag between domain registration and
propagation in DNS infrastructure/WHOIS

Gap being exploited!

Newly Observers Domain (NOD) Protection Starts

. . I
. .
. .

Domain :
Registered .

First Resolved Detected and Blocked by
First Security and WHOIS
Vendor

infoblox



HOW DNS GETS ABUSED

ADTECH, TRAFFIC DISTRIBUTION SYSTEMS (TDS)

infoblox

Banking passwords stolen from Australians

FROM CLI ol e Yo LTy =101 ol [\[c .\ Te IV NTaJ [\ | 2rebeing traded onlineby cybercriminals
MALICIOUS TRAFFIC DISTRIBUTION SYSTEMS  |[[EEESEE

Cyber Security

€9 - - ~
Grons sty > - .
EN d .
asics rotect yoursel reats r esources for Business an
lerts and advisories > The silent heist: cybercriminals use informatiol r malware to compromise cor
passwords '
lonline o

The silent heist: cybercriminals use
information stealer malware to
compromise corporate networks
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TRAFFIC DISTRIBUTION SYSTEM (TDS)

Visitors

2 e

Victims

<

Publishers

Malicious
Publishers

/e

Advertisers

r
@ Travel
E Retailer
) Apparel

\E pp )
Malicious

Advertisers
-

Fake AV
Gift Card Fraud

Crypto Scams

\_

Attackers can’t use Google AdSense

So they use a malicious TDS to deliver
to
while remaining

Operating since 2015,
registered unique domains, using
and rotates of
domains per day

Infoblox tracks
in including
Vextrio Viper

infoblox



TRACKING TRAFFIC DISTRIBUTION SYSTEMS (TDS)

O,

What

Danger

system
Redirections via DNS Infrastructure
Available For Lease (6 usD/Day per site)

Malicious Sites from Threat
Researchers

Target “ " Victim

Security Controls
Fast Changing via Domain Rotation

Hard to Take Down. Lifespan of +5 Years.

Threat
researchers

A A AN A
AL NN

/NN /AN

\ AN NS

/NI N /N
oy Y

Clean Site
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HOW DNS GETS ABUSED

DANGLING RECORDS, LAME DELEGATIONS

KrehsonSecurity

In-depth security news and investigation

Don't Let Your Domain Name Become a

“Sitting Duck” The Hacker News

# Home = Newsletter '™ Webinars

July 31, 2024
Hazy Hawk Exploits DNS Records to Hijack CDC, Corporate Domains for
Malware Delivery
) May 20,2025 & Ravie Lakshmanan

Seard
TechTarget Sec

Home > Threats and vulnerabilities i ————
| 4| Hijacked cloud || ’-=
resources |, '
= : '
. '

' source:
NEWS : /\ 1
1 A -

Infoblox: 800,000 domains vulnerable to hijacking attack

( Hazy Hawk |
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Cl

ABUSE OF HIGH REPUTATION DOMAINS

STEP 1 g

Legit site owner

oud app, forgets CNAME Record
CNAME Entry
ahbazuretestapp.cdc.gov —

Cloud provider removes
internal
CNAME records

e e e T B T R e e

( 1
: ahbdotnetappwithsgldb. azurewebsites.net !
S e e e e e e e e e e P4
s - TTEEEEEEEEEEEEEEEEES N
[ 1
| |
1 |
1 |
1 |
| |
| ]

. 13.75.34.176

STEP 2

Actor domain with cloud
provider, and

CNAME Entry

ahbazuretestapp.cdc.gov

Cloud provider internal
CNAME records pointing to

ahbdotnetappwithsgldb. azurewebsites.net

STEP3 (&

Search engines discover high-reputation
domains (cdc.gov) with

CDC
1dayago !

©

+[Here's Way To Watch] Liverpool v Wolves LIVE ...

With or without Arne Slot on the touchline, Liverpool's pursuit of Premier

League stardom continues when Wolverhampton Wanderers stop over at
S > i

Anfield on

STEP 4

Visitors are tricked into and
rerouted into malicious advertisements, scams

Nindows Update
Possible network damages from

Turn on your Firewall EUtERtalk e Rt NEHOWH

Your Data Exposed to Risk:

it card details and
ilr'.(.c.-mlatlon: . = Microsoft
Support:

mediately to report this threat, pre

lock access to this device. +1-347-775-3400
Ipline: +1-347-775-3400 (Securitt  (Security TollFree)
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DANGLING CNAMES

Indicator DataType Threat Class Threat Property Detected DataProvider
» - tmca-digital.com.au HOST Policy Policy_DanglingRecord 2025-07-17T710:40:55.622Z Infoblox
1.tmca-digital.com.au HOST Policy Policy_DanglingRecord 2025-07-17T710:40:55.622Z7 Infoblox

itity.tmca-digital.com.au HOST Policy Policy_DanglingRecord 2025-07-17T710:40:55.6227 Infoblox

1.vic.gov.au HOST Policy Policy_DanglingRecord 2025-07-16T710:40:41.605Z Infoblox
.fmgl.com.au HOST Policy Policy_DanglingRecord 2025-07-16T710:40:41.604Z Infoblox
~.vic.gov.au HOST Policy Policy_DanglingRecord 2025-07-17T710:40:55.622Z Infoblox
integritylife.com.au HOST Policy Policy_DanglingRecord 2025-07-17T710:40:55.621Z Infoblox

infoblox Dossier™

Threat Research Portal

Al . .vic.gov.au

First Seen: 07/16/2025 Last Active Threat Detection: 07/16/2025

| Related Domains (>
Related Domains will show domains that have been tied to this indicator based on many possible associations such as malware that uses multiple domains.
Related IPs O DOMAIN LAST REPORT SOURCE CNAME
|vic.gov.au. 07/19/2025 PDNS - .cloudapp.azure.com.

infoblox



Using the Domain Name System for
Threat Detection & Response
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DISRUPTING THREAT ACTORS WITH DNS

DNS GETS - AND

Cybercrime Operations Chain

Bad Actor Sets
up Infrastructure

Bad Actor
Configures DNS

Bad Actor
Registers Domains

And Deploys

Attack

Analyse domain related
data to identify suspicious
and malicious domains

Block before an incident
occurs

Tracks threat actors as they
create new resources

Reactive

Block at the the first
query

Traditional Security Tools

i

NGFW

-
@ O

Web Gateway

infoblox



DNS BASED THREAT INTEL

USING DNS FOR THREAT HUNTING - DNS MINUTIAE PATTERNS

Registration g CD Name Servers

Time, Date, Registrar... / N\ / Location, Reputation, ...

Query Distributions ' m Hosting
. . .7 —. . . .
Regions, Verticals, Volume ... -2 Domain Provider, Location, ...
DNS Responses —m  Domain History
L =

Resolver, Region, Variety ... < Appearance in Malicious Campaign

Name Features Domain Prevalence
v/ e— —e ({0}

Similarity, Usage of Known Brands Domain Usage, Associated Systems, ...

infoblox



DETECTION BEYOND SIGNATURES AND REPUTATION

COUNTERMEASURES FOR SOPHISTICATED TECHNIQUES

crn123-45-6789a.baddomain.com

Signature Reputational
Detection Detection

crn123-45-678%a.baddomain.com  DOBO01-01-82.baddomain.com 123PixieWay.baddomain.com  Jane-Smith.baddomain.com

Behavioral
Detection

infoblox



HIDDEN CHALLENGE OF PROTECTIVE DNS

Just blocking at the DNS layer is simple! —

Source and apply threat intel designed for DNS

Analyse DNS queries and responses for ALL record types —

User and device attribution - who, what, where?

infoblox



COUNTRIES, GOVERNMENTS AND PRIVATE SECTOR ARE
ADOPTING PROTECTIVE DNS (PDNS)

ASD INFORMATION SECURITY MANUAL (ISM)

Australian Government
* Australian Signals Directorate
Protective Domain Name System Services

A protective Domain Name System (DNS) service can be an effective way of blocking requests made by an organisation’s
users, or malicious actors on an organisation’s network, to known malicious domain names — either as part of an initial

compromise or subsequent command and control activities. DNS event logs captured by a protective DNS service can
also be useful for investigating any exploitation attempt or successful compromise of a network by malicious actors.

In selecting a protective DNS service, many commercial offerings exist. In addition, the Australian Signals Directorate
(ASD) also offers a free protective DNS service for all levels of government.

Control: ISM-1782; Revision: 1; Updated: Dec-22; Applicability: All; Essential Eight: N/A
A protective DNS service is used to block access to known malicious domain names.

https://www.cyber.gov.au/resources-business-and-government/essential-cyber-
security/ism

infoblox



NIST SPECIAL PUBLICATION - PROTECTIVE DNS

NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY
U.S.DEPARTMENT OF COMMERCE

NIST Special Publication 800
NIST SP 800-81r3 ipd

Secure Domain Name System (DNS)
Deployment Guide

Initial Public Draft

Scott Rose
Wireless Networks Division
Communications Technology Laboratory

Cricket Liu

Ross Gibson
Infoblox Inc.

rge from:

April 2025

https://csrc.nist.gov/pubs/sp/800/81/r3/ipd

506

Employing Protective DNS

Protecting DNS Protocol

Protecting DNS Service and Infrastructure

infoblox



LEARN, VALIDATE AND EVALUATE

STEPS TO BETTER UNDERSTAND HOW DNS IS BEING ABUSED IN YOUR NETWORK TODAY!

: Customer enablement initiative, 2-4 hours to teach
customers how DNS is used by malware, understand the role of DNS in modern cyber
threats

. Real Time customer traffic analysis (captured data), to detect
Insights into potential malicious DNS activity like attacks, threats, content and brand
reputation

: Quick review by using simple DNS queries to assess a company
DNS security posture and identify potential gaps including data exfiltration and infiltration

infoblox



Thank you infoblox



	Slide 1: From Vulnerability to Vanguard Reinventing DNS Security
	Slide 2
	Slide 3
	Slide 4: HOW DNS GETS ABUSED
	Slide 5: C2 Over DNS OVER HTTPS (DOH)
	Slide 6: HOW DNS GETS ABUSED
	Slide 7: DATA EXFILTRATION OVER DNS
	Slide 8: DATA EXFILTRATION OVER DNS
	Slide 9: HOW DNS GETS ABUSED
	Slide 10: NEW DOMAIN Challenge
	Slide 11: HOW DNS GETS ABUSED
	Slide 12: TRAFFIC DISTRIBUTION SYSTEM (TDS)
	Slide 13: TRACKING TRAFFIC DISTRIBUTION SYSTEMS (TDS)
	Slide 14: HOW DNS GETS ABUSED
	Slide 15
	Slide 16: DANGLING CNAMES
	Slide 17
	Slide 18: DISRUPTING THREAT ACTORS WITH DNS
	Slide 19: DNS BASED Threat Intel
	Slide 20: Detection beyond signatures and reputation
	Slide 21: HIDDEN CHALLENGE OF PROTECTIVE DNS
	Slide 22: COUNTRIES, GOVERNMENTS AND PRIVATE SECTOR ARE ADOPTING PROTECTIVE DNS (PDNS)
	Slide 23: NIST Special publication -  PROTECTIVE DNS
	Slide 24: LEARN, VALIDATE AND EVALUATE
	Slide 25

