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The State of Al in DevSecOps

What are we working on at GitLab?

Al in DevSecOps

Challenges & Emerging Capabilities




Where are we? A Primer

June 2017

A small team in Google
publishes “Attention is
All You Need".

The paper introduces
the “Transformer” neural
network architecture.

Nov 2018

Tabnine launches, the
first code completion
engine powered by a
large language model.

It's powered by GPT-2,
the latest LLM by
upstart Al company
OpenAl.

June 2021

GitHub announces
CoPilot, bringing LLM-
powered code
suggestions to the
mainstream.

Raises many questions
about legality,
copyright, IP protection,
and proper use.

June 2023

GitLab announces
GitLab Duo,
emphasising an
approach that applies Al
holistically to Software
Development.

Privacy, IP, and
Copyright protection are
core features.




Our Approach at GitLab with Duo
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How we differentiate

Transparency and \S\
privacy first

GitLab Duo does not use your proprietary
code as training data. The vendors we work
with also do not train models based on
private GitLab data.

Our publicly available documentation

describes all Al models used by GitLab Duo
and how we're using your code base.
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of C-levels and VPs said
privacy and protection of
intellectual property are
important when evaluating
an Al tool or feature
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How we differentiate

The right LLM for
each use case

All LLMs are not created the same - using the
right model for each use case is key to giving
you a competitive advantage.
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Al will be just as crucial as the
cloud in providing customers with a
genuine competitive advantage
over the next five to 10 years.

Ritu Jyoti

Group vice President for
Al & Automation Research
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@ GitLab

Al-Power¢

Developing
Features
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DevSecOps workflows
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What to expect from Al
Challenges & Trends



Current Challenges

What's the world record for crossing the english channel on horseback?

< 3/8 >

Hallucinations are still a problem... ->

@& ChatGPT
As of my last update, there isn't a recognized world record specifically for crossing the English Channel

M (@) d e I S are SIOW an d expe n Sive to run a t on horseback. The challenge itself is highly complex and has a variety of safety and logistical concerns,

which is why it's not a commonly attempted feat. However, there have been instances of individuals

th e m O m e n t attempting and completing this journey, usually with careful planning and support teams to ensure
* safety.

O Al on the ‘edge’isn’t viable yet. ® v

. Provide some detail about one of the attempts
O Inference is slow.

@ ChatGPT
O S O m e u S e Ca S e S a re n ’t e Co n O m | C a I I y One notable attempt was made by Zara Tindall, a British equestrian and member of the royal family, in
2006. She undertook the challenge as part of a charity fundraiser for the International Group for
. Equestrian Qualifications. Zara rode her horse Toytown, an accomplished eventing horse, for the
viable.

crossing. The journey took around 9 hours, starting from Dover in England and ending at Calais in
France.

® Fine tuning is difficult, expensive, and

This attempt gained significant attention due to Zara's status and the uniqueness of the feat. It

highlighted the bond between horse and rider, as well as the physical and mental challenges involved in

re q u i re S CO nti n u O u S i n Ve St m e n t . such a long and demanding journey across a busy waterway.

PSP

@® Limitations on context window (“memory”)
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Where are we headed?
What are we working on?



Improved Reasoning

Scaling up transformers seems to be working!

“Smarter” models unlocks higher-value assistance.
® Vulnerability remediation with Al merge
requests
O More secure code.
@® Better code suggestions
O More productive developers.

® Enables agentic workflows

GitLab Copyright




Open Models Gaining Ground

Al for everyone!

® Self-hostable Al workflows

O Al with Privacy & Performance
® Reduced Costs

O More Al-assisted workflows.
® Al at the Edge

O Al within your editor, within your

terminal, etc.

GitLab Copyright




Improved Context Lengths & RAG

Improved memory, better one-shot learning, more
specific assistance.

@® Suggestions based on your codebase &
standards
@® Better ‘one shotlearning’.
O Utilise organisational standards.
@® Directs users to your documentation

O Acts almost like a search engine.

GitLab Copyright




Tool Calling & Agentic Workflows

Al is learning to walk after it already learned to talk!

@® Take action based on specifications. “No code”.

@® Interact with outside tools

O Interact with code editors, write and
execute pipelines.

® Self-remediating capabilities

GitLab Copyright



In Summary

@® Models are rapidly improving and the right strategy is to
build for the future.
® We're only at the beginning! Things are changing fast and
we need to build together to find the right use cases.
@® At GitLab, we're community focused and iterating rapidly.
Partner with us!
Al is going to be everywhere. Make sure you're surfing the

wave.
g Paul Graham

-

It's hard to predict what Al will do to the world, but that's all the more
reason to learn to program. Al may churn up any industry, but the
programmers have the best chance of surfing on this wave instead of
having it crash on their heads.

GitLab Copyright



« GitLab PP s
Wednesday, June 19, 2024

GitLab Connect Canberra, AUS




W@ GitLab

Thank you

Come and talk to us about your Al strategy
at the booth!

Partner with us and let’s surf the wave
together.

Connect with me on LinkedIn ->
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