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❖ First social commerce platform in 
Indonesia

❖ Aims to solve economic inequality 
across cities for Indonesia’s future 
economy 

❖ An agent-led commerce that enables 
community leaders to become 
retailers within their communities.

❖ ISO 9001:2015 and 27001:2022 
certified  

❖ One of the top YC companies

What is SuperApp (YC W18) ?



SuperApp Business Units

40k Warungs /Agents 40+ Principals / Brands10+ Warehouses & Logistics



SuperApp Business Units



Challenges

Growing complexity of Apps and 

ERP increases security risks

Fast-moving teams and limited 

resources challenge best practice 

adoption

Reactive security is no longer 

enough
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From Reaction to Resilience: Our Security Shift
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Challenge How We're Addressing It

Growing complexity increases attack surface We adopt a secure-by-design approach by 

embedding security reviews, IaC scanning, and 

secure coding into our development and 

architectural processes.

Limited resources vs ideal best practices We prioritize scalable and high-impact practices 

such as IAM policy enforcement, container image 

scanning, and integrated controls designed to work 

within our delivery pace and team capacity.

Reactive model is no longer enough We are shifting toward a more proactive security 

posture by integrating custom alerting, lightweight 

observability, and periodic threat assessments into 

our operations.



Navigating Implementation Challenges: Secure-by-Design

Requires mindset shift across engineering 

teams (case mengubah mindset)
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Everyone involved in the engineering process needs to change 

how they think about security. Instead of considering security 

as an afterthought or an add-on, it should be integrated into 

every part of the development lifecycle.

How we're addressing it:

● Training and Awareness

● Leadership Support

● Incorporating Security in Design

● Feedback Loops



Navigating Implementation Challenges: Secure-by-Design

Requires mindset shift across engineering 

teams (case mengubah mindset)
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Secure-by-Design Implementation



Navigating Implementation Challenges: Secure-by-Design

Balancing between delivery speed and 

review depth
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On one hand, teams often need to deliver software rapidly 

to meet business demands. On the other hand, skipping 

or rushing the review process can introduce 

vulnerabilities, defects, or suboptimal solutions into the 

system.

How we're addressing it:

● Prioritize Critical Reviews

● Automated Code Reviews

● Incremental Reviews

● Establish Clear Review Guidelines

● Iterative Development



Navigating Implementation Challenges: Secure-by-Design

Balancing between delivery speed and 

review depth
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Secure-by-Design Implementation



Navigating Implementation Challenges: Secure-by-Design

Tooling gaps or learning curve on secure 

practices
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Many security concepts and technologies can be 

complex and unfamiliar to developers, especially if they 

have not had much experience with secure coding or 

vulnerability management.

How we're addressing it:

● Invest in Security Tools

● Tool Integration

● Training & Workshops

● Mentorship or Expert Support

● Document Security Best Practices

● Gradual Adoption



Navigating Implementation Challenges: Secure-by-Design

Tooling gaps or learning curve on secure 

practices
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Secure-by-Design Implementation



Navigating Implementation Challenges: Scalable and High Impact Practices

Prioritization trade-offs in constrained 

environments
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It addresses the challenge of making decisions about 

which security practices to prioritize when resources 

(such as time, money, or personnel) are limited.

How we're addressing it:

● Risk-Based Prioritization

● Focus on High-Impact, Low-Cost Practices

● Incremental Security Improvements

● Cross-Functional Collaboration

● Continuous Evaluation



Navigating Implementation Challenges: Scalable and High Impact Practices

Prioritization trade-offs in constrained 

environments
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Scalable and High Impact 

Practices



Navigating Implementation Challenges: Scalable and High Impact Practices

Ensuring consistency across diverse 

microservices or teams
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As teams work on different microservices, there’s a risk that 

each team might adopt its own approach to security, leading to 

inconsistencies. Inconsistent practices can create gaps or 

vulnerabilities in the system and make it harder to manage 

security at scale.

How we're addressing it:

● Centralized Security Policies

● Shared Security Tools and Frameworks

● Security Best Practices Templates

● Cross-Team Collaboration and Reviews



Navigating Implementation Challenges: Scalable and High Impact Practices

Ensuring consistency across diverse 

microservices or teams
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Scalable and High Impact 

Practices



Navigating Implementation Challenges: Scalable and High Impact Practices

Operationalizing security without blocking 

delivery
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As organizations scale, integrating security into the 

development lifecycle is essential, but security 

measures should not create bottlenecks that slow 

down delivery times or reduce productivity.

How we're addressing it:

● Integrate Security in CI/CD Pipelines

● Shift-Left Security

● Prioritize Security Issues Based on Risk

● Feedback Loops and Continuous 

Improvement

● Monitor Security Impact in Real-Time



Navigating Implementation Challenges: Scalable and High Impact Practices

Operationalizing security without blocking 

delivery
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Scalable and High Impact 

Practices



Navigating Implementation Challenges: Proactive Security Posture

Limited detection coverage without full 

SIEM/XDR
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Challenge of maintaining a strong security posture 

when the organization does not have a complete 

security monitoring and detection system in place.

How we're addressing it:

● Incremental Security Monitoring

● Leverage Cloud-Native Security Tools

● Data Aggregation and Correlation

● Threat Intelligence Feeds

● Regular Vulnerability Scanning and 

Penetration Testing

● Hybrid Approach



Navigating Implementation Challenges: Proactive Security Posture

Limited detection coverage without full 

SIEM/XDR
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Proactive Security Posture



Navigating Implementation Challenges: Proactive Security Posture

Custom alerting prone to noise if not tuned well
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Challenge of creating an effective alerting system that 

can accurately notify teams of genuine threats without 

overwhelming them with false positives or irrelevant 

notifications.

How we're addressing it:

● Refining Alert Criteria

● Prioritization and Severity Levels

● False Positive Management

● Threshold Adjustments Based on Context

● Regular Review of Alerts



Navigating Implementation Challenges: Proactive Security Posture

Custom alerting prone to noise if not tuned well
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Proactive Security Posture



Navigating Implementation Challenges: Proactive Security Posture

Difficult to measure ROI (Return of Investment) 

of proactive effort upfront
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Challenge of quantifying the value of proactive security 

efforts before they yield measurable results.

How we're addressing it:

● Track Metrics that Indicate Prevention

● Cost Avoidance Calculation

● Incident Impact Reduction

● Case Studies and Historical Data

● Executive Communication



Key Initiatives and Their Impact on Incidents Over Time
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The Business Impact
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Increased system 

availability to 99.99%

Deployment time improved by 8.5%, 

accelerating the delivery of key 

features

Customer trust reflects our 

4.4/5 rating.

2% of annual revenue saved 

through proactive cybersecurity 

investments and risk mitigation 

efforts.



Lessons Learned and Future Plans
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What We’ve Learned Where We’re Heading

Continuous security > reactive fixes Mature observability & alert tuning

Pragmatic approach works CI/CD & infra-level integration

Culture matters Security education across roles

Early wins are hard to measure From control-heavy to impact-driven



Thank You
Terima Kasih
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