
The world runs on code. We secure it.

Leverage ‘Ahead of Time’ Intelligence: 
Tackle Supply Chain Attacks
Understand Your Exposure & Security Strategies



Checkmarx One / Architecture
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C H E C K M A R X  O N E

Industry-leading Checkmarx 
Security Expertise

Security Research SDLC Integrations

IDEs

CI/CD Pipelines

SCMs

Feedback Channels

Services Portfolio

Standard Services

Premium Services

Manages Services
Optimizer

Managed Services
AppSec Accelerator

Codebashing

Developer Training

Application Lifecycle: Train à Design à Code à Check-In à Build à Test à Deploy à Go-Live à Feedback

SAST SCA SCS API
Security DAST IaC

Security
Container 
Security

SaaS Self-Managed

Unified Dashboard and Reporting

Shared Enterprise Services

Note: Checkmarx Fusion, API Security, & DAST are Limited Availability (LA) at this time.



Supply Chain Security is 
Clearly a Problem



Executive order 14028

Remove Barriers 
Remove Barriers to Threat Information Sharing 
Between Government and the Private Sector

Improve Software Supply 
Chain Security
Establish baseline standards for software 
sold to the government

Playbook for Response
Incident Response for Federal Departments 
and Agencies

Improve Remediation
Capabilities
Cybersecurity Event Log Requirements

Modernize
Implement Stronger Cybersecurity Standards in 
the Federal Government

Safety Review Board
Analyze what happened after an attack, 
make recommendations for improvement

Improve Detection
Enable Government-wide Endpoint 
Detection and Response
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How and Why Supply 
Chains are at Risk
Let’s explore a framework… 



Strong Parallels

The software supply chain maps almost directly to the supply chain for physical products. 
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Supply Chain Levels for Software Artifacts



CISO Controls

• Secure developer’s 
workstations

• Enforce 2FA on GitHub
• Alert for code leakage
• Limit access to build server
• Harden artifact server
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Why we naturally tend to trust OSS so much

• Open for everyone
• If there’s an issue “someone” will notice
• There are scoring mechanisms to star & rate
• It gives a trustworthy feeling



When a good package goes bad?



























































































https://red-lili.info
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Vulnerable = Malicious ?

It’s OK to manage risk of vulnerable open source code
• Vulnerability may not apply to you!
• You can disable vulnerable functionality

You are NEVER OK having malicious open source code

Reactive vs. Proactive



Our Software 
Our Responsibility



U N D E R S T A N D  Y O U R  S C S  E X P O S U R E  A N D  S E C U R I T Y  
S T R A T E G I E S

• Align Security & Operations

• Understand Your Open 
Source Risk Profile

• Triage Scan Results

• Prioritize Remediation 
Efforts & Exploitable Path



The Checkmarx SCS Difference

Health and 
Wellness,

SBOM

Developer 
Reputation

Malicious 
Package 

Detection

Behavioral
Analysis

Current Market 
Offerings

Checkmarx SCA with 
Supply Chain Security

Have knowledge of 
the OSS package & 

community 
combined with 
SBOM creation

Don’t take code from 
strangers! 

Identify abnormal 
activity within Open 

Source projects

Dependency 
Confusion, 

Typosquatting, 
ChainJacking, and 

more!

Static & Dynamic 
Analysis - inspect 
how the code runs

Feedback for Threat 
Hunting and Threat 

Intelligence DB

Continuous 
Result 

Processing



How Checkmarx Can Help:

Next Generation Software 
Composition Analysis (SCA) 
with Supply Chain Security

S U P P L Y  C H A I N  S E C U R I T Y



Thank You for Your Time!
U N D E R S T A N D  Y O U R  S C S  E X P O S U R E  A N D  S E C U R I T Y  S T R A T E G I E S

Provides the latest information on open-source
software testing and discoveries to empower you
with ‘ahead of time’ intelligence to ensure
responsible use of open-source software.

Complimentary 
Checkmarx Threat Intelligence Report



Checkmarx Software Supply Chain Security Workshop
U N D E R S T A N D  Y O U R  S C S  E X P O S U R E  A N D  S E C U R I T Y  S T R A T E G I E S

• For AppSec or Security Practitioners

• Learn Software Supply Chain Infiltration & 
Attacks, and how to mitigate them.  
Include Hands-on Lab.

• Singapore, 8 November (Tuesday)

• Sign up at Checkmarx booth!



</ >

Key Take-aways…

1. Open Source software is clearly a PROBLEM

2. Choosing the right open source packages is key

3. Good open source packages can go rogue

4. Vulnerable code = Malicious code?

5. Checkmarx Can Help: Next Gen Software Composition 
Analysis (SCA) with Supply Chain Security



Take your application security to the next level
checkmarx.com

Follow us on
LinkedIn/checkmarx and Twitter/checkmarx

Thank you
Questions. Feedback. Contact details.

https://checkmarx.com/
https://www.linkedin.com/company/checkmarx/?originalSubdomain=in
https://twitter.com/Checkmarx

