Leave no stone unturned:
An analysis of day-to-day security
on a microscopic level

Marcus D. Yin



Cyber Threat Landscapes 2022
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Supply chain compromise Ransomware attacks Higher Capabilities
increased 16% in 2021 will cost $265 billion in Compromising
by 2031 loT, OT & Mobile
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'Mandiant Special Report, M-Trends 2022, Mandiant
2Cyber Threat Landscape report February 2022, Deloitte & Touche LLP
3Cyber Threat Landscape report July 2022, Ensign Infosecurity



https://www.mandiant.com/media/15671
https://www.mandiant.com/media/15671
https://www.theiia.org/globalassets/documents/chapters-and-affiliates/north-america/united-states/georgia/atlanta/cyber-threat-landscape-2022.pdf
https://www.ensigninfosecurity.com/analysis-insights/2022/07/21/ensign-cyber-threat-landscape-report-2022
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Delivering the Security Plan
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Challenges in delivering the plan
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4Cyber Threat Landscape Report 2022, Deep Instinct

5Cybersecurity Skills Crisis Continues for Fifth Year, Perpetuated by Lack of Business Investment, ISSA

81SC2 Cybersecurity Workforce Study 2021, (ISC)?2



https://www.deepinstinct.com/blog/2022-cyber-threat-landscape-report
https://www.deepinstinct.com/blog/2022-cyber-threat-landscape-report
https://www.issa.org/cybersecurity-skills-crisis-continues-for-fifth-year-perpetuated-by-lack-of-business-investment/
https://www.isc2.org/News-and-Events/Press-Room/Posts/2021/10/26/ISC2-Cybersecurity-Workforce-Study-Sheds-New-Light-on-Global-Talent-Demand
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3 strategic shifts @ 3 different levels (3x3)
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Key Areas of Concerns
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