THE BEDROCK OF CYBER
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What is SOCI and Why?
Security Process Improvement
Maintaining Compliance
Security Process Automation

Questions?



3 Object
The object of this Act is to provide a framework for managing risks
relating to critical infrastructure, including by:

(a) improving the transparency of the ownership and operational
control of critical infrastructure in Australia in order to better
understand those risks; and

(b) facilitating cooperation and collaboration between all levels
of government, and regulators, owners and operators of

critical infrastructure, in order to identify and manage those
risks; and

(c) requiring responsible entities for critical infrastructure assets
to identify and manage risks relating to those assets; and

(d) imposing enhanced cyber security obligations on relevant

entities for systems of national significance in order to

improve their preparedness for, and ability to respond to,

cyber security incidents; and

(e) providing a regime for the Commonwealth to respond to

serious cyber security incidents.
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WHY SOCI?

Security Process Compliance
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WHY SOCI?
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Security Process Compliance

SOClI is only ONE driver
for Business Security
Process Improvement




1. Assess your current state

2. Define your future State

3. Define performance metrics

4. ldentify and prioritise improvement

5. Create a process improvement plan
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Manual Audit
nterview stakeholders
Review individual processes

B Integration with all existing tools

b Extract and aggregate Asset Data continuously

Allows analvisisiof the Holistic Current and
Historical State or*Assets



ASSESS CURRENT STATE

System Lifecycle

v
Completed

Started at 15-02-2024 10:00:00
Duration 00:10:51
Completed at 15-02-2024 10:10:51
Next Cycle 15-02-2024 22:00:00

Inspect Logs VvV

Discovery Log

Latest Discoveries

Started

Feb 15,10:00

Feb 14, 22:00

Feb 14,10:00

Feb 13, 22:00

Feb 13,10:00

Completed

Feb 15,10:10

Feb 14, 22:05

Feb 14,10:10

Feb 13,22:09

Feb 13, 10:06

Duration

10min 51sec

5min 30sec

10min 44sec

9min 11sec

6min S56sec

Adapter Connections Status

aws 2

Configured Adapters
Adapters with Errors
&« 1 / 5
1-10 of 43 adapters
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Device Discovery : User Discovery

ServiceNow 4,323 (4,491) @ Tenable.io 1,608
I T McAfee ePolicy Orchestrator (eP0O) 3,630 ServiceNow 1,608
< !  Palo Alto Networks Panorama 3,163 & Zoom 1,602
P Cisco Meraki 2,645 Slack 1,602
m c Tanium Client Status 2,253 $ Google Workspace (G Suite) 1,602
I © Tanium Asset 2,253 Okta 1,569
z ForeS o~ terACT 2198 Microsoft Azure Active Directory 817 (1060
m orescout Lounter ! (Azure AD) and Microsoft Intune ( )
m {5 Google Workspace (G Suite) 1,870 Salesforce 473 (489)
m Claroty 1,850 @ HavelBeen Pwned 362 (369)
: o Zoom 1,439 Microsoft Active Directory (AD) 243
@ Tenable.io 1,110 (1,136) Bloodhound 15
3 @ Tenable.sc (SecurityCenter) 1,004 (1,044) Zscaler Web Security 13 (14)
m /¥ Trend Micro Deep Security 991 s Amazon Web Services (AWS) [
m CylancePROTECT 967
: &  Check Point CloudGuard 963
Total Devices seen 41569 (41803) Total Users seen 11520 (11787)
Axonius Devices Correlation ? Axonius Users Correlation 7
Total unique Devices 5376 Total unique Users 1608




ASSESS CURRENT STATE

Users

New Query Save As Reset

EC Actions v

("adapters_data.active_directory_adapter.is_admin” == true) and (“adapters_data.okta_adapter.is_admin" == true)

Total 4

Adapter Connections

G@o
G@o

Show Users

WHERE « ( NOT ALL + v Is Admin
User Na

AND ( NOT ALL + o v Is Admin
robin.rol

young.w
william.\

charles.esrer@aemo:tocar gemorrocal

Asset Investigation >

TSUZ=2024'09:37°21

aagmm

Clear

Saved Queries >
Query Wizard

Refine all Fields = v

P ©® X




Devices Asset Investigation » Saved Queries
New Query Save As Reset EC Actions ~ Display by Date
Q. (("adapters_data.aws_adapter.public_ips" == ({"Sexists"true,'"Sne"[]}))) and ("adapters_data.aws_adapter.firewall_rules.direction" == "INGRESS") and not ("adapters_data.tenable_io_adapter.last_scanned": + Query Wiza

Total 165 Show Devices

@ Compose query in regular English
Adapter Connections

aws "c||'s'c'|c'.' x ves c 4 Refine all Fields
aws il Gt R om g (A=) NOT ALL Public IPs exists ©
aws £ ‘tisco < cUs M § NOT ALL Firewall Rules: Direction =  equals INGRESS

aws fa ct ¢ P P CO® ALL
ws Gt PP e COD
WX ePREWOCOD®
aws . lICIIISlCIL:I)I e e ° Lio)
s il ) € 9 ¢oo O

aws il G / =Ko aWS WebngInk-4265097-prod.demo.1ocal LInuX Red Hat 8 T4-02-2028 755330

Last Scanned last da...

ALL D exists
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Guidance of future state is
prescribed by SOCI

With the Delta
between current state and the
future compliant state can be
objectively measured
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Asset Intelligence assists by
and allowing
of Assets data to
validate proposed metrics.

FINE PERFORMANCE METRICS

p




facilitates
moving to a state of continuous
compliance.
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CISA Most Common Exploitable ... Trend - Managed Vs. Unmanaged Devices : Trend - Endpoint Protection Coverage

Windows

Polkit

Multiple Products

Kernel

Jan19,24 Jen23,24 Jan27,24 Jan31,24 Feb 04,24 Feb08,24 Feb12,24 Jan19,24 Jan23,24 Jan27,24 Jan31,24 Feb 04,24 Feb 08,24 Feb12 24

Managed Devices (Agent or Manager) Unmanaged Devices (No Agent or Manager) Devices with Endpoint Protection Devices without Endpoint Protection

Total 5 Date range: Jan 16, 2024 ~ Feb 15,2024 Date range: Jan 16,2024 ~ Feb 15,2024

74

1-4of 4items

Trend - Vulnerability Scanner Coverage : Trend - Vulnerabilities by Severity © : Vulnerabilities by Severity

Low Severity
CVEs

Medium Severity
CVEs

High Severity
CVEs

Critical Severity
3 15

Feb 08,24 Feb09,24 Feb10,24 Feb11,24 Feb12,24 Feb13,24 Feb14,24 Feb15,24 Jan19,24 Jan23,24 Jan27,24 Jan 31,24 Feb04,24 Feb08,24 Feb12 24

Devices with VA Tool Devices NOT ned by VA Tool Critical Severity CVEs & High Severity CVEs v Medium Severity CVEs

Date range: Feb 8, 2024 ~ Feb 15, 2024 Date range: Jan 16, 2024 ~ Feb 15, 2024 Total 2,445
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provides the
context required to confidently
automate processes.
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Create Incident or Ticket

Demisto
Incident per

yi4

Zendesk - Create
Ticket

£

Zoho Desk - Create

Ticket

o

Cherwell - Create Opsgenie - Create

Incident Alert

ChangeGear - Create

Incident

Update Se
Tickets

3

lix Remedy
eate Ticket

x

Zendesk - Creat
Tickets Per Entity

BOSSDes t TeamDyr
Ticket

bsoft Azure

Create Task

A

date Zendes
Tickets

SysAid - Create

ncident

CA Service

nagement - Create

Ticket

Freshservit aLgate

Ticket per A

4

a Service
nt - Create

>

Create

ket

2 Request per
A

Create Incident
Page

* Enforcement Set name
Create ticket for missing ePO on Windows
+ Add description

* Run action on assets matching following query:

Lo Devices / Windows devices missing McAfee ePolicy Orchestrator (ePO) software

Main Action

ServiceNow - Create Incident (2)

* Action name

Ticket to Install McAfee ePO on Windows

Configure Dynamic Values ©
‘) Use stored credentials from the ServiceNow adapter

Select Adapter Connection ©
65b69c50a3accae41a9ddalb

*Incident short description

McAfee ePO is required

*Incident description

Test Connection

These Windows devices do not have the required McAfee ePO agent installed. Route to the desktop team for remediati

*Message severity

error

*Instance Name

Primary

Advanced options

() Test Run
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> AXONIUS

Add Windows Endpoints To Qualys Configuration

More accurately assess risk

Track compliance maturity daily

Respond rapidly to changing
requirements and situations
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Facilitate Collaboration between
teams for containment and
remediation

Optimise Processes and
incorporate automation




QUESTIONS?

THANK YOU!

Solutions Architect / Axonius
paul.thomas@axonius.com
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