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The cloud has changed
everything



Cloud changed everything

® i

New New risks New ownership model
environment

How do | get visibility How do | prioritize the real How do | ingrain
into my environment? risks and eliminate the noise? security into our teams?
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Security teams are struggling to keep up with pace of cloud

Cloud security need

Expanding cloud
footprint

More and more
technologies

imited time to actually reduce risk and focus on strategy

Growing cloud
teams

Rapid innovation

s

Misses critical risks ]
.

Blind spots

s

Distrust across dev and security teams ]
|

s

Slows your cloud journey ]
|
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Cloud Cloud security is a team sport
security

needs

a new {
operating

Security team: central visibility and control }

l l l

Self-service

model

Dev team a Dev team b Dev team c




Al changes everything
again!
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Al Adoption adds a new layer of complexity . ‘/@',!I@

] 8 &
More new More new More new
environments risks Ownerships
Complex system and data Data leakage, model Al researchers, data
pipelines vulnerabilities engineers
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Al introduces

new teams
to the Extend the cloud security operating model to Al
sell rlty { Security team: central visibility and control ]
operating l l l
model

Self-service ]

Al team b

Dev team a Dev team b

Al team a }




Percent of cloud environments
using managed Al services

Not using any
managed Al services

B

70%
Using managed Al
\. services
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Inaccuracy, cybersecurity, and intellectual-property infringement are the
most-cited risks of generative Al adoption.

Generative Al-related risks that organizations consider relevant and are working to mitigate,
% of respondents!

Organization considers risk relevant Organization working to mitigate risk

Regulatory compliance _ 45
Explainability _ 39
Personal/individual privacy _ 39
Workforce/labor displacement _ 34
Equity and fairness _ 31
Organizational reputation _ 29
National security - 14
Physical safety [ 11
Environmental impact - 11
Political stability [Jfj 10

None of the above | 1

'Asked only of respondents whose organizations have adopted Al in at least 1 function. For both risks considered relevant and risks mitigated, n = 913.
Source: McKinsey Global Survey on Al, 1,684 participants at all levels of the organization, April 11-21, 2023
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Security is a main Al adoption blocker.

Al security knowledge gap New & unknown risks Rapidly evolving technology
Lack of knowledge in Al Data leakage Explosion in usage of Al services
Security teams lack experience in Al systems and What data might leak from the model? Is the Multiple Al projects are started in every
pipelines training data exposed or sensitive? team, impossible to track
Al pipelines are complex Vulnerabilities in Al models Complex architectures
Al system design is fragmented across multiple What makes an Al model vulnerable? Can an Dynamic and diverse set of Al build options,
tools and steps. Requires a new approach to assess attacker manipulate it? each with different risks
holistically.

Lateral movement Thousands of technologies

Al teams lack security awareness How can attackers escalate via direct model Growing # of services, applications, libraries
Al researchers tend to focus on delivery rather than interaction? Via training data poisoning? Via cloud
a security-first mindset tokens and permissions?
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We learned from the cloud, let's apply the
learnings to Al

&
(X X] : /V\
%%?_E Eo\ </>9/<—_>
Visibility is the Risk-based approach Secure across the Al-
foundation is critical pipeline with context

Vv

From CSPM to Al-SPM, cloud security evolves with innovation



Al-SPM: The four questions security
organizations need to ask



Al-SPM:

The four
guestions
security org
S need

to ask

Do | know what Al services and technologies
are running in my environment?

Do | know what risks exist in my Al pipeline?

Can | prioritize the critical risks across the Al
pipeline?

Can | detect a misuse in my Al pipelines?
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1. Do | know what Al services and technologies
%/ arerunning in my environment?
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Massive adoption of Al services

Azure O pe nAl is Growth of cloud Al service instances
seeing eXpIOSive == Azure OpenAl = GCP Vertex Al
grOWt h: Azure Al Services == Amazon SageMaker

Organizations
have recently

more than

Source: State of Al in the Cloud 2024
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https://www.wiz.io/blog/key-findings-from-the-state-of-ai-in-the-cloud-report-2024

? - 2. Do | know what risks exist in my Al pipeline?
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Al Pipeline
Example

~

Configuration Custom
finding Action
Extensions
N [
Al endpoint Custom
Internet e
Click to expand path
Fine-tuned
. model
Assistant Custom
APl endpoint Assistant
Application
services
Function
-

Production Services

Application Virtual
endpoint machine subscription
Downstream Services
Secret
4 I
©
{ - |
N N O
Training Training
job dataset
- / oot
. . ata
Training & Processing findings
Secret
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@ 3. Can | prioritize the critical risks
£ o » across the Al pipeline?
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Real-life example of an Al toxic combination

38TB of data accidentally
exposed by Microsoft Al
researchers

Wiz Research found a data exposure incident on Microsoft’s Al GitHub repository, including over 30,000
internal Microsoft Teams messages — all caused by one misconfigured SAS token

WIZ Research
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4. Can | detect a misuse in my Al pipelines?
74
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Can | detect a misuse in my Al Pipelines?
Threat detection to respond to Al threats in real time

Malicous Al Model detected

Detected events $ DO View all 3 events >

Real-time Threat detection

neM @ Fileless execution was detected & 3

P Process image path resolved to memfd or shared memaery (shm). Memfd (memory file descriptor) and shm (shared memory)
are interprocess communication mechanisms in Linux where memfd allows for the creation of anonymous memaory objects
that can be shared betwaen processes using file descriptors, while shm enables the creation of shared memaory segméents

that allow multiple processes to access and exchange data efficiently in a fast and synchronized manner. This could
inclirgbn thp $ o theant actar filplpes

5 Anomalous activity detected in Al Model execution engine
(O Comment [> Runan Action & Create a Ticket =1 Give Feedback [Sr=] :
.
Raw Event Details . o
n O I I l a y e e C I O n Overview Remediation Comments
st fdev/pts/0 _—
pipe:[79873268]
Process created a connection to a domain iated with cryptomining activities. Connection to Status
cryptomining domains may indicate a threat actor abusing and diverting system resources to mine ® Open
digital currencies. =
Process Tree
9 Al Model escape detected
Subscription
y B
@ O Comment [> Run an Action © Create a Ticket =1 Give Feedback e 8
y O . fu.\.m.nx
Detect Attack Paths
2030) snldl Critical B —
> O ‘ 13 Process read a file resource used to manage users information by the operating system (/etc/shadow or Status
Y fetc/gshadow).The "/ete/shadow™ and “/etc/gshadow” files in Linux store encrypted user account O G
1 information and group account information, respectively, providing an extra layer of security by keeping -
d sensitive password-related data inaccessible to regular users, This could indicate the presence of a Due
threat actor achieving credential theft and general user information discovery.
No due date ~
E\.I"idence Subscription Projects Risks Related T
No projects &0
h 0 Tickets
Severity Type Related Frameworks Created
sel High "L Threat Detection Issue TA0001-T1078.001 Valid Acceunts: Nov 20,2023 at 4:00 PM
Default Accounts Logdated
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Introducing Wiz AlI-SPM

‘ay

J

Wiz provides native Al security capabilities, empowering organizations to
accelerate Al innovation while staying protected against Al risks.
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The core components of Wiz Al-SPM

e . Proactively remove Al risks with
Visibility into Al pipelines AN ontext

Empower Al developers with
Z

ool Detect misconfi ' '
etect misconfigurations in Al easy-to-understand Ul

services
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Agentless visibility with AI-BOM

W|Zf All projects ~ Explorer

Detect every Al technology with AlI-BOM Technologies B Technoiogies [ Savess. v 2 Viewongraph <1 Suggesta techology
= echnologies 856 Q ® g (0] Type v Properties Subscription + More 22 technologies
ervices, s, etc all without agents. = Altecmeea © 2
</> Code 70 Technology Resources | Type Org. Usage Status a -~
©O CI/CD & Management 95 OpenAl API o= Cloud Platform Service as 15 projects ® Unreviewed
Machine Learning & Al Sl
¢y Compute Platforms 156
a Streamlit 15 Cloud Platform Service g 3 projects (@) Unreviewed
3£ Application 144 Machine Learning & Al Rare
Remove ShadOW_AI DNS Managers 9 ﬁ:iifir" f:rg‘i':ikzr 26 2 Cloud Platform Service 1 2"|:raéroje|:ts (3 Unreviewed
1 icibili 1 i | Machine Learning & Al 22 Tensorflow Hub 3 projects
Immediate visibility into new Al services el B [nortone 52 Cowratomsenics 33 3P © Unreviewed
Communication Tools 4 .
':Tca:‘::ii?:f; &C:‘stom Model ER= Cloud Platform Service 38 fﬁgﬂ'ec“ (@ Unreviewed
Content Management Systems (CMS) 5
Ml Servers . " sgf’hrfﬂtz::;’:x'"g 32  Cloud Platform Service 33 2 Projects @ Unreviewed
End-to-end Al pipeline visibility oot Access St . g corvetnvontmen S8 cowraomsenis 5 T uvaons
. . .
Detect every resource in Al pipelines, from the PP senvers ' s GoiteSer 08 cowpaomseves 5 P O Unevinss
Web Servers n
. . . e . Azure Cognitive Service ’ 1 projects .
machine hosting the training job, to the data stores .uqcenes , O e %8 CouPatomsanica 1 oF @ Unraviewad
Application Platforms 6 fjzure Databrioks yorkspace 12 2 Cloud Platform Service g2 APOCS ) Unreviewed
Messaging Services 16 7 KUDEHOW e = Cloud Platform Service 88 ?prcjects (%) Unreviewed
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Supported Al cloud services

43> A G

Amazon SageMaker

@ G OpenAl i verexa

Amazon Bedrock
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Detect attack paths to Al and protect crown jewels

+
WIZ All projects Dashboard Inventory Issues Explorer Policies Compliance Reports Projects

- Publicly exposed VM/serverless with high/critical severity network vulnerabilities with a known
exploit can access a bucket used for Al training

Deep risk analysis in Al pipelines

{O Comment [> Run an Action & Create a Ticket =1 Give Feedback o 8

Detect Al vulnerabilities, misconfigurations,

Overview Comments

permissions, data, secrets, and network exposure

Protect sensitive training data 9 0 0
Protect sensitive Al training data and remove risks 220 Mgw g
. . 123
such as data poisoning
go ﬂw E .as m aa @ N ey ‘7 -cwu'un rgn
Remove critical attack paths to Al models - nternet |
Proactively remove the most critical risks with .

context
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entralized view of Al security posture

Empower developers and data scientists with a prioritized queue of Al risks

wiz'

Dashboard

Issues

a0

Findings
©
o3
Inventory

=)

Policies

]

Reports

Explorer

]

Settings

© All projects v

©]

]

® @ < B

PE DS & B @

B xe

Quick Start Guide

Threat Center

Create Dashboard

Shared

Demo Custom Dashbo...

Managed by Wiz
Overview
Overview (legacy)
External Exposure
Cloud Entitlements
Secure Configuration
Secure Use of Secrets
Data Security
Container Security
Serverless
Vulnerabilities

Patch Management

- Threat Detection

Al Security

High Profile Threats

Q, Search

Al Security

Al Security Issues by Severity

| 11 1 84%

Critical Issues

' 2 1 100%
High Issues

| 27 3%
Medium Issues
0 0%
Low Issues

Top Al Security Issues
8 rules

[ty Publicly exposed VM/serverless with...
[f3 Publicly exposed VM/serverless with...
5 AWS Bedrock custom model...

a Publicly exposed bucket used for Al...

3 AWS Bedrock custom model...

7 GCP Vertex AutoML model configure...

Al Paas Inventory

7 technologies

@ AWS Amazon Sag...
Machine Learning & Al

@ AWS Bedrock Cus...
Machine Learning & Al

Azure Al Search

Al Misconfigurations

g O

Critical Severity

1

High Severity

g 32

Medium Severity

@ O

Low Severity

6 issues B 8 ®
2issues B 8 ®
1issue B 8
1issue @ B
1issue B 8
1issue B 8

oo 5 projects
°® Uncommon

00

oo 5 projects
°® Uncommon

00

9 projects

o3 Critical

Eod Critical

Critical

Critical

Critical

High

() Unreviewed

() Unreviewed

Open Issues
Last 30 days

12 = Critical

— High

= Pdo

@ Dashboards &

0 —/—/

13. Nov 20. Nov

Vulnerabilities in Al Software

Hosted Technology Version

LangChain (Al-... 0.0.161
Hosted Technology

LangChain (Al-... 0.0161
Hosted Technology

. MLflow (pytho... 241

Hosted Technology Released Ju..

LangChain (Al-... 0.0.161

Hosted Technology Released Ma..
— e RN anaia

Al Software Inventory
12 technologies

Chroma
Machine Learning & Al

Hugging Face Tra...
Machine Learning & Al

LangChain

27. Nov

Released Ma...

Released Ma...

Vulnerability

CVE-2023-462..
ﬁ Vulinerability

CVE-2023-345...
Vulnerability

26

CVE-2023-40..
Vulnerability

Eb

CVE-2023-362...
Vulnerability

Ep

= oo 6 projects
=, Uncommon

00

4. Dec

o 6 projects
Uncommon

o 6 projects

1. Dec
Severity Resources
High 1resource
Critical 1resource
High 1resource
Critical 1resource

(@) Unreviewed

@ Unreviewed

\"y 4



Al-SPM:
Let's apply
our cloud

learnings to
Al

9 Do | know what Al services and technologies
are running in my environment?

9 Do | know what risks exist in my Al pipeline?

Can | prioritize the critical risks across the Al
pipeline?

0 Can | detect a misuse in my Al pipelines?
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One platform for the modern cloud security operating model

o

Dev DevOps/IT

Wiz Code
Secure Cloud Development

Secure every stage of your SDLC to

gain visibility & prevent risks in code,

pipeline, registries and images

>

9
=

Root cause analysis for risks and threats (Cloud to Code)

GRC

&

Cloud Security Vuln Mgmt

Wiz Platform

Wiz Cloud
Manage Security Posture

Agentless visibility & risk
prioritization that proactively
reduces the attack surface

s

7

SOC IR

Wiz Defend
Respond to Cloud Threats

Cloud events and lightweight eBPF-
based sensor to protect from unfolding
threats as a last line of defense

Build securely by design and detect drift (Code to Cloud)
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THE LARGEST PRIVATE CYBERSECURITY COMPANY THE LEADER IN CLOUD SECURITY

G2 Grid for Cloud-Native Application Protection Platforms (CNAPP)

$1.9B raised —

SEQUOIAE  INSIGHT andrgessen 2
PARTNERS

= Index " P
— Ventures  '= Lightspeed NG LG

SECURING LARGE CLOUD ENVIRONMENTS

1 Billion |1 Trillion

Resources protected Files scanned he High Performers
SATISFACTION

More than 40% of the Fortune 100 secure their cloud with Wiz

: - . i) .
BARCLAYS F‘.‘N'Su'?lifs obbvie D E‘A" TA ¢ MERCK d TikTok CII sclo lnl:el,

- , g5
Mondelez, 3t slack %'o"‘g snowflake dﬁkﬁ(ﬁ‘éﬁ’éﬁ C; % L‘}NBA

S i Cosrco
UNITED % g‘ KAISER I;EREANENTE: Am flserv_ ===WHMOLESALE

Square

Ehe
O GitHub New dJork s»MassMutual

Times

L||I|

Bristol Myers
Squibb”

Mg
@M-@EA Fox BlackRock B MorganStanley  Honeywell

Sysco <P

COLGATE-PALMOLIVE

MARS

JON3S3Ud LINIVIN
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Questions?

*
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v

Want to see more magic about Wiz Al-SPM?

-

Follows us on LinkedIn

Book or see a demo

Come say hello
at booth #10!

-

Learn about Wiz AI-SPM

~

wIZ



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15: 1. Do I know what AI services and technologies are running in my environment?  
	Slide 16: Massive adoption of AI services 
	Slide 17: 2. Do I know what risks exist in my AI pipeline?
	Slide 18
	Slide 19: 3. Can I prioritize the critical risks across the AI pipeline?
	Slide 20
	Slide 21: 4. Can I detect a misuse in my AI pipelines?
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34

