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Len Noe
• Technical Evangelist
• Whitehat Hacker
• Transhuman
• International Speaker
• CyberArk SME
• SANS
• CompTia
• MCP
• Solaris Certified Administrator
• Citrix Certified Administrator
• CNA 

Len.Noe@CyberArk.com

• LinkedIn: in/len-noe 
• GitHub: github.com/hacker213
• YouTube: Hacker 213
• Twitter: @hacker_213
• Podcast: Cyber Cognition – ITSP
• Author: Human Hacked
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Transhumans /
BioHackers
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Transhuman Philosophies

Dr Julian Huxley FM2030
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Transhumans / Grinders
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BCI / S.M.A.R.T.
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Fantasy / Reality
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Known Attacks
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H@nd$h@k3
• Details of Attack

• Requires: Social engineering
• Requires: Proxmark / Flipper Zero
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L3pr@cy
•Details of Attack

- Requires Social Engineering 
- Persistent Access
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Fl3$hH00k
•Details of attack

- Social engineer access to the device
- Trigger URL from implant
- Access system from bEEf Server
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New Attacks
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Implant-In-the-Middle
•Details of attack

- Social engineer access to the device
- Attach Device to Rogue Wi-Fi Access Point
- View all traffic going over the protocol
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IMiTM
• Details of Attack

• Requires: Social engineering
• Requires: Proxmark / Flipper Zero
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Implant Smishing / Phishing
•Details of attack

- Social engineer access to the device
- Launch Malicious SMS/Email from Device
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Phishing / Smishing
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Mitigations
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Technologies
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Mitigations
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Q & A
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Book
•Available For 
Preorder Where 
Books Are Sold
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Thank You


