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What’s the bare minimum and 
what are we audited against?

Business Continuity Plan, Incident 
Response Plan, IT Disaster 
Recovery Plan…all annually tested.

• Is this enough? 
• Do you have underpinning 

playbooks and are they tested?

Cyber incident response
Current standard



Risk insights:

﹥ Did not have a Cyber Incident Response Plan or no linkage 
with BCP

﹥ Did not have access to BCP (compromised system)

﹥ DR Plans didn’t exist or outdated for critical and legacy 
systems

﹥ Time taken to restore systems longer than expected

Cyber incident risks
Insurance perspective



What is Health 
doing differently?



Benefits/Value:
• Collaboration
• Understanding co-workers
• Concise and standard communication and information
• Agreed approach
• Ongoing practice and training for it to occur naturally.

Identify Yourself and your role, patient 
using 3 identifiers (refrain from 
using patient location).

Situation What is going on? What is your 
reason? Use standardised status 
labels.

Background What has been happening with 
the patient during your shift? 
What is their current diagnosis 
and plan of care?

Assessment 
and actions

Provide details of observations, 
procedures, treatment thus far, 
what do you feel needs to be 
done or changed?

Responsibility/
recommendations

How urgent do you require a 
response from this person? Set 
deadlines for actions.

ISBAR
An example of Health Services’ incident 
handover/escalation



ISBAR escalation template



PROMPT 
PRactical Obstetrics Multi-Professional Training

Training model:

﹥ Local unit – train where it happens

﹥ Regularly scheduled – recommended annually

﹥ Train 100% of staff – all at the same level

﹥ Evidence based – ensuring focus on risk priority

﹥ Practical – Lectures, hands-on skill stations, 
simulation scenarios in the clinical area

﹥ Multi-professional – improves comms, roles & 
leadership and situational awareness

Example of Health Services’ training

Source: PROMPT Maternity Foundation, https://www.promptmaternity.org/.



PROMPT simulation

Source: PROMPT Maternity Foundation, https://www.promptmaternity.org/.



What can 
Cyber adopt?



• Practical simulations

• Diversify training methods

• Regularly schedule

• Automate and optimise

• Establish a pulse checker (helicopter 
view)

• Tailored toolkits for scenarios

• Simple classification (Visuals > Text)

• Continually adopt from other 
industries



Ransomware - Example Playbook

Identification

• Identify the following:
• Impacted hosts
• Impacted user accounts
• Suspicious files and processes
• Obtain file hashes
• Command-and-control (C2) connections

• Determine the point of origin
• Run IoCs against Threat Intelligence
• If High or Critical risk, assemble Incident 

Management Team (IMT) 

• Isolate impacted hosts in EDR
• Disable impacted user accounts in IdP and 

active sessions
• Disconnect backups for impacted hosts
• Reset passwords for impacted user accounts
• Block C2 connectivity on the Firewall
• Root cause analysis
• Conduct threat hunt to verify the threat is 

contained
• Invoke Data Breach playbook if required
• Notify cyber insurer (<72hrs of identification)
• Notify OVIC & CIRS

Containment & Eradicate

• Confirm via threat hunt:
• Verify the file is not present within the 

network
• Ensure no other hosts have visited the 

URL
• No suspicious activity or additional 

users/accounts impacted
• Rebuild host if required
• Re-enable user account if required

Recovery

• VMIA engages Cyber Security 
Incident Response and Forensics 
partner

• Insurance Contact – X
• Policy # 999999999

Incident Response

IF
REQUIRED

Primary Contact:
VMIA Cyber Emergency Hotline | +61 X XXX XXXX
Secondary Contact(s):
Ian Pham | email address | +61 XXX XXX XXX
Tertiary Contact(s):
X person

VMIA Incident Response Contacts



Ransomware – 
Example Checklist

Identification

Identify the following: Details

Impacted hosts

Impacted user accounts

Suspicious files and processes

Obtain file hashes

Command-and-control (C2) connections

Determine the point of origin

Y N

Run IoCs against MS Threat Intelligence

If High or Critical risk, assemble Incident 
Management Team (IMT) 

Containment & Eradicate

Y N

Isolate impacted hosts in MS Defender

Disable impacted user accounts in Azure

AD and active sessions

Disconnect backups for impacted hosts

Reset passwords for impacted user 
accounts

Block C2 connectivity on the Palo Alto 
NGFW

Root cause analysis

Conduct threat hunt to verify the threat is 
contained

Invoke Data Breach playbook if required

Notify cyber insurer (<72hrs of 
identification)

Notify OVIC & CIRS

Recovery

Y N

Rebuild impacted hosts

Confirm root cause of the incident has 
been resolved

Monitor closely to ensure incident is 
resolved

De-escalation process - Notify IMT



Hopefully, a Cyber version…



vmia.vic.gov.au
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