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what matters
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A third of ransomware attacks 
start with an exploited unpatched 
vulnerability

Source: 2024 Sophos Ransomware Report

32% 



What is the Attack Surface?

The attack surface encompasses all the points of entry through which an attacker can try 
to infiltrate a system or exfiltrate data.

Components:
    Networks: Internet-facing networks, cloud services, and internal networks.

    Hardware: Servers, routers, firewalls, IoT devices.

    Software: Applications, operating systems, APIs.

    Human Factors: Social engineering, phishing attacks.
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The Visibility Disconnect
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The Visibility Disconnect

Sophos Confidential5



Sophos Confidential6



Sophos Confidential7



APJ - ANZ

Vulnerabilities
cve-2022-32548: 11813

cve-2015-0204: 3036

cve-2015-4000: 2371

cve-2020-0796: 1505

cve-2015-1635: 514

ms15-034: 514

cve-2024-23897: 429

cve-2019-0708: 285

cve-2014-0160: 292

cve-2021-31206: 251

ms17-010: 6

Ports
7547: 1434549

443: 1129366

80: 1100442

22: 303452

5060: 254244

500: 229834

161: 150430

179: 101727

2000: 82159

8443: 88408

8081: 393688

8089: 10763
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Focusing on External Attack Surface 
Management (EASM) and the importance of 
patching vulnerabilities that are actively 
exploited.



Key Components of EASM

Continuous Discovery
Automated tools to continuously discover and inventory all external-facing assets

Risk Assessment
Evaluating the security posture of these assets to identify vulnerabilities

Mitigation
Applying security measures to reduce identified risks, such as firewalls, DDoS protection, and secure 
configurations

Monitoring
Ongoing surveillance to detect new vulnerabilities and threats in real-time
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Lets play a game…

Would you rather have hands for feet or feet for hands?

Would you rather patch informational alerts or invest time in patching what matters?
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Understanding Actively Exploited Vulnerabilities

Vulnerabilities that are currently being exploited by attackers in the wild.

Examples: Zero-day vulnerabilities, known CVEs (Common Vulnerabilities and Exposures) 
with active exploit code available.

Criticality: These vulnerabilities pose immediate risk and require urgent attention to 
prevent breaches.
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Tenable have got this right:
Vulnerability Priority Rating (VPR)
• Takes into consideration the CVE
• Uses continuous threat 

intelligence to change and 
reprioritise threats

• Calculates risk score based on the 
risk that is being posed. 
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DIY
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1 ATTACK SURFACE VISIBILITY
Mitigate risk by knowing what you own

2 CONTINUOUS RISK MONITORING
Extend your team with vulnerability experts

3 PRIORITIZE VULNERABILITIES 
Know what to patch and why

4 IDENTIFY NEW RISKS FAST
Get alerted to new critical vulnerabilities

Sophos Managed Risk



In Summary

Know your attack surface

Continually monitor your attack surface

Have your teams focus on what matters – which is what is actively being exploited
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