semperis

Mitigating Risk to the
#1 Target for Attackers:

Your Enterprise Identity System

Sean Deuby

PRINCIPAL TECHNOLOGIST, SEMPERIS ¥

SEAND@SEMPERIS.COM



Protect N
ldentity. 3 "“ﬁé‘ggg;%ﬁi Y

Identity is fundamental L \
to modern security T g

Most cyberattacks use — : M gge SSlsy "y - )

] _ . BBBB : = - “mﬁ? %‘ﬁ,‘!;, \ \
Identity compromise — ol b
%%IHE B3-8g-gg : ° i Mm? o | \
EREE oo » b i
EUE S L [ |
0 y .

ldentity depends upon — N T i
Active Directory s

- e e (;,;. T MR | A
i1’ " C quiE ﬁgﬁf:: | il 'm» =, h '
...and it's always a | p S5 e B e TR
target il AT ,
b g% — pe Z .7 |
i 7 A
g% mm@'ﬁ: "‘ "

Mitigating identity risk ~ ° A gy
requires specific = (P W

i i ol 0

identity threat o A w g
. T O | l

detection & response ~ #© . #

: 2 p?
(ITDR) solutions o 5 %4




e .
5 semperis

ldentity iIs Fundamental to
Modern Security




semperis

2023-2030 “Develop a whole-of-government
Australia Cyber zero trust culture
Security Strategy: to protect government data and
Zero Trust digital estate. Government will

implement defined controls
across our networks that draw
from internationally-recognised
approaches to zero trust.”

Action 15,
“Uplift Cyber Security of the
Commonwealth Government”

Source: 2023-2030 Australian Cyber Security Strategy Action Plan
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IDENTITY IS FUNDAMENTAL
TO ZERO TRUST

Enhanced identity governance (EIG) Is seen
as the foundational component of zero trust ler

architecture.
- “Implementing a Zero Trust Architecture”

ldentity Is central to providing appropriate, G
accurate and secure access to data, artner:@
services and systems.
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If Active Directory
isn’t secure, S ona

nothing IS 2

* AD is the de facto identity system in almost all

Active Directory

medium and large organizations

* Hybrid Identity: AD integrated with cloud identity

services
For , security starts with AD

« Zero trust model assumes hybrid AD integrity
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Most Cyberattacks Involve
Active Directory Compromise
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2023-2030
Australia Cyber
Security Strategy:
Critical Gaps

Source: 2023-2030 Australian Cyber Security Strategy Action Plan

“In Horizon 1, we will strengthen
our foundations. We will address
critical gaps in our cyber shields,

build better protections for our
most vulnerable citizens and
businesses, and support initial
cyber maturity uplift across our

region.”

Horizon 1 phase,
“Strengthening Australia’s Foundations”,

2023-2025
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When Microsoft Incident Response Is
engaged during an incident...in most
engagements, threat actors have taken
full control of Active Directory —l.e., total
domain compromise.

90% of attacks investigated involve AD In
some form, whether it Is the Initial attack
vector or targeted to achieve persistence or
privileges.

tANDIANT
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How Does ITDR
Compare to EDR?
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December 2023

Initial access: credential theft “of an
individual with privileged access to
internal systems”

Data theft and network disruptions

“Critical infrastructure entities with the
Risk Management Program requirements
are required to have a Risk Management
Program in place already, including
covering cyber risks”

October 2022
Initial access: credential theft

Accessed customer data & medical records
- from athletes and media figures to the
Prime Minister

“The single most devastating cyber-attack
we have experienced as a nation”
- Home Affairs Minister

Australia regulator tells Medibank to set
aside $S167 million after data breach (June
2023)
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MITIGATING IDENTITY RISK

Defending Hybrid ldentity
with Identity Threat
Detection & Response
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ldentity Threat Detection and
Response (ITDR) is a Gartner
“top trend” for cybersecurity

“ITDR is about correct and

rather than protection of
Individual users and resources managed by this
infrastructure.”

\iﬁ;;,._ e .,: *{' ]
“AD TDR tools fulfill this mission by... Sy e AN 4 Y

in Active Directory. *

Gartner

Emerging Technologies and Trends Impact Radar: Security
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Investigation \ / Recovery
///\\\
[ J

-

24/7 Global IR Support



DIRECTORY SERVICES PROTECTOR A dotlab J» Test tenant

Security 2> Security Overview

hy’ - = Security Overview

@ Security posture score Active alerts IOE Azure AD category IOE AD categories

LGOS e — .. 34 i .
Prevent, detect, |
& respond

8 2 % B Passed M Mot Evaluated Il IOE Found N
v Continuous vulnerability assessment

AD Infrastructure Security

87 Fvaluated 34/34

OF's found 4

NJli

o

Indicator Indicator type Severity Score Latest alert (UTC-03:00) Last updated Security

& New secret added by application or a user 1OC BY Warning 0% 08,/02/2023, 8:535 2 hours ago ATT&RCK
. Permission changes on AdminsSDHolder object [OE (il Critical 1% D6/12/2022 6:47 10 minutes aqo ATTECK
v Tamperproof tracking . _ , o) | .
Privileged Users with Weak Password Policy IOE B Critical 0% 06,/12/2022, 6:48 10 minutes ago ATTRLCK:
Print spooler service is enabled on a DC IQE B Critical 0% D6,/12/2022, 6:45 8 minutes ago ATTECK

v Real-time security alerts

LDAP Channel Binding is not required on Domain Controllers IQE B Critical 0% 15/12/2022, 837 10 minutes ago ATTACK:

MNon-default principals with DC Sync rights on the domain IOE B Critical 16% 12/01/2023, 5:26 & minutes ago

v Au to - re m e d | atl O N (m al | C | O U S C h an g e ro | I b aC k) SMEwv1 is enabled on Domain Controllers IOE B Critical S0% D6/12/2022, 6:47 7 minutes ago

LDAP signing is not required on Domain Controllers IOE B Warning 055 DB/12/2022, 6:47 3 hours ago

Mon-admin users can register custom applications IQE B Warning %% 25/01/2023, 846 1 day ago

v Compliance reporting > D
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Continuous Security
Monitoring U

D U RI N G IOE&I0C | P -
a_tt aC k Piscovery S Integration

. After an atta® . .
Forensics & + + Cyber-First Discovery

Investigation \ Recovery

v

A

24/7 Global IR Support



DIRECTORY SERVICES PROTECTOR A dotiab Lo

From:  11/21/2023, 3:00 PM [ To:  11/21/2023, 3:20 PM [] Dartition: DC=d01,DC=lab

(&) Changes/AD

| Changes on @ Group results by operation

Deleted

(

DN5S

GPO

Undo Actions

IRECTORY SERVICES PROTECTOR

ATTRIBUTE OLD VALUE
Auto Actions 11/21,/2023

Prevent, detect,

31600 P

& respond

3:14:58 PM

m’ O

Domain Admins member CN=Unprivileged User

> 0

Domain Admins sAMAccountMame Domain Admins

Ui

Domain Admins member

Lo

HR Confidential member CN=Unprivileged User

S 0 ©

3:14:58 PM

v Continuous vulnerability assessment e

HR Confidential sAMAccountMame HR Confidential

HR Confidential member <not set>

S ©

3:13:49 PM ROOT_OU nTSecurityDescriptor

Default Domain Policy versionMumber

N,

v Tamperproof tracking

d1

N,

3:12:52 PM din lockoutThreshold

v Real-time security alerts

3:12:16 PM Unprivileged User userAccountControl AccountDisabled, Mor

»,

3:11:04 PM

sve_SQL pwdLastSet 2023-11-08T22:29:43.

»,

v Auto-remediation (malicious change rollback)

3:11:04 PM

Password <secret>

N,

3:10:09 PM

v Compliance reporting » K 31009 PM

UNPROTECTED_OU <grouped > <grouped>

N,
e g b e o O O O N

B B

Unlucky User <grouped > <grouped>
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1. Pull the network cables 11. Delete DNS NS
from all DCs or otherwise

disable network longer exist

2. Connect DCs to be
restored to a private
network (Oh yes -
establish a global
private VLAN)

longer exist

records of DCs that no

12. Delete DNS SRV
records of DCs that no

13. Raise the value of

17. Configure

health

available RID pools by

For each domain: 100K

3. Nonauthoritative restore of first
writeable DC
4. Auth restore of SYSVOL on that DC
5. Remediate malware
6. Reset all admin account passwords
7. Seize FSMOs
8. Metadata cleanup of all writeable DCs
except for targeted seed forest DCs
9. Configure DNS on the forest root DC
10. Remove the global catalog from each
DC.

@ (Wait for global catalog to be removed)

General purpose (=
backup only @
automates step 3,
leaving the rest of the

recovery process a
mostly manual effort.

14. Invalidate the current
RID pool for every DC

15. Reset the
computer account of
the root DC twice

16. Reset krbtgt
account twice
(You have a seed
forest at this
point)

Windows Time

22. Build out seed forest
with additional DCs to

support Tier O/ Tier 1
operations

18. Verify replication
between seed DCs

@ 19. Add GC to a DC for

each OS version in each

domain

(Wait for GCs to be

created)

20. Take a backup of
all DCs in the seed

forest

CHECHCNC

21. Create an IFM
package for each OS
version, in each
domain your DCs are
running

27. Verify health of
the full forest

28. Move restored
forest to the
corporate network

For each DC to be repromoted
Into the seed forest:

23. Clean up the (former) DC using
/[FORCEREMOVAL or rebuild OS

24. Send IFM package to server
(wait...)
25. Take the DC off the public

network and put it on the seed forest

network.

26. Run a DCPROMO IFM
(Days pass while you clean and
rebuild DCs)

(Now you have a large enough forest

to support basic operations)

Days to weeks...

29. Reboot all
servers and clients
to force
communications
with the new forest

Important
considerations

—

—)

Manual recovery is error-
prone and often requires
additional cycles to correct
missteps, extending the timeline
even further.

Required staff for manual
AD forest recovery:
Core AD team, operators at
every datacenter, plus other
external support
(Estimated 10-15 IT support
staffers in average
enterprise)

How long does it take to manually perform an Active Directory forest recovery?



ACTIVE DIRECTORY FOREST RECOVERY

Ny A ¥
\—'/ @ DASHBOARD

BACKUPS STATUS & HISTORY System Health Most Recent Backup

:COVERY 09/03/2021, 1:16 AM

3 % ADFR MANAGEMENT
BACKUP SETTINGS r n 3

Shorten forest N
recovery by 00940 ) ssmemous

Bs

Last Valid Backup

'/D ROLE-BASED ACCESS CONTROL
' 09/03/2021, 1:16 AM

v Clean restore (malware free) B orumonies
FOREST MANAGEMENT ADFR AGENTS MAIL SERVER DISTRIBUTION POINTS
v Rapid recovery
Available Backup Sets Failed Backup Sets
v Advan Ced automa‘“on DATE & TIME RULE NAME STATUS B

09/03/2021, 1:16 AM Weekdays

) 5 Semperis Manageme...
09/02/2021, 10:41 AM

v Anywhere recovery 08/27/2021, 115 AW

08/26/2021, 1:16 AM

Distribution Point 1

08/25/2021, 1:15 AM

v Post-attack forensics (AD anti-virus) e

SETTINGS

<
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PROTECTING IDENTITY

Next Steps

Review your ability to protect and remediate
Active Directory

Can you protect the AD service Itself (not
just the AD domain controller servers)?

Can you warn of loEs and [oCs?

Can you roll back unauthorized changes to
AD?

Can you quickly regain trust in your
foundational identity system?

Evaluate your worst-case Active Directory
cyber disaster preparedness

Can you “sandbox restore” AD while in
crises to threat hunt?

Do you have a cyber DR plan for AD that will
work - quickly and reliably — when you most
need It?
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Thank You

KKR  INSIGHT

PARTNERS

HE Microsoft Partner

.. Enterprise Cloud Alliance
Microsoft Accelerator Alumni
Microsoft Co-Sell
Microsoft Intelligence Security Association (MISA)

TOP 5 FASTEST-GROWING
CYBERSECURITY COMPANIES

-

EY Entrepreneur
Of The Year
2023 Award Winner

EY HONORS SEMPERIS CEO
MICKEY BRESMAN

Y

uns
00

#14 ON DUN’S 100 2022 RANKING

OF BEST STARTUPS

Technology
2022 NORTH AMERICA

Deloitte

3 YEARS IN A ROW OF DOUBLE-
DIGIT GROWTH

Inc.Best

Workplaces

2023

2 CONSECUTIVE YEARS ON
THE LIST

150+ COMBINED YEARS OF
MICROSOFT MVP EXPERIENCE
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