
Cyber Strategy
Creating Robust and Future-Orientated Frameworks



Top Risks

• Increased Hacking Groups 
activity in Region

• Missing Fundamentals = higher 
risk profile

• Resurgence of targeting 
exploitable vulnerabilities

• Web, API, Cloud, AI, Remote 
Access…

Verizon DBIR 2024



Top Standards and Frameworks

Frameworks

• TOGAF
• SABSA
• ISO27035
• ISO22361
• DMBOK
• …

Standards

• NIST CSF
• SP800-53
• ISO27001
• AG ISM / 

Essential 8
• …



How to make Strategies last

• Themes
• Bus-Tech-Cyber Alignment
• People First
• Inconvenient Truths

• Partnership
• Not tethered to antiquity
• Built-in Adaptability
• Emerging Technologies



Why do Themes?

• Themes simplify our work
• Themes can resonate
• People get behind themes

an idea that recurs in 

or pervades a work 

of art or literature.

- Oxford Languages

https://www.google.com/search?sca_esv=2f3821052c9136cf&sxsrf=ADLYWILzHlJoK4FhfPWmm-Y7fLpkJ98RzA:1720538362459&q=recurs&si=ACC90nwzNcbSj6HKgPz_Y9fzn5jco--gLXCZOt7pXUhvJyPGCPpXVtk4MhM7jz2BWFx0A3k-erMakHGuyLYCq-04-5AjU_X8jA%3D%3D&expnd=1&sa=X&sqi=2&ved=2ahUKEwjlu6rvoJqHAxVgSGwGHQ2HDnkQyecJegQIIxBN
https://www.google.com/search?sca_esv=2f3821052c9136cf&sxsrf=ADLYWILzHlJoK4FhfPWmm-Y7fLpkJ98RzA:1720538362459&q=pervades&si=ACC90nwZKElgOcNXBU934ENhMNgq8gGD6YdeK7DvGDrNG5sCnETD2Gu-0DjHAgkXoWLwl7S_tg2DYmhgLX8A0TD6_JTyAp6uTVKeqwhFGnyT7XHVeS-nPJ0%3D&expnd=1&sa=X&sqi=2&ved=2ahUKEwjlu6rvoJqHAxVgSGwGHQ2HDnkQyecJegQIIxBO


Biz-Tech-Sec Strategic Alignment
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Gaps and Excesses 
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Biz-Tech-Sec Strategic Alignment
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The 9-Blocker
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Strategy on a Page

Business 
Driver #1

Business 
Driver #2

Business 
Driver #3 Principles

Strategic
Context

Cyber Stream 
#1

Cyber Stream 
#2

Cyber Stream 
#3

Cyber 
Themes

Values

Goals

Vision

Purpose

Quality Risk-Driven Enterprise
Aligned

Transparent Ethical Inclusion

Protect 
Jewels

Reduce
Cyber Risk

Increase
Maturity

What does good look like if we reach it

Define the reason for being, and objectives of the 
Information Security / Cyber capability



People #1
The Sailboat 
Exercise:

If you want your 
Cyber Strategy to 
be Robust, have 
everyone on the 
team participate 
and co-create the 
strategy.



Strategy-Friendly Acronyms

• Symbiosis
• Teamwork
• Response
• Implement
• Vulnerability
• Embrace



Symbiosis

• Business and Technology 
– Better Together

• Lean In Until You Don’t need to
• Meet Regularly
• Give to Get



Teamwork

• Sense of Team Identity
• Vendors are Team
• Agile Security



Response

• Integrations are Key
• Adaptability & Flexibility
• Incident Response / Crisis 

Management alignment
identity

data

telemetry telemetry

telemetry



Implement

• Short Term Goals
• Annual Reflections
• Celebrate Wins



Vulnerability
(Human Vulnerability, not Vulnerability Management)

• No Blame Culture
• Retros
• Accountability in PIRs
• Continuous Improvement



Embrace

• Open to New Approaches
• Diversity (Backgrounds and 

Thinking)
• Fun Quota



Final Words

• Have a blue-sky approach with your feet firmly 
planted on the ground.

• Wrap Standards & Frameworks around “Team” 
and “Culture”.

• Simplify through Themes.
• Focus on the road (robust) but plan the journey 

(future-proofing).
• S.T.R.I.V.E. ! (Or something like it)
• Use the Power of “CISO” Tribes and Network.



Cyber Strategy
“Audentes Fortuna Iuvat”

(Fortune Favours the Bold)
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