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• Keep the Bad Out

• The Threat Landscape

• CNAPP – Securing Code to Cloud

• Role of AI in Security

• LLM Application Attack Walkthrough

Agenda
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See it

DEV CLOUD

Stop it

Solving for Cloud Native Security
Does the solution see and stop threats across the complete lifecycle?

see IT

stop IT
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Cloud Native Threat Landscape



Attacks Used to be Simple

Runs main payload 
(Crypto)

Deploys 
malicious container
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“If it's not us being attacked, 
then our customers are being attacked, 
In an effort to steal their information 
and their money”

Major Banks have Raised an alarm that 
Critical Infrastructure and Services are being
bombarded by cyber-attacks every minute 
of every day, leaving customers increasingly 
vulnerable to scams.

From the news - Critical Services are being constantly attacked.



BUILD DEPLOYCODE RUN

Misconfigured IaC file

Reachable vulnerability in a 
3rd party dependency

Typo squatting 
bad library in use

Pipeline
misconfiguration

Exposed code 
base

Hardcoded Secrets

Drift attempt

Cloud infrastructure
misconfiguration

Reverse-shell

Cryptomining
Vulnerability 
exploit

Privilege
escalation

Exploitable 
vulnerability 

in artifacts

File integrity
violationMalicious base image

Overpermissive 
Kubernetes resources

Kubernetes Exposed and 
Vulnerable Components

Sophisticated 
0-day attack

Fileless malware

Malware in 
the Pipeline

Cloud Native Security Attack Vectors & Risks
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Additional Cost & Headcount + Management Overhead + Inconsistent Risk Findings

Current State

Dev Needs DevOps Needs Cloud Infra Security Needs SecOps Needs

App Scanning
(SAST)

OSS Scanning
(SCA)

IaC Scanning

Image Scanning

KSPM

CSPM

Workload Risk
Assessment

Least Privileges 
(IAM)

Runtime
Protection

Forensics

Network Security

Vendor B Vendor C Vendor EVendor DVendor A
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What is a CNAPP?



“A Cloud Native Application Protection Platform 
(CNAPP) is a unified set of tightly integrated security 

and compliance functionality designed to protect 
cloud native applications across the entire lifecycle 

- from development to production.”

Source: Gartner
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Runtime Incidents

GenAI Workload

Application Code

AI Risks

Code Risks

Cloud Risks

Reduce MTTR – Detect, Prioritise & Mitigate with context

Securing the code Securing the cloud
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The evolving role of AI play in Security



Role of Artificial 
Intelligence (AI) 
in Security

AI for Security

Security for AI



AI for Security



Remediation Recommendations powered by AI
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Enhancing Research with AI

Weeks

Days

Aqua Honeypot 
Network

Academic Research

Daily scans 
Repos/Registries

Blogs / Reports 
/Conferences

New 
Malware

Malicious 
Images

Attacked & 
Vulnerable 

Hosts

New Techniques
& Statistics



Security for AI



• Generative AI (Gen AI):
Umbrella term that includes a variety of content-creation technologies.

• Large Language Model (LLM)
Subset of generative AI with a specialised focus on text.

• LLM-Powered applications
Applications which utilises LLMs for tasks that require Natural Language 
Processing (NLP) or Humans like conversations - like translation, question 
answering, chatbots, summarization and language understanding across 
various domains.

Let’s understand this AI space..
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GenAI Top Concern for CISOs in 2024

82%

Insufficient visibility
and controls

of leaders cited leakage of sensitive data 
as their main concern

73%

Overreliance and ethical 
concerns on AI outputs

55%

Increased regulatory liability 
and uncertainty

48%

of leaders worried about ingress of 
inaccurate data and hallucinations

of leaders lack understanding of how 
AI is and will be regulated

of leaders expect to continue banning all 
use of AI in workplace

% of CISOs and Security Decision Makers (ISMG First Annual 
Generative AI Study: Business rewards vs. Security Risks)

https://cybered.io/wp-content/uploads/2023/12/first-annual-generative-ai-study-pdf-December2023.pdf
https://cybered.io/wp-content/uploads/2023/12/first-annual-generative-ai-study-pdf-December2023.pdf
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Common Risks associated with LLM powered Apps (& evolving)

• Adversarial Attacks :

Manipulating inputs to cause harmful or unexpected outputs.

• Data Privacy and Leakage :

Reproducing sensitive information from the training data.

• Malicious Use and Abuse :

Creating harmful content like phishing emails and disinformation.
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Lesson learnt:
• AI systems can be manipulated if not 

properly configured. 
• highlights the importance of rigorous testing 

and validation in AI deployment.

Example: Manipulating inputs to cause harmful or 
unexpected outputs.

No Harm Done:
• This incident led to the chatbot's removal 

from the site. 

• Unfortunately, the car dealership did not 
honour the $1 Chevy Tahoe deal.

Chris Bakke tricked Chevrolet dealership's AI 
chatbot, powered by ChatGPT, into agreeing to 
sell him a 2024 Chevy Tahoe for just $1. 



Example: Data Privacy and Leakage

Input:

Output:
 password

file
 user 

asks a 
question



Reference: https://owasp.org/www-project-top-10-for-large-language-model-applications/assets/PDF/OWASP-Top-10-for-LLMs-2023-slides-v1_0.pdf

https://owasp.org/www-project-top-10-for-large-language-model-applications/assets/PDF/OWASP-Top-10-for-LLMs-2023-slides-v1_0.pdf
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Aqua CNAPP - Securing LLM powered Applications from Code to Cloud

Securing the code

• Scanning the application code to 
identify LLM exitance

• Enforces OWASP Top 10 for LLMs 
• Assurance Policies to prevent from 

issues to reoccur 

Securing the cloud

• Identify attacks that utilise Gen AI as an 
attack vector 

• Block attacks and prevent malicious 
behavior   

• Tracing issues from cloud to the 
specific line of code 
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Demonstration
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Summary
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Runtime Incidents

GenAI Workload

Application Code

AI Risks

Code Risks

Cloud Risks

Reduce MTTR – Detect, Prioritise & Mitigate with context (GenAI Example)

Securing the code Securing the cloud
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Thank You
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