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° Advisor to CISOs
° Strategic rapid cyber capability uplift consulting
° Background in consulting through Security-Assessment, StratSec, BAE Systems
And rew H orto n Applied Intelligence, HacklLabs, Hacktive, Mercury ISS, Path, Ayenem, HortonSec
Consulting and more.
° Former Director of Engineering for CoinPayments, the world’s largest
cryptocurrency payments provider.
° Andrew has worked with clients in banking, telecommunications, energy,
insurance, health, NGOs, & government.
° Developed security consulting services line, from pre-sales to delivery. Full-stack
leader, with skills leading teams from UX design, frontend and server side
development to network and server engineering.

° Andrew is best known for his open-source security research, forming part of the

standard arsenal of penetration testers and black-hat hackers alike, and Kali
Linux - the most popular Linux security distribution used daily by security
professionals.

° Security Research in OWASP Testing Guide, Penetration Testing Execution
Standard (PTES), text books like the Browser Hacker's Handbook, and much

A‘ more.
s
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The Product
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Agenda

What you will learn

e Cyberwar is inevitable

e Cyberwar is already here

e Cultural Change for the board, the CISO and Australia to
survive a Cyberwar

e How to help Australia become more secure by 2030
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Who are we?

e What is your role?

ClOor CTO

CISO

Manager
Analyst/Engineer/GRC/Consultant

o O O O
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The Next Fight - The US/China War

Memo sent to Airforce Problem fatem

SUBJECT: February 2023 Orders in Preparation for — The Next NﬂT ady hta"d
Fight WEare

win insid

dp.n?: will be by Aug

fist island

SITUATION. I hope I am wrong. My gut tells me we will fight
in 2025. [Chinese President Xi Jinping] secured his third

term and set his war council in October 2022. Taiwan’s

presidential elections are in 2024 and will offer Xi a
reason. United States’ presidential elections are in 2024
and will offer Xi a distracted America. Xi’s team, reason,

e  Four-star US General
and opportunity are all aligned for 2025. We spent 2022 e US Air Mobility Command
setting the foundation for victory. We will spend 2023 in

crisp operational motion building on that foundation.
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The Thucydides Trap

“When a rising power threatens to displace a ruling

power, the resulting structural stress makes a violent

clash the rule, not the exception.”

e American Politician Scientist

Professor at JFK Gov School at Harvard

e United States Assistant Secretary of
Defense for Policy and Plans (1993-1994)

NATIONAL BESTSELLER

“Thucydides's Trap identifies a cardinal challenge to world onder.”

~HENRY KISSINGER. forwer S ec

retry of sinte

DESTINED
FOR WAR

CAN AMERICA AND CHINA
ESCAPE THUCYDIDES'S TRAP?

GRAHAM
ALLISON
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The Peloponnesian War

PENGL L\(_}‘i}«'l ASSICS
THUCYDIDES
«“ . ; HISTORY OF THE
It was the rise of Athens and the fear that this Vil bl AN W AR

instilled in Sparta that made war inevitable.”

e Athenian General

e Wrote the History of the
Peloponnesian War

e  Exiled after losing a battle




War and Technology

World War l World War Il First Gulf War

7 =

The Next Big War

Will begin with Cyber

A‘:/ THRERT



The Next Big War

“The first shots fired in any war will not be bullets,
but bits and bytes, disabling your military systems

and civil infrastructure”

° Former Australian Prime Minister
° BSC Hons in Economic Geography
e  Australia's first Pentecostal prime minister
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Are we on the precipice of war?

“Our Government’s view is that Australia faces
the most dangerous set of strategic
circumstances since the Second World War.”

Australian Minister for Home Affairs and Cyber Security
Youngest female Mayor in Australian history

Former McKinsey & Company consultant

Fulbright Scholar




Are we already in an undeclared Cyberwar?

“In many ways, we may not even know when a
cyber attack or indeed when a cyber campaign
against Australian interests has begun,”

° Head of the National Security College (NSC) at
the Australian National University (ANU)

e Australian Former Diplomat

° Former Senior Strategic Analyst with the Office of
National Assessments




Unrestricted Warfare Book

“using all means, including armed force or non-armed force, military and
non-military, and lethal and non-lethal means to compel the enemy to
accept one's interests."

“War was confined to the ‘military sphere’, but now outcomes can be
decided by, “political factors, economic factors, diplomatic factors, cultural
factors, technological factors, or other nonmilitary factors.”

e  Wrote Unrestricted Warfare in 1999
e Qiao Liang: retired Major General, military theorist and author.
e Wang Xiangsui: retired Senior Colonel and Professor in Beijing.




Chinese Intellectual Property Theft from the US

UPDATE

IP Commission Report in 2013, and updated in 2017

IP COMMISSION
REPORT

“We estimate that at the low end the annual cost to the
U.S. economy of several categories of IP theft exceeds $225
billion, with the unknown cost of other types of IP theft
almost certainly exceeding that amount and possibly

being as high as $600 billion annually”

—



Chinese Intellectual Property Theft from the US

e 2014 Indicted five members of PLA unit 61398 in Shanghai
e Economic espionage charges

e APTI1, Comment Crew, Comment
Panda, GIF89a, Byzantine Candor,
Group 3, Threat Group 8223

HQ in Pudong, Shanghaia

#~
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Tik-Tok

TikTok, is a “useful propaganda tool for the
Chinese Communist Party.”

* TikTok functioned as a “propaganda” arm of China

* ByteDance had a culture of lawlessness and stole

®* Whistle-blower videos from Instagram and SnapChat

® Suing ByteDance in San Francisco Court
Head of engineering in US for ByteDance ®* The CCP (Chinese Communist Party ) had full access
(Tik-Tok's parent company. to all Tik-Tok data

* A secret CCP office at ByteDance where a committee
monitored how “core Communist values” were being
advanced.
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Tik-Tok

“One-third of the adult population receives their news from this
app, one-sixth of our children are saying they are constantly on
this app, if you consider that there’s 150 million people every
single day that are obviously touching this app, this provides a
foreign national a platform for information operations, a
platform for surveillance”

e United States Army General
e Commander of U.S. Cyber Command
° Director of the National Security Agency




Chinese APT Groups

Group

APT25

APT27

APT30

APT3]

APT40

APT41

Targets

The defense industrial base, media, financial services, and transportation sectors in
the U.S. and Europe.

multiple organizations headquartered around the globe, including North and South
America, Europe, and the Middle East. These organizations fall into a range of
different industries, including business services, high tech, government, and energy;
however a notable number are in the aerospace and transport or travel industries.

Members of the Association of Southeast Asian Nations (ASEAN)

Multiple, including government, international financial organization, and aerospace
and defense organizations, as well as high tech, construction and engineering,
telecommunications, media, and insurance.

maritime targets, defense, aviation, chemicals, research/education, government,
and technology organizations.

healthcare, telecoms, and the high-tech sector, ideo game industry targeting

Too many Chinese
APTSs to list

Techniques

Spear phishing

Spear phishing and vulnerable web applications.

Can cross air-gapped networks. Register their own DNS
domains for malware CnC.

Java and Adobe Flash

Spear-phishing. Leverages compromised email
addresses.

Spear-phishing emails with attachments such as
compiled HTML (.chm) files. Uses rootkits and bootkits.
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Chinese APTs use Zero Days

U U
=——— 55 Zero-Days
0 (7) Exploitedin 2022
“Chinese state-sponsored cyber espionage groups exploited more zero-days .
than other cyber espionage actors in 2022, which is consistent with previous A

years.”- Mandiant (Google) Threat Intelligence

China

|
\
)

5F
23
L=

Fortinet's FortiOS SSL-VPN (CVE-2022-42475 and CVE-2022-41328)
FortiManager FortiOS (CVE-2022-41328) Ruseia/

Financial
Gain

DA

x| x
*

®

‘F[:T&NCML
¢ Word Document exploits using Microsoft Diagnostics Tool (MDST) CVE-

2022-30190
e CVE-2022-30190 also used to exploit targets in Belarus and Russia in May

2022 during the Ukraine war.
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Chinese Backdoors in Products

e Wavlink brand routers sold on Amazon, eBay,
MWave, Dick Smith, and Kogan

e Jetstream brand exclusive to WalMart in US (Same)

e Both Linked to Winstars Technology Ltd in
Shenzhen

Login form

Since the scanning program of the Mesh device will interfere with the throughput test,
you need to set the shutdown scanner on this page.

Password:

Apply

Note:

After rebooting the device, you will need to re-set it on this page.

—



Chinese Backdoors in Products

e Multiple Vulnerabilities in Wavlink Router leads
to Unauthenticated RCE - CVE-2020-10971 and
CVE-2020-10972

e Exploited by Mirai botnet since 2020

function make_request{url, content) {
http_request = false;
if (window.XMLHttpRequest) { // Mozilla, Saf
http_request = new XMLHttpRequest();
if (http_request.overrideMimeType) {
http_request.overrideMimeType('text/

e if (window.ActiveXObject) { // IE

http_request = new ActiveXObject("Ms
} catch (e) {
try {

nttp_request new ActiveXObject("Mi

—




Microsoft 0365 Enterprise Email Shopping Spree

e  Email stolen from up to 25 organisations including the US State Department
e APT Group: STORM-0558

e Wiz analysis indicates the compromise could go far beyond email

° Microsoft engineer account compromised with Malware to gain access to crash dumps
e Crash dumps contained an Azure Signing Key (Moved from Prod to Debugging Env)

e  Secrets detection for crash dumps failed

e  Generated new Microsoft account tokens

° Exploited a bug in an API that validated tokens (Consumer keys accepted as Enterprise keys)

#~
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Chinese Cyberwar

e Phishing “just works”
e Theft of Intellectual Property

e Using zero-days
e Backdoors and Bugdoors

e Not just cyberwar - Mixing in all
e Wide range of sophistication kinds of non-military war including
among APT groups economic and cultural warfare

e Attacking Clouds like Microsoft

s e



What does Russian Cyberwar look like?

e Repurposed Petya, a ransomware software
e Demands payment in BTC and does not unlock

e 27 June 2017 massive infection across Ukraine

e Attack originated from an update of a Ukrainian
tax accounting package called MeDoc used by
90% of Ukrainian companies

e Used the EternalBlue exploit (NSA) e Sandworm isan APT

e Encrypted files e Military Unit 74455, a cyberwarfare
unit of the GRU, Russia's military
intelligence service

B — .



What does Russian Cyberwar look like?

e Targeted Viasat KA-SAT modems across the Ukraine
e \Wiped residential satellite modems

e The Viasat company in the United States was targeted

e Attackers used a poorly configured virtual private network
appliance to gain access to the trusted management part of the
KA-SAT network

e Viasat modems were bricked on the day Russia invaded Ukraine
e Afirmware update was sent out to thousands of Viasat modems
across the world.

s e



Russian APT Groups

Group

APT28, Fancy Bear, Pawn Storm, Sofacy Group,
Sednit, STRONTIUM, Tsar Team, Threat Group-4127,
Grizzly Steppe (+APT29)

APT29, Cozy Bear, CozyCar, CozyDuke, Dark Halo,
The Dukes, Grizzly Steppe (+APT28), NOBELIUM,
Office Monkeys, StellarParticle, UNC2452, YTTRIUM

Beserk Bear, Crouching Yeti, Dragonfly
Dragonfly 2.0, DYMALLQY, Energetic Bear, Havex,
IRON LIBERTY, Koala, TeamSpy

Sandworm, Voodoo Bear, Iron Viking, Telebots

Operator

GRU Unit 26165

Probably the
Russian Federal
Security Service
(FSB) or SVR

FSB + civilian +
criminal hackers

GRU Unit 74455

There are more

Targets

Norwegian Parliament, German Council on
Foreign Relations, International Republican
Institute, International Olympic Committee,
German and French elections, Dutch ministries,
US Democratic National Committee, Whitehouse,
NATO, French TV5Monde, Bank of America, United
Bank for Africa, UAE Bank, Media and journalists.

The US Pentagon, US think tanks and NGOs,
Norwegian government, Dutch ministries,
SolarWinds, Republican National Committee,
Microsoft customers.

Water and energy utilities. Airports.

Ukraine, Electrical Utilities in the Ukraine, 2018
Winter Olympics, Parliament of Georgia,
Organization for the Prohibition of Chemical
Weapons in the Hague.

Techniques

Windows Zero-days, Java
Zero-days, Spear-phishing,
and malware

Spear-phishing, MagicWeb
attack through Active
Directory Federated
Services, and malware

Malware

Zero-days, spearphishing,
malware, router botnets,
fake ransomware
(NotPetya), BlackEnergy,
Industroyer

e



Russian Vulkan Leak

e Moscow based Russian NTC Vulkan
Cyber and Defence Contractor
Leak of 5000+ documents

THE PROJECTS.

: e sonE ®d
ABOUT COMPANY ricwkany
wru conacrus THIR T30
it of information security Information security, Security of banking
management operations
o aust of the organization's Doves of B the
cur policy. ssia
est)
5 Center A #h GOST R 57580
o0 of an 18 managerant Cybe lasrming
. . is)

strategy (concept) and 18

e GRU /Sandworm /Unit 74455
e Cozy Bear




Russian Vulkan Leak Projects

1.5 Orpabotky meponpuaTuii ro Gnokupopanmo gocryna B [TUC

. . o S e e et R e
Leaked documentation for offensive cyber capabilities sl e oo s i e
32.1.1.6 OrpaBorky meponpuaTiii no Gnoxuposanmo jgocryna B TUC

OIT ¢ nenonszopannem CITO AITK «AMe3nT» 1 METO/IHK HX NPHMEHEHHS,
3.2.1.2 B wuacrn orpaboTKil MEpPONPHATHIT 10 BHBOAY I3 CTPOA CHCTEM

y P BOIAYITHBIM 11 MOJ P PTOM
. 3212
[ ] Sca n S Of t h e | n te r n et yana; 3.2.1.2.2 Simulation of air transport control system elements
3212 operation at ical sites of air i (airport,

Targets civilian infrastructure SOV aerodrome);

KoMmIuiekea (a

3212\ e

L4 U SI n g N m a p & N eSS u S MOPCKIHM TPaHCIIOPTOM MOPCKOTO (PEeYHOT0) MopTa:
3.2.1.24 OrtpaGoTKy METOAOB MOJNYNMEHNA HECAHKIHOHHPOBAHHOIO
. . .. JOCTYNA B JOKATbHBC KOMIBIOTEPHEIC 1 TEXHOJIOTIMECKHE CeTH OGLEKTOB
[ ] DlSCOVe ry & M a p pl n g Of C rlt | Ca | TPAHCTIOPTHOI HHQpPACTPYKTYPH;

32125 OrpaGoTky METOJIOB BMEMATEILCTBA B TEXHOJOIHYECKHE
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® Ra | IWayS & pOWer p I a I'TtS :::::D;:pocmnu (napymenug padoroc! GHOCTIT) CHCTEM  YIIp

. . o 3:2.1.3| 3.21.26 Testing the use of the Amezit system to disable
[ U S B p I U g - | n W|t h p hyS | Ca I a CC@SS "?'P)’megcmo (incapacitate) control systems for rail, air and sea transport;
KisHeooecHne

3.2.1.3.T  VIMITAL[iO PabOTEl CHCTEM YITPABIICHIA SHEPrOCHAUKCHIEM,

H H H 32132 Wwmuramno paboThl  DNEMEHTOB  CHCTCMbI  YTIPARICHHS
L4 Ed u Cat I o n a | & Tra l n l n g BOJIOCHAGIKEHHEM,
. H H 32133 OrpaGorky MeTOJIOB NOJVMEHHA HECAHKIHOHHPOBAHHOTO
Offensive & Defensive Scenarios e i ———
HHpacTpyks =

e Disable Rail, Air, Sea Transport 3.2..3.3 Testing of methods for obtaini

32131 access to local computer and technological networks of
I'I}')OLIE!;C:!]}:! infrastructure and facilities to support life in population centers
A el
and industrial areas.

Hapy menms
HHPPACTPYKTy oo i mvssomsmnronmsrerswnarans
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Russian Cyberwar

e Pretending to be other groups e Denial of service
Masquerading as Ransomware
Knocking out power in the Ukraine

during winter e Sharing personal data from
databases

e Causing blackouts in Ukraine in

winter e Non-combatants being attacked
e Data breaches to demoralise
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The Attribution Problem

“For more than two decades, cyber defenders, intelligence analysts, and
policymakers have struggled to determine the source of the most damaging
attacks. This attribution problem will only become more critical as we move into
a new era of cyber conflict with even more attacks ignored, encouraged,
supported, or conducted by national governments”

“who is to blame?”
can be more
important than “who
did it?”

e  Senior Research Scholar at Columbia University

e  Senior Fellow of the Cyber Statecraft Initiative of the Atlantic
Council

° Ex-Goldman Sachs, Director for Cyber Infrastructure Protection
at the White House, US Air-force, and more.

° Pioneer of Threat Intelligence

e Author
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Continuous Attacks on Australia

Date

May 2024

May 2024

May 2024

May 2024

May 2024

Victim

XM Group

Sumo

Dell

ZircoDATA

Clubs NSW

Industry

Investment

Energy and ISP

Computers

Secure Document
Storage and Destruction

Bowling, League, and
RSL Clubs

Attribution

Wht forum user

OriginalCrazyOldFart forum user

Menelik forum user

Black Basta Ransomware Gang

Phillipines software devs
(unpaid and disgruntled)

Who'’s hacking us?

Data Breach

More than 400k customers. Full name, gender, email, date of birth, phone
number, street name, city, AUD, assets, postcode, and website.

Insecure Amazon S3 Buckets
Names, addresses, dates of birth, phone numbers, credit scores, as well
as either passport, Medicare, or driver’s licence details.

seven million rows of individual purchases, and 11 million rows of
"consumer segment companies,” while the rest are enterprise-grade
customers, Dell partners, and schools

United States, China, India, Australia, and Canada.

395 GB of data.
Example: Monash Health with family violence and sexual assault
documents from 1970-1993

More than 1m records. Personal IDs like Drivers Licenses, phone
numbers, and slot machine usage.

B — .



Continuous Attacks on Australia

Date

February 2024

November 2023
June 2023

May 2023

May 2023

March 2023
December 2022

Sept 2022

Victim

Victorian Court
System

Alfred Health
ACT Government

Fire Rescue
Victoria

HWL Ebsworth

Latitude
Medibank

Optus

Industry | Attribution

Government

Health

Gov

Fire

Law

Financial

Insurance

Telco

Qilin ransomware (Russian)

AlphV ransomware (Russian)

REvil ransomware (Russian)

?

Too many to list

Data Breach

Ransomware attack. 7 weeks of Supreme, County, Coroners, Appeals,
Children’s, etc.

Patient data, HIV status, etc
Email

Identification and contact information, but also medical records, passport and
driver's license details, Medicare numbers, Centrelink numbers and healthcare
identifiers.

1.45 terabytes of data. Wide range of corporate and gov clients.
14m customers. Drivers license numbers, passports, etc.

9.7m people’s records

9.8m customers.

e — .



Cultural Change

For the CISO



Security is a process

“Security is a process, not a product. Products
Process vs product: provide some protection, but the only way to
effectively do business in an insecure world is
to put processes in place that recognize the
inherent insecurity in the products. The trick is
to reduce your risk of exposure regardless of
the products or patches.”

e /s nota product
e s not ateam within Cyber
e |sa process

e American cryptographer, security pro,
privacy specialist, and writer.

e |ecturer at Harvard Kennedy School

e Influential security blogger.

e  Serial author.
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Processs: Henry Ford’s Assembly Line

Henry Ford invented the assembly line
- Automation at every step
- Increasing release speed
- Improving release quality

Cultural change
- Different teams working together
- Unskilled labour can build cars.

Lift scaling limits on labour
- Nolonger limited by skilled engineers.

By 1912 Ford’s key concepts
- Repeatable processes
- Standardized inputs / output

Ford Model T Assembly Line at the Highland Park Plant, 1915

Relies on
- Industrial revolution

)
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100 years later: DevOps

Continuous Integration / Continuous Deployment
- Automation at every step
- Increasing release speed
- Improving release quality

Cultural Change
- Different teams working together
- Agile methodology

Lift scaling limits on labour
- No longer limited by skilled engineers

DevOps Key Concepts
- Repeatable processes
- Standardized inputs / output

Relies on The Phoenix Project
- Open-source software components A Novel about IT, DevOps, and Helping Your Business Win
(interchangeable parts)

s e



DevSecOps is Cultural Change

Continuous Security
- Automation of security at every step
- Increasing release speed
- Improving release quality

Cultural Change
- Different teams working together
- Shift security left and everyone is responsible

Lift scaling limits on labour
- No longer limited by skilled red and blue teams.

“DevSecOps is using automation to

DevSecOps Key Concepts R
take responsibility for

- Repeatable processes

- Standardized inputs / output vulnerabilities in your own
development.”
Relies on
- DevOps

- DAST, SAST, SCA, and other tools

s e



Ford’s Assembly Line Helped Win WWII

- The most mass-produced US military
aircraft of all time.
- Built by the Ford Motor company

By 1945 Ford was building B-24 Liberators at a
rate of one per hour.

“The production miracle of the war’,
The Wall Street Journal

RN
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Management Philosophy of Kaizen

(Set Goals and /Plan Logistics Document B Identify Plan Counter- a Check N
Expectations and Timing Reality Waste measures Reality

S — ®
E& KAl = CHANGE E‘& % @9 % @ Q ﬁ‘ A
 — \ 2 J 4 N i & N .
1+ ¥
- KAlZEN = o d Celebrate B Sandardize\ /Vefifychan e\ Measure E d Make N
% ZEN = GOOD Continuous lmprovement :ga:; Suc:es: 'Pro:ess /Mudifvg Results Changes
\ 2 7 oA % J . > S A

e Japanese Organizational Theory and Management Consultant
° Father of Continuous Improvement
° Published “Kaizen, the Key to Japan's Competitive Success”




Reporting to the Board

Dashboards

® Avoid bespoke dashboards and reporting. Take
screenshots of dashboards in your existing tools
then add commentary.

) Be careful with frameworks like NIST CSF
because they are subjective.

® Don't be afraid to say maturity is low and you
are working towards moderate security

° Published in Administrative Science Quarterly in 1956

B — .

“What gets measured gets managed -
even when it's pointless to measure
and manage it, and even if it harms
the purpose of the organisation to do
so.”

This quote is often misattributed to
management guru, Peter Drucker



Stop saying “No”

e There is a cultural battle for Cyber to win over the hearts and
minds of Devs and Ops teams.

e Enable IT securely rather than being a tax on productivity.
e Look for creative ways to say yes while remaining secure.
e Shadow IT is a result of saying no too often.

e The “Noers” are holding everyone back.
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Cultural Change
4

For the Board
& Senior Leadership



Who should the CISO report to?

“One simple way to improve cybersecurity:
Promote CISOs to report into CEOs.”

e Inherent conflicts of interest

e CIO/CTO decisions may lead to LWJ
insecurity e e VP & Principal Analyst at Forrester
v ° Directs research on CISO Strategy
. . ' ‘ e Global Architect at Verizon
In more mature organizations ‘ e  Principal Architect at Mandiant

e The CISO reports tothe CEO or a
board member

B — .



Cultural change requires budget change

The global cybersecurity total addressable market may reach $1.5 trillion to
$2.0 trillion, approximately ten times the size of the vended market.

Global cybersecurity market size, 2021, $ trillion “The Under'penetrdtion Of
§ Tt scdrssable Cure cybersecurity products and services
Segment market, $ billion penetration, %
Data protaciion 50-100 30-35 [...] suggests that the budgets of
el many if not most chief information
Cloud security 50-100 1-5 M M
- Network security 50-100 15-20 Securlty Offlcers (CISOS) are
- W Identity and access management 50-100 20-25 underfunded"
W Security consulting 100-200 15-20
IOX - Web security 100-200 5-10 M I(.
W [oT/0T 100-200 1-5 C SeY
M End point security 100-200 5-10 & Company
B Application security 100-200 1-6
W Security and operations management  400-500 1-5
il oo e Bharath Aiyer, Jeffrey Caso, Peter Russell,
and Marc Sorel McKinsey & Company

Vended Total addressable
market market

operational technology

Me ovide




Forget about Cyber Insurance

Figure 10: Companies Impacted by NotPetya Ransomware Event in 2017 (Source: CCRS Analysis).

€3 MERCK  Merck S Prarmaceutical Company : x e —— Maersk’s insurers
1 MAERSK Maersk ot s maionss | M1@EFSK: 51% of devices on networks SE— ) ]
i SaintGobain brncn smsmesnmasscot iNfECted. Reinstallation of 45,000 il e— failed to argue it
FedEx (DM)T) FedExTNT Express Gl parcel seivery compery | achines took 10 days. —
Mondelez International Wkt cond gt it $950m loss. \ == was exem pt
W Bt Reckitt Benckiser it conmusmes goods mukar R procucTons . = i
wPP - UK A Ageescy L argert Ad aguecy i the workd WPP agency network dsabled = act of war.
- NMUANCE Nuance Communications US Hoalthcars company Hoakthcare data syvtem disabled =)
m Home Credit Consumer lending A Russian branches dosed =
=EVRAZ Evraz Stoel manacturing and mining company Information systees affected (=] .
Oschadbank st otk | : = In 2023 insurers
® rosnest Bow e s Rosneft: 1% of devices on network -
ownderaiS¥  Deutsche Post DHL ot porcel asvery compuey | INfECEE, |CS systems unaffected. $5m o were ordered to
BORYS,PiL Boryspil International Airport Ubzaiew Internasional Arpont loss \ [
| /i) UKRENERGO UKRenergo Utindan stabe power iruor Mo lmpact on power spples ‘ & pay out $2b AUD
Metro Gorman whelesaler Ukrainian Stores affected =} H
Chemobyl Radiation Monitoring  MNucker Power Plant Satety Aestomatic monitoring systems disablled, forcing switch to manual i or $]4b USD In
DLA Piper Mugmational w frm Intoeral systerms and phones dissbled ] damages
Ukrainian Supermarkets Fotad . mudtiple? Poied of Sale systerrs dsabled ]
Heritage Valley Health Systems US Hospitals and Healthcare, Ponrvsytvania Systomn dmabled ]
Ukrainian Banks Ranks, possibly 5 Drruption 10 operations =]
Russian Banks Rariks, erdtighe Disruption 10 operations =

Share of $10 Billion Loss

Cambridge Centre for Risk Studies
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Forget about Cyber Insurance

Lloyd’s “Cyber insurance is a growing market,
estimated at just over $9bn in Gross
Written Premiums last year, and
forecast to hit between $13bn and

e World’'s leading marketplace for insurance and
reinsurance

e Stopped covering nation state-attacks in October, 2023 $25bn by 2025. However this still
represents a small portion of the
Lloyd’s and Cambridge Centre for Risk Studies Published potential economic losses that

e 3.3% or 1-in-30-year probability of a hypothetical scenario businesses and society face.

e They estimate losses of $3.5 trillion from the global 1LLOYDS :
economy as a result of a major cyberattack targeting o Buciness Sehmol

payment systems

B
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You will have to defend yourself

® [tis an age of pirates and privateers fighting for themselves Itis an age of ransomware groups and financial crime

and for nation-states. ®  Some crime groups are nation-state backed and others
are state-tolerated as long as they ransomware or hack

® [tis an age of letters of marque. Where some pirates were _
foreigners.

legally permitted to plunder Spanish merchant ships.

It is an age of misattribution attacks and sophisticated

® [tis an age of false flag attacks. It was common for pirates to
deep-fakes.

fly whatever flag suited them.

® You wouldn’t know if their spies read your letters either. ® Youwon'talways know when cyber attacked.

You are profiting from being on the Internet that’s open to

® You are profiting from the far side of the world with hew naval )
the rest of the world. Beyond your government’s reach.

technology. Beyond your government’s reach.
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State-backed State-tolerated

Pirates Privateers

Pirates, APTs and Ransomware Groups

Russian APTs Russian cyber
and gangs are
Ransomware tolerated
Groups

® Itis an age of ransomware groups and financial crime.

® Some crime groups are nation-state backed and others
are state-tolerated as long as they ransomware or hack
® Itis an age of pirates and privateers fighting for themselves foreigners.
and for nation-states.
® |tis an age of misattribution attacks and sophisticated
® [tis an age of letters of marque. Where some pirates were deep-fakes.
legally permitted to plunder Spanish merchant ships.
® You won'’t always know when cyber attacked.
® |tis an age of false flag attacks. It was common for pirates to
fly whatever flag suited them. ® You are profiting from being on the Internet that’s open to

the rest of the world. Beyond vour government’s reach.
S e v s wsyornesaer




Cultural Change

For Australia



Taking down cameras was a cultural change

Chinese made surveillance cameras

e HikVision & Dahua

HIKVISION  @Jhua
Popular Cameras
' ‘ “That [risk has] obviously been there, | might say,
e Good quality for the price for some time and predates us coming into office”

Cultural Change
® Removed from Australian sensitive

buildings in 2023 , .
° Australian Defence Minister

° Former Deputy Prime Minister
° Lawyer
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HIKVISION Insecure, Backdoored, and Popular

. . PRC's 2017 National Intelligence Law
Supply Chain Risk MH‘”"”H”H“ compels any Chinese subject to spy
Beiiina in vour Su lvchain — on behahC ofthe state.
J g y pp y MADE IN CHINA Australia does this too.

B_ac kdoors HikVision Firmware 2014 - 2016 Backdoor
Firmware backdoor Access without the password using the backdoor by

adding auth=YWRtaW46MTEK to the URL.
http://camera.ip/onvif-http/snapshot?auth=YWRtaW4 6MTEK

v

Security

Published Vulnerabilities ~ —— | Published Vulne

CVE-2023-28808, CVE-2022-28173, CVE-2022-28172, CVE-2022-28171, CVE-2021-36260, CVE-2020-7057

Popular
173,945 found with Shodan
Directly exposed to the Internet sy

v

=




Chinese Military-Industrial Complex Sanctions Update

cip N2 @mua

HUAWEI

HIKVISION

Chinese-made drones, surveillance, and security systems

“We must face the reality that the Chinese- Date

government is using every avenue at its disposal to 2019
target the United States, including expanding the role

of Chinese companies in the U.S. domestic

communications and public safety sectors. Video

surveillance and security equipment sold by Chinese Novermnber
companies exposes the U.S. government to significant 2020
vulnerabilities”

January 2021

. . June 2021
° American Politician

US Missouri State Representative
. Graduated Summa cum laude in Education from
Missouri University

Action

US President Trump signs 2019 National Defense Authorization Act
(NDAA).

Includes an amendment from Rep. Vicky Hartzler banning defense
from buying HikVision, Dahau, and Huawei.

Trump US Presidential Executive Order 13959 bans investment in
HikVision and Dahau

Executive Order goes into effect

The United States OFAC (Office of Foreign Assets Control) Sanctions

Update CMIC-EO13959 ST
4-00 F A C
\ & 4 A
Office of Foreign Assets Control
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Timeline for Australia taking the cameras down

DEPARTMENT NUMBER OF NUMBER OF
DEVICES SITES
Unk 2
2022 Home Affairs rnosn
Nil Nil
Liberal Party, James Paterson asks how many Hikvision cameras Fme Minster and Cabinet T %
Australia government has and initiates audit | Attomey.Genersl — —
Treasury
Nil Nil
Health and Aged Care
. 1" 2
“l used a software tool called Shodan, which Veterans' Affairs
can help identify any Internet connected | Foreign Afairs Unknown 2
devices and that show that there are at least Cimete Change nd Enery 154 2
36,000 Hikvision devices that are Internet Education ? !
’» Connected and at Ieast 10,000 Dahua Infrastructure, Transport, Regional 17 3
’ . Development and Local Government
cameras that Internet connected [in . 127 L
. ” overnment Services
Austl’d/ld]. At least 1, total At least 1, total
unknown unknown
Defi
S 122 88
Finance
134 At least 3
cl
Social Services e
18 3
o Liberal Senator for Victoria Resources
. i ; 17 a
o Shaglow Minister for Home Affalrs and CyberbSecurlty . Employment and Workplace Relations
o Chairs the Senate Select Committee on Foreign Interference Through Social Nil Nil
Media Agriculture, Fisheries and Forestry
o Youngest Liberal Senator ever TOTAL At least 913 At least 254

L e



Timeline for Australia taking the cameras down

2012 2017 2019 2020 EBE= 2021

China Daily Hikvision backdoor US Defence ban US Trump EU Parliament bans

discusses risk of discovered. Affects HikVision, Dahau Presidential Executive  HikVision use in parliament.

foreign surveillance 2014-2016 models. and Hueawei. Order 13959 prohibits

equipment. investing in the US OFAC Sanctions Update
cameras CMIC-EO13959

B s = Sl Cultural Change
2022 = Sl= 2023 2588
Australian government
Liberal Party, James > { UK and US announce Australia defence knew the cameras were
Paterson asks how banning the cameras announces they took insecure and backdoored
many cameras we from gov buildings the cameras down but used them anyway
have and initiates audit because they were cheap

until 2023
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Strategic Change




The Cyber Security Strategy 2023-2030

InCidents Ransomware Attacks Sharing Threat Intelligence
® A single place to report ) No-fault, no-liability ransomware L] Executive Cyber Council is gov +
incidents — cyber.gov.au reporting industry leaders - sharing more
(REDSPICE initiative) intel with enterprises
L] Anonymised ransomware reporting &
s ) L4 More gov support for victims intel sharing ®  Threat Sharing Acceleration Fund
AR et (Health sector first)
b b An Industry code of practice ® Australia will Chair the International
for incident response provider Counter Ransomware Taskforce Blocking threats
is coming...
L] Crackdown on cryptocurrencies too ... [ ] Real time blocking at the ISP &
Telco level
Voluntary Labelling Small & medium businesses Data breaches
° Mandatory cyber standards for loT ® 1300 CYBER b Stop enterprises hoarding Pll with Digital IDs
(National Strategy for Identity Resilience)
® Voluntary labelling for consumer-grade L] Cyber health-check program ) ]
devices (with US, Singapore and UK) ®  Data retention will change
[ ] Small Business Cyber Security ) ] )
® Voluntary code of practice for apps in app Resilience Service b Data brokering will be reviewed
stores
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Investment

Skills shortage Cyber start ups
L] Build a cyber skills pipeline L] Cyber Security Challenge program
L] “Professionalise” the workforce [ ] Business Research and Innovation
Initiative

L TAFE Cyber Courses in the Essential 8

L4 Comes out of $15 billion National
Reconstruction Fund (NRF) and $392.4
million Industry Growth program

More critical designated Systems of National Significance

® Security of Critical Infrastructure Act 2018 (SOCI) Act
® Energy, Space technology, Food and grocery, Water and
sewerage, High education and research, Financial services and

markets, Health care and medical, Transport, Defence industry,

0
Australian Cyber

B . . Security Strategy
Data storage or processing, and Communications

Investment
(] More $ for ASD and AFP.

® Project # REDSPICE # for Offensive
Security R&D has $9.9b over 10 years




Response to Malicious Cyber Actors

Strategy Document says Australia will:

[ ] “Deploy all arms of statecraft to deter and respond to malicious cyber actors”

N L] “Uphold existing international law and the agreed voluntary norms of responsible state

Security Strategy behaviour in cyberspace”

Australia already responds: Lockbit Ransomware

AFP and Australian Signals Directorate (ASD)
Operation Aquila started in November 2022.

THE SITE IS NOW UNDER CONTROL OF LAW ENFORCEMENT

alle
s

MIKHAIL PAVLOVICH MATVEEV

g

Russian wanted Arrests in Ukraine & Poland LockBit website seized

Mission is to investigate, target and disrupt
cybercriminal syndicates, with a priority on
ransomware threat groups.

LOCKBIT
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Your next steps Z
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Challenge assumptions

TIME

THE WEEKLY NEWSMAGAZINE

"Humans are allergic to change. They love
to say, 'We've always done it this way. ' | try
to fight that. That's why | have a clock on
my wall that runs counter-clockwise."

° United States Navy Rear Admiral
° American computer scientist, mathematician
e Discovered the first computer “bug” in 1951




Most Cyber Secure Country

“As a nation, we cannot sleepwalk into our cyber future.
| want Australia to be the world’s most cyber secure

country by 2030. | believe that is possible, but it will take
a concerted effort from industry and Government alike.”

e Australian Minister for Home Affairs and Cyber
Security

e Youngest female Mayor in Australian history

° Former McKinsey & Company consultant

° Fulbright Scholar




Help Australia become more secure by 2030

e Challenge assumptions holding cyber back

e Promote cultural change from the dev to board & senior leadership level
e CISOs must lobby for increased Cyber budget

e CISOs must report to CEO or the board

e Recognise we may be in a CyberWar already




Thank you for listening

Talk to me about
Data-breaches & Strategic Cyber Uplift

Andrew Horton

andrew.horton@threatcanary.io
0429 840 398
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