Can we (really) trust developers
to handle security?
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Digital Tr anged the Way Developers Work
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Cloud turns IT into App Services

Pre-cloud Digital Transformation Cloud
Require IT Security Solutions Require Application Security Solution
App Code X Code Vulns App Code
Open Source Library X Known Vulns Open Source Library
0SS Platform/Apps
®
L
>
IT Apps (Dropbox, Email...) X Bad Config Cloud/saas Services 5
(7]
(/]
Qo
(@)
Servers, VMs X Unpatched OS Containers 2
a}
Network X Open Ports VPC, Service Mesh
vSphere Kubernetes
Hardware Cloud

Dev

IT/Op

snyk



STRICTLY PRIVATE AND CONFIDENTIAL

Developer Growth Is Outpacing Security

The World Is Increasingly Reliant on Developers Security Talent Shortages Prevent Scaling
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Source: IDC, White House, US Department of Commerce, Cybersecurity Ventures, Truist Security Research. Note: 2021 developer figure extrapolated based on 2020-2025 CAGR of 10.5%. US unfilled cybersecurity positions in the past year as of September 2021.



And the only way to scale security is to
empower developers

“The ratio of engineers in Development, Developers
Operations, and Infosec in a typical
technology organization is

When Infosec is that outhumbered,

without automation and integrating
information security into the daily work of loo ® lo ® l
Dev and Ops, ~ =~
—and
besides, it also makes everyone hate us.”
DevOps
—Gene Kim
10 Tips for Integrating Security Into
DevOps, DZone
Sec
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Dev-first Security



4 Key
Principles of

a Dev First
Security
Program

@ Change in ownership
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isn't just for the security team

Who is primarily responsible for the
security of your cloud native environment

and applications?

‘Developers are
to view security as their

responsibility versus their security St

peers”

DevOps
/DevSecOps
31%

Developers
37%

Source: State of Cloud Native Application Security

https://snyk.io/state-of-cloud-native-application-security/ T
security team

13%



https://snyk.io/state-of-cloud-native-application-security/

shared ownership model

“When everybody owns something, nobody owns it,
and nobody has a direct interest in maintaining or
improving its condition."” uinriedman

balanced ownership




Security Ownership

'r THE SECURE DEVELOPER | EP 79

Training Security Champions

e with Brendan Dibbell

@ E\s;;pnlle Podcasts i “s™"°" © spotify Share 0 in]
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@ Change in ownership
4 Key

Principles of @ Design for the developers
a Dev First

Security

Program
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What's the goal?

Security Audits Developers Fix




DevSecOps:

Continuous Security, Integrated

Production

throughout DevOps
[ Traditional/PaaS ]
Serverless
submit build deploy /
® °® [ _ .
Kubernetes
s B\ B\ : g
IDE & CLI Git repository Cl/CD Reqistry
- —P - —P - -
. Test, fix, Test, fix, )
Test & fix monitor monitor Monitor & Alert
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Meet the Developers Where They Are

THE SECURE DEVELOPER | EP 77

Secure by Default

with Andy Steingruebl

Share © in]
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@ Change in ownership
4 Key

Principles of @ Design for the developers

d DeV FirSt @ Bring the cloud into appsec
Security

Program
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The modern application

A new risk profile for developers

scale. Scans can't take hours.

° Software deployed daily - ‘waterfall’ approach doesn’t
Code w
. 10-20% of code is custom - and digital transformation

increases pressure to deliver more and faster.
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The modern application

The Developer’s View

a Patch D) 10 commits

github/workflows

mvn/wrapper

aks laC
kubernetes

src/main Code
dockerfile Container

LICENSE

pom.xml Open Source
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Gartner AST Critical Capabilities

2020 2021 2022
15.4 e SAST 12 o SAST 10 e SAST
13 e DAST 1 e DAST 6 e DAST
6 e IAST 8.4 e |AST 9 e IAST
13.4 e SCA 12.4 o SCA 12 o SCA
1.4 e Mobile AST 6 e Mobile AST 8 e Mobile AST
1.6 e Business Critical Apps 2 e Business Critical Apps 2 e Business Critical Apps
13 e APITesting & Discovery 1.6 e  APITesting & Discovery 14 e APl Testing & Discovery
14 e SDLC Integration 11 e Lifecycle Integration 9 e Lifecycle Integration
12.2 e Automation & Speed 7 e Infrastructure as Code 8 e Infrastructure as Code
4 e Container Security Scanning 9 e Container Security Scanning
2 o Fuzzing 3 e Fuzzing
12.6 e Developer Enablement 10 e Developer Enablement



@ Change in ownership
4 Key

Principles of @ Design for the developers

a Dev FirSt @ Bring the cloud into appsec
Security

Prog rq m @ Develop your champions
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Security Champions

@ ctmbedded

Experienced

Empathetic
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Security Champions

THE SECURE DEVELOPER | EP 94

Product Security Insights

© with Rinki Sethi

Listen on .
©) Apple Podcasts © spotity Share ©
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@ Change in ownership
4 Key

Principles of @ Design for the developers
a Dev First @
Security

Program @ Develop your champions

Bring the cloud into appsec
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' i

Develop fast.
Stay secure.
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